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Abstract


This document includes the security review of IEEE 802.11r from Scott Kelly.
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Hi Clint,

Sorry I'm so late on this. | saw your other email regarding the Aug 17 date, but I've spent what time | can on
this, so I'll give you my impressions now.

Due to many competing priorities, | was not able to give this the attention | would have preferred. However, |
read the document through twice and had several discussions with folks who have been following 11r
closely.

| am not a cryptographer, but my impression is that the key derivation is quite solid. | see no issues there.

Based on my limited review, | also think the overall design is quite solid from a security perspective. | have
only one security-related concern, and that relates to the attempt to completely punt on ROKH-R1KH
communications security. Here is the current text from section 11A.2.2:

"The ROKH and the R1KH are assumed to have a secure channel between them that can be used to
exchange cryptographic keys without exposure to any intermediate parties. This standard assumes that the
key transfer includes the PMK-R1, the PMK-R1 context, and the associated key authorizations. The protocol
for distribution of keying material from the ROKH to the R1KH is outside the scope of this standard."

I understand that the 11r group does not want to design a capwap-like protocol, and | agree that such a
protocol should remain outside the scope of this work. Also, | don't know how thoroughly this sort of thing is
typically covered in other IEEE documents. However, were this an IETF document, | think most in the
security directorate would agree that the current text comes up short.

| won't attempt to rewrite the text myself, but | think it would be good if the text addressed the following:

- - cryptographic "impedence": the cryptographic properties of the key exchange channel must be greater

than or equal to the cryptographic properties of the channels for which the keys will be used. That is, if the
802.11i keys are for AES-CCM, then the crypto-integrity mechanism employed for the distribution channel
should be of similar (or better) strength.

- - if digital certificates are used for 802.1X (i.e. as part of the 802.11i key derivation, for example EAP-TLS),
then | think the ROKH-R1KH authentication should arguably be similarly strong. A simple way to sum this
and the previous bullet up is to say that the key distribution channel must not be the weak link in the security
chain. Otherwise, that is where attackers will aim.

Of course, it is not always possible to say whether one algorithm is stricly equivalent to (or stronger than)
another in every way, and it's easy to get into rathole discussions on this point. However, it is possible to
communicate the spirit of the concern without getting into this (e.g. see RFC 3776).

| think it would be a good thing if the text contained stronger language regarding the security requirements of
this key distribution channel and the associated risks.

Thanks for giving me the opportunity to comment.
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> From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

> Sent: Tuesday, June 05, 2007 11:28 AM

> To: Scott G. Kelly; Scott Kelly

> Subject: Security Review of IEEE 802.11r

>

> Scott,

>

> |EEE 802.11 Task Group r has revised IEEE 802.11r into a draft 6.0.
> Ordinarily I would not bother you with the details, but there is one

> change that affects the security of the draft amendment.

>

> | am enclosing a copy of the draft showing the red line changes

> between 5.0 and 6.0. | particularily point out the following changes:
>

> Page XXI, section 8.4.3 deletion

> Page XXVIII, section 8.5.2 change

> Page LV, section 11A.3 change

> Page LXXXV, section 11A.8.5 change
>

> -
> Clint (JOATMON) Chaplin

> Principal Engineer

> Corporate Standardization (US)
> SISA

Version: 9.6.1 (Build 1012)
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