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IEEE 802.11r: Fast BSS Transition

Brief Overview (summarized in Figures 1-3)

		Definitions and Acronyms



		AP

		Access Point


Provides wireless interface to mobile stations (STAs) to connect to the backbone network



		BSS

		Basic Service Set


Set of mobile stations that can access an AP



		DS

		Distributed System


System that connects several APs, the AAA server and the backbone network



		ESS

		Extended Service Set


Comprises the set of all APs connected by DS and all mobile stations in range of at least one of the APs



		Mobility Domain

		Set of BSSs within one ESS that support fast BSS transition



		FT 

		Fast BSS Transition





Definition Fast Transition: A STA establishes security & QoS states with a target AP before or during re-association.

Purpose: Avoid full re-authentications that require the access to the AAA server in the backbone because they introduce undesirably long communication delays. 

Idea: Make key material from an initial full authentication with an AP in the mobility domain available to other APs in the same mobility domain to allow fast re-authentication between a STA and a target AP.


Performance Goal: Fast BSS transitions should be faster than full (re-) authentication.


Security Goal: No introduction of new security vulnerabilities, i.e. maintain security level of IEEE 802.11 full associations and authentications.


Authentication Methods:


1. Fast BSS Transition Authentication negotiated over IEEE 802.1X (AKM 3)


2. Fast BSS Transition Authentication using PSK (AKM 4)


Fast Transition Methods:

1. over-the-air


STA directly communicates with target AP over a wireless link.


2. over-the-DS


STA and target AP communicate trough the current AP and the DS with each other
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Figure 1: Overview: IEEE 802.11r Network Architecture
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Figure 2: Fast BSS transition over-the-air
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Figure 3: Fast BSS transition over-the-DS

Security Evaluation


Scope of security in IEEE 802.11r 


I believe these new or modified features may affect the overall system security:

1. New Beacon signals


· Containing information about the mobility domain and supported fast transition capabilities


2. New Key Hierarchy for FT

· specifies which keys are derived from existing key material  from previous  associations and full authentications to an AP in the mobility domain. 


· specifies who derives which keys 


· specifies how keys are derived, i.e. which key derivation functions are used and the format of keys


3. Modified initial association


· Modified message flows between STA and AP, e.g. additional information elements (IE) that contain information about the mobility domain (MDIE) and the fast transition (FTIE)


4. Modified re-association messages and new action messages

· Re-association over-the-DS


New fast transition requests/response messages as part of action frames.


Executed between STA and current AP, where current AP sends information to target AP to prepare FT.

Then modified re-association request and response messages between STA and target AP. Contain additional information about mobility domain (MDIE), security level of prior associations (RSN), fast transition capabilities and methods (FTIE), and optionally information about resources (RIC)


· Re-association over-the-air


Modified authentication and re-association messages, executed between AP and target AP. 

Potential Vulnerabilities: 

1. New Beacon signals


Broadcasted beacons of APs that support FT within the mobility domain contain some additional information about the mobility domain and the FT capabilities of the AP. This additional information is contained in a Mobility Domain Information Element (MDIE).

Beacon signals (by nature) cannot be protected and are thus vulnerable to Denial of Service (DoS) attacks. The new MDIE element enables the following DoS attacks:


1. Adversary changes bit indicating the FT ability of an AP to zero.

In that case, STAs won’t request FT even though it is supported by the AP. Instead the STA will execute a full re-association and authentication. Hence, an adversary modifying the beacon can disable the FT feature.


This may not be detectable. (?)


2. Adversary changes bit indicating the FT ability of an AP to one.


In that case, a STA may request FT from an AP that does not offer this service.


This will be detected by the AP which results into an error code 54 (“invalid MDIE”).


3. Adversary changes advertised FT capabilities of AP.


Detected if STA requests services that are not provided with error code 54, not detected if STA does not request FT due to wrong information in beacon.


Conclusions: no severe security risk. However, we should note that an adversary may be able to disable the FT service.

2. New Key Hierarchy for FT


All keys in the FT key hierarchy are derived from an existing MSK or PSK shared between a STA and an AP in the mobility domain.  Overview of key hierarchy is in Figure 4.
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Figure 4: Key Hierarchy

Discussion Key Derivation Function:

(KDF defined in Section 8.5.1.5.2)

· Format of used KDF same as in SP800-108, KDF in counter mode with prf=HMAC-SHA-256 and HMAC-256 considered being secure 


· Is there KDF standard or guideline that can be cited?


· Encoding essential for KDF computations: i and length encoded according to Section 7.1.1 in core document. Hence, 802.11r must specify encoding for K, label, and content. In document encoding for “label” is explicitly described, however explicit encoding for key K and context missing. 

Discussion Keys: 

General Observations


· PMK-R0 and PMK-R1 are 256 bits long with 256 bits entropy


· PMK-R0, PMK-R1 and PSK have 256 bits entropy as input into the KDF


· Key identifiers (names) are 128 bits long with 128 bits entropy


· All keys contain labels and contexts to identify them, where labels contain addresses of all entities that can derive this key


· All keys have lifetime assigned, where lifetime of all keys are the same as lifetime of MSK or PSK


PMK-R0 Discussion

· for R0-Key-Data the random input to KDF-384 is XXXKey = L(MSK,256,256) or =PSK, i.e. for an 256 bits entropy output,  MSK or PSK must provide 256 bits entropy.

This is an implicit system assumption.


· What is R0KH-ID = identifier of PMK-R0 holder in authenticator? Specification needed for proper encoding and computation. 


The identifier is probably the NAS address of the authenticator; however this is not mentioned here!

· Here KDF-384 is used, as opposed to KDF-256 as for the other keys. This is done to generate 128 bits as salt for the key identifier. Does this asymmetry introduce any security problems?


 PMK-R1 Discussion

· Asymmetry in name derivation compared to PMK-R0

PTK and Pairwise transient Keys (KCK, KEK, TK) Discussion

· Output length PTKLen depends on negotiated CS. From Table 60 in Section 8.5.2 in core document:  CCMP (128 bits), TKIP (256), WEP-40 (40), WEP-104 (104)


Hence PTK is 128, 256, 40, or 104 bits long. This is not long enough to derive the pairwise transient keys (KCK, KEK,TK) with

KCK = L(PTK, 0, 128), KEK = L(PTK, 128, 128), TK = L(PTK, 256, 128)


The described derivation of KCK, KEK, TK (Section 8.5.1.5.5) requires


PTK>= 3* 128 bits. However PTK<= 256 bits and thus never sufficiently long!


This is clearly a mistake in the description!


· It is obvious that keys from pre-RSN ciphersuites, i.e. WEP-40 and WEP-104, are too short to provide sufficient security protection.

3. Authentication and Association


The fast transition association and authentication messages are all based on messages and protocols in the core document. As long as the information that is used for re-association and fast re-authentication (keys, key identifiers, and addresses of key holders) is distributed and derived in a secure manner, the protocols should not be susceptible to new vulnerabilities. 

Key and identifier derivation was discussed previously. Secure key distribution is out of scope of the amendment, however a list of necessary assumption for such secure key distributions are given in 11A.2 (page 51).

Implicit System Security Assumptions

These assumptions are necessary for secure FT but out of scope of IEEE 802.11r.

· (RE-) association and authentication messages and protocols of 802.11 core document and amendment 802.11i are secure. Necessary for secure (re-) association and authentication used for FT.  In fact, all existing messages and protocols modified for enabling FT in a mobility domain must be secure.


This assumption is not stated in document.


· MSK and PSK must provide sufficient entropy (256 bits)

This assumption is not stated in document.


· Keys are securely distributed from R0 key holders to R1 key holders, i.e. over a confidential and authentic channel.


The assumptions for such a secure distribution are summarized in 11A.2 (page 51).

SUMMARY

· Some new DoS attacks might be possible


· Specification of R0KH-ID should be included (NAS address?)


· Description of PTK derivation, esp. PTKLen must be fixed


· Clear description of encoding of all input for KDF


· Any reference for secure KDF?


· Some implicit system assumption should be explicitly mentioned


· May be comments on different security levels for


· key lifetimes


· PSK vs. MSK


· used ciphersuites 


· …
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