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Editor to create a new Clause 7.3.2.46 in TGw draft and insert the following text in a new Clause 7.3.2.46
7.3.2.46. Fast BSS transition information element

(Editor Note: The following updates track TGr draft D7.0. This clause will be updated when TGr updates its draft)
Insert a new row before Reserved row in table 7-43d and re-number Reserved value column.  Contents of the new row will be Value=4, Content=IGTK, Length=24 
Insert the following figure at the end of 7.3.2.46
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Octets:                  1                                            1                                             24


Figure 7-95v1 – IGTK sub-element format

Editor to create a new Clause 11A in TGw draft and insert the following text in a new Clause 11A
11A. Fast BSS Transition

(Editor Note: The following updates track TGr draft D7.0. This clause will be updated when TGr updates its draft)
11A.2.2 
Change: The R1KH shall provide the IEEE 802.11 Authenticator function to derive and distribute the GTK and IGTK to all connected STAs.
11A.4.2
Change: RSNIE[PMKR1Name], MDIE, GTK[N], IGTK[N], FTIE,.
11A.6.2
Change: the subsequent EAPOL-Key frames (e.g., GTK and IGTK updates) shall use the Key Replay Counter to ensure they
11A.6.3
Change: EAPOL-Key frames (e.g., GTK and IGTK updates) shall use the Key Replay Counter to ensure they are not replayed,.
11A.7.1
Change:,. SNonce, R1KH-ID, R0KH-ID, GTK[N], IGTK[N]], RIC-Response
11A.8.5
Change:,. When this message of the authentication sequence appears in a Reassociation Response frame, the optional parameters in the FTIE may include the GTK and IGTK sub-elements. If a GTK or an IGTK are included, the Key field of the sub-element shall be encrypted using KEK and the NIST AES Key Wrap algorithm. The Key field shall be padded before encrypting if the key length is less than 16 octets or if it is not a multiple of 8. The padding consists of appending a single octet 0xdd followed by zero or more 0x00 octets. When processing a received message, the receiver shall ignore this trailing padding. Addition of padding does not change the value of the Key Length field. Note: The length of the encrypted Key field can be determined from the length of the GTK or IGTK sub-element.
11A.9.3 Fig 11A-13
Insert IGTK[N] as another EAPOL parameter (after GTK) in FT-PTK-CALC-NEGOTIATING3 state.
11A.9.3  Fig 11A-14
Insert IGTK as another MLME-REASSOCIATE.response parameter (after GTK) in FT-HANDSHAKE-DONE state.
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Abstract


TGw is required to track TGr drafts.  This document contains TGr Draft D7.0 Clause 11A changes that need to be updated to add IGTK processing.
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