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Introduction
This submission proposes resolutions to CIDs 444, 18, and 238 from LB102.

Proposed change of 8.4.4.2

Change the second paragraph of 8.4.4.2 of P802.11w D2.1 to the following:

In an IBSS two 4-Way Handshakes exchange RSN information elements to establish the security of the link between two STAs. The Robust Management frame protection capabilities are determined by the RSN information elements exchanged in the 4-Way Handshake initiated by the Authenticator of the STA with the larger MAC address. Table 59b details all of the possibilities, including the case when the STA with the larger MAC address does not support Robust Management frame protection.

To resolve CID 444, change “Table XX Robust Management Frame Selection in an IBSS”  of 8.4.4.2 of P802.11w D2.1, change the column heading:

Local STA’s State
to

STA’s State

and change the column heading

Peer STA’s State

to

Peer STA’s message contents

Also change the text in “Table XX Robust Management Frame Selection in an IBSS”to use the same terminology.
Add the following row to the end of  “Table XX Robust Management Frame Selection in an IBSS”  of 8.4.4.2 of P802.11w D2.1 also to resolve CID 18:
	dot11RSNAProtectedManagementFramesEnabled = false or not implemented
	Any
	The STA shall transmit Robust Management frames without protection, shall discard any unicast protected Robust Management frames it receives, and shall ignore the MMIE in any broadcast/multicast protected Robust Management frame it receives.


To resolve CID 238, change the first sentence of 8.5.4 of P802.11w D1.01 as follows (changes highlighted in red):
The Authenticator uses the Group Key Handshake to send a new GTK, and, if Robust Management frame protection is enabled, a new IGTK, to the Supplicant.
Also change the third bullet of 8.5.4 of P802.11w D1.01 as follows:
IGTK[NIGTK], when present, denotes the IGTK encapsulated with its key identifier as defined in 8.5.2 using the KEK defined in 8.5.1.2 and associated IV.
Also change the second bullet of 8.5.4.1 of P802.11w D1.01 as follows:
When present, IGTK, IGTK’s key identifier, and sequence number (see 8.5.2)
Also change the bullet c) of 8.5.4.1 of P802.11w D1.01 as follows:
Uses the MLME-SETKEYS.request primitive to configure the temporal GTK, and, when present, IGTK into its IEEE 802.11 MAC.
Also change the second paragraph of 8.5.4.3 of P802.11w D1.01 as follows:
The state machines in 8.5.5 and 8.5.6 change the GTK, and, when present, IGTK in use by the network. See Figure 152.
Also change the text of bullet a) of 8.5.4.3 of P802.11w D1.01 as follows:
The Authenticator generates a new GTK, and, when Robust Management frame protection has been negotiated, a new IGTK. It encapsulates the GTK, and as necessary IGTK and sends an EAPOL-Key frame containing the GTK, and IGTK (Message 1), along with the last sequence number used with the GTK (RSC) and the last sequence number used with the IGTK (PN).
Also change the text of bullet b) of 8.5.4.3 of P802.11w D1.01 as follows:
On receiving the EAPOL-Key frame, the Supplicant validates the MIC, decapsulates the GTK, and, when present, the IGTK and uses the MLME-SETKEYS.request primitive to configure the GTK, IGTK,, RSC, and PN in its STA.
Also change the text of bullet d) of 8.5.4.3 of P802.11w D1.01 as follows:
On receiving the EAPOL-Key frame, the Authenticator validates the MIC. If the GTK, and, if present, IGTK is are not already configured into IEEE 802.11 MAC, after the Authenticator has delivered the GTK, and IGTK to all associated STAs, it uses the MLME-SETKEYS.request primitive to configure the GTK, and IGTK into the IEEE 802.11 STA.
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