July 2007

doc.: IEEE 802.11-07/2239r0

IEEE P802.11
Wireless LANs

	MMIE Frame Formats

	Date:  2007-07-18

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Matthew Gast
	Trapeze Networks
	5753 W. Las Positas Blvd

Pleasanton, CA 94588 USA
	+1 925 474 2273
	msg@trapezenetworks.com

	
	
	
	
	



Description of Changes

CID 35: "Since the MMIE is currently described as an information element, it will naturally be considered to be included in the Ies described in the last sentence of 7.3.2:  'The frame body components specified for many management subtypes result in elements ordered by ascending element ID.'"
Resolution in this document: Explicitly modify the frame body format of protected management frames (Disassociation, Deauthentication, and Action) so that the MMIE comes at the end, and change the rule in 7.3.2 to require the MMIE to appear at the end of the frame.
Text changes

7.2.3.3 Disassociation frame format

Change Table 9 as follows:

	Order
	Information

	1
	Reason Code

	2 – (Last-1)
	One or more vendor-specific information elements may appear in this frame

	Last
	Management MIC


Insert the following NOTE immediately following table 9:

NOTE: The Management MIC IE appears after any fields that it protects.  Therefore, it should always appear last in the frame to protect contents of the entire frame.

7.2.3.3 Deauthentication frame format
Change Table 18 as follows:

	Order
	Information

	1
	Reason Code

	2 – (Last-1)
	One or more vendor-specific information elements may appear in this frame

	Last
	Management MIC


Insert the following NOTE immediately following table 18:

NOTE: The Management MIC IE appears after any fields that it protects.  Therefore, it should always appear last in the frame to protect contents of the entire frame.

7.2.3.12 Action frame format
Change Table 19 as follows:

	Order
	Information

	1
	Action

	2 – (Last-1)
	One or more vendor-specific information elements may appear in this frame

	Last
	Management MIC


Insert the following NOTE immediately following table 19:

NOTE: The Management MIC IE appears after any fields that it protects.  Therefore, it should always appear last in the frame to protect contents of the entire frame.
7.3.2 Information Elements

Change the last paragraph in the section as follows:

A STA that encounters an unknown or reserved element ID value in a management frame received without error shall ignore that element and shall parse any remaining management frame body for additional information elements with recognizable element ID values. The frame body components specified for many management subtypes result in elements ordered by ascending element ID, with the exception of the MIC Management IE (7.3.2.53).  The MIC Management IE must appear at the end of any Robust Management frame to protect the entire contents of the frame.
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Abstract


This submission addresses the use of the MMIE and its place within protected management frames to resolve LB#102 comment ID 35.
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