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Summary of Changes

CID 245: "It would be helpful to be more specific about the source of the replay counter."
Resolution in this document: change the phrase "value provided by the Authenticator" on page 19 line 20 to refer to the replay counter value supplied by Authenticator in the the IGTK KDE.
CID 660: "Comment Sequence number is PN in the refernced clause.  Clarify what the seq num is."
Resolution in this document: The packet number used for frames protected with the IGTK is the IGTK packet number or IPN.
CID 452: "'PN' is referenced here. Isn't this the sequence number for replay, which is different from the PN."
Resolution in this document: The IGTK PN is different from the CCMP PN.  To avoid confusion, references to the the IGTK PN are changed the IGTK PN (IPN)

CID 736: "PN" should be "IGTK PN"

Resolution in this document: The new "IPN" nomenclature is adopted in response to CID 452 is used.
Text Changes
Changes to the text are shown in alternate color markup from TGw draft 2.1.
8.3.4.4 BIP replay protection

Change the paragraph beginning on line 17 to read as follows:

The transmitter shall insert a monotonically increasing value into the MMIE Replay field. The receiver shall maintain a 48-bit replay counter for each IGTK. The replay counter, provided in either the 4-way or Group Key handshakes, shall be set to the value of the IPN in the IGTK KDE provided by the Authenticator. The receiver shall interpret the MMIE Replay field as a 48 bit integer. It shall then compare this integer value against the replay counter for the IGTK identified by the MMIE Key ID field. If the integer value from the received MMIE Replay Field is less than or equal to the replay counter value for the IGTK, the receiver shall silently discard the frame and increment the dot11RSNAStatsBIPReplays counter by 1.

8.5.2 EAPOL-Key Frames

Change the paragraph beginning on page 27, line 24 to read:

The format of the IGTK KDE is shown in Table 64B. The IGTK Packet Number (IPN) corresponds to the last PN used by the broadcast/multicast transmitter, to be used by the receiver as the initial value for the BIP replay counter.

Change Table 64B on page 27, to read:
	KeyID
	IPN
	IGTK

	2 octets
	6 octets
	16 octets


8.5.2.1 EAPOL-Key frame notation
Change the IGTK notation beginning on line 50 to read:

IPN
IPN is the current IGTK replay counter value provided by the IGTK KDE
8.5.4.1 Group Key Handshake Message 1

Change page 29, line 35 to read:
- IGTK, IGTK’s key identifier, and IPN (see 8.5.2)

8.5.4.1 Group Key Handshake implementation considerations
Change the lettered list on page 29 to read as follows:

The following steps occur:
a) The Authenticator generates a new GTK, and IGTK. It encapsulates the GTK, and IGTK and sends an EAPOL-Key frame containing the GTK, and IGTK (Message 1), along with the last sequence number used with the GTK (RSC) and the last sequence number used with the IGTK (IPN).
b) On receiving the EAPOL-Key frame, the Supplicant validates the MIC, decapsulates the GTK, and IGTK and uses the MLME-SETKEYS.request primitive to configure the GTK, IGTK, RSC, and IPN in its STA.
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Abstract


This submission resolves TGw LB 107 CIDs 245, 660, 452, and 736, related to the use of sequence numbers and PNs.
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