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3 Definitions

Insert the following definitions
3.zzz Traffic filter: a set of patterns, specified by the use of TCLAS information elements, that are utilized by the Traffic Filtering Service to identify specific frames.
3.yyy Traffic filtering service (TFS):  A service provided by an AP to a non-AP STA that can reduce the number of frames sent to the non-AP STA by discarding, without transmitting, unicast frames addressed to the non-AP STA that do not match traffic filters specified by the non-AP STA. If negotiated with the AP, the frames that do match at least one of the set of specified traffic filters are indicated to the non-AP STA via a notification frame.
3.xxx Sleep Mode: An extended power save mode for non-AP STAs whereby a non-AP STA need not listen for every DTIM Beacon frame, and can negotiate not to perform GTK/IGTK updates while in this mode.  TFS can be used by a non-AP STA while in sleep mode.
7.2.3.6 Reassociation Request frame format

Insert the following rows in Table 12
	Order
	Information
	Notes

	23
	 TFS Request 
	The TFS Request element is present if dot11WirelessManagementImplemented is true and the TFS bit in the Wireless Network Management Capability element is set to 1.

	24
	 Sleep Mode
	The Sleep Mode element is present if dot11WirelessManagementImplemented is true and the Sleep Mode bit in Wireless Network Management Capability element is set to 1.


7.2.3.7 Reassociation Response frame format

Insert the following rows in Table 13

	Order
	Information
	Notes

	23
	TFS Response 
	The TFS Response element is present if dot11WirelessManagementImplemented is true and the TFS bit in Wireless Network Management Capability element is set to 1 and the TFS Request element was present in the corresponding Reassociation Request frame.

	24
	Sleep Mode 
	The Sleep Mode element is present if dot11WirelessManagementImplemented is true and the Sleep Mode bit in Wireless Network Management Capability element is set to 1 and the Sleep Mode element was present in the corresponding Reassociation Request frame.


7.3.2 Information Elements
Insert the following rows into Table 26

	Information element
	Element ID
	Length (in octets)

	TFS Request (see 7.3.2.77)
	x+16
	5-256

	TFS Response (see 7.3.2.78)
	x+17
	2-256

	Sleep Mode (see 7.3.2.79)
	x+18
	5

	Reserved
	x+1619, 220
	


Modify 7.3.2.25.3 as shown.

7.3.2.25.3 RSN capabilities

The RSN Capabilities field indicates requested or advertised capabilities. The value of each of the RSN

Capabilities fields is 0 if the RSN Capabilities field is not available in the RSN information element.

The length of the RSN Capabilities field is 2 octets. The format of the RSN Capabilities field is as illustrated in Figure 91 and described after the figure.

	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2 – B3
	B4 – B5
	B6 – B8
	B9
	<ANA1>
	B12-B15

	
	Pre-Auth
	No Pairwise
	PTKSA Replay Counter
	GTKSA Replay Counter
	Reserved
	PeerKey

Enabled
	GTK/IGTK Update Policy
	Reserved 


Editoral Note – The positions shown as <ANA1> and <ANA2> will be replaced with the appropriate values once assigned by the 802.11 ANA. 
— Bit <ANA1>: GTK/IGTK Update Policy. An AP sets the GTK/IGTK Update Policy subfield of the RSN Capabilities field to 1 to signal that GTK/IGTK Updates are deferred for Sleep Mode STAs, and sets the subfield to 0 when GTK/IGTK Updates will not be deferred.
7.3.2.31 TCLAS element

Insert the following row into Table 42

	Classifier type
	Classifier parameters

	0
	Ethernet parameters

	1
	TCP/UDP IP parameters

	2
	IEEE 802.1D/Q parameters

	3
	Filter Offset parameters

	34 – 255
	Reserved


Insert the following text add the end of section 7.3.2.31

For Classifier Type 3, the classifier parameters are defined by an offset and a filter value. The Frame Classifier field for Classifier Type 3 is defined in Figure vnx. It has a variable length.

	
	
	
	
	

	
	Classifier Type (3)
	Classifier Mask
	Filter Offset
	Filter Value

	Octets:
	1
	1
	1
	variable


Figure vnx—Frame Classifier field of Classifier Type 3 for MAC Offset parameters
The value of the Filter Offset field is the number of octets following the MAC header at which the Filter Value is compared, after any necessary decryption or disaggregation.  A value of zero for the Filter  Offset indicates that the Filter Value is to be compared to the octet immediately following the MAC header.

The Filter Value is an octet string that is compared to the frame content, beginning at the octet indicated by the Filter Offset.
7.3.2.62 Wireless Network Management capability information element

Insert the following rows into Table v1
	Bit
	Information
	Notes

	9
	TFS
	The TFS bit set to 1 indicates the STA supports TFS as described in section 11.20.11. The TFS bit set to 0 indicates the STA does not support TFS.

	10
	Sleep Mode
	The Sleep Mode bit set to 1 indicates the STA supports sleep mode as described in section 11.20.12. The Sleep Mode bit set to 0 indicates the STA does not support sleep mode.

	11-n*8
	Reserved
	All other bits are reserved, and are set to 0 on transmission and ignored on reception.


Insert the following after 7.3.2.76
7.3.2.77 TFS Request element

The TFS Request element defines information about the traffic filters that will be enabled at the AP for the requesting non-AP STA. 
	
	
	
	
	
	
	One or more TFS subelements

	
	Element ID
	Length
	TFS ID
	TFS Action Code
	TFS Subelement Count
	TFS Subelements 

	Octets:
	1
	1
	1
	1
	1
	variable


Figure vn. TFS Request element format.

The Element ID field is equal to the TFS Request value in Table 26.

The Length field is set to 3+n, where n indicates the total length of all TFS Subelements contained in the element.

The TFS ID field indicates a unique ID for the set of traffic filters specified in the TFS subelements.

The TFS Action Code field is bit significant.  It defines the actions taken at the AP when a frame matches a traffic filter.  The functions of the bits in this field are shown in Table vnt.
	Bit
	Information
	Notes

	0
	Delete
	Setting this bit to 1 indicates the traffic filter is to be deleted when a frame matches the traffic filter.  A value of 0 for this bit indicates no deletion of the traffic filter.

	2
	Notify
	Setting this bit to 1 indicates the STA is to be sent a TFS Notify frame when a frame matches the traffic filter.  Setting this bit toto 0 indicates the AP does not send a TFS Notify frame to the requesting STA.

	3-7
	Reserved
	All other bits are reserved, and are set to 0 on transmission and ignored on reception.


Figure vnt – TFS Action Code field values
The TFS Subelement Count field indicates the number of the TFS Subelements present.
The TFS Subelements field contains one or more TFS subelements. The TFS subelement contains one or more TCLAS information elements and zero or one TCLAS Processing information element, as shown in Figure vn1.
	
	
	
	One or more TCLAS Elements
	

	
	Subelement ID
	Length
	TCLAS Elements
	TCLAS Processing Element

	Octets:
	1
	1
	variable
	3






Figure vn1. TFS Subelement format 
The Subelement ID field uniquely identifies this subelement to be the TFS subelement.  The value of this field is 1.

The Length field indicates the number of octets that follow the field.  The value of this field is the sum of the lengths of the TCLAS element(s) plus the optional TCLAS Processing element, if present.

The TCLAS Elements field contains one or more TCLAS information elements to specify the traffic filter as defined in 7.3.2.31.
The TCLAS Processing Element field is optionally present and defines how multiple TCLAS information elements are processed as defined in 7.3.2.33.

7.3.2.78 TFS Response element

The TFS Response provides information about the status of the requested traffic filter.
	
	
	
	One or more TFS Status Subelements

	
	Element ID
	Length
	TFS Status Subelements

	Octets:
	1
	1
	n×2


Figure vn2. TFS Response element format.

The Element ID field is equal to the TFS Response value in Table 26.

The Length field is set to n×2, where n indicates the total length of all TFS Subelements contained in the element.

The TFS Status Subelement field contains the following information.

	
	
	

	
	TSF Response Status
	TFS ID

	Octets:
	1
	1


Figure vn3.  TFS Status subelement format
The TSF Response Status field indicates the status returned by the AP responding to the STA’s requested traffic filter, as indicated by Table v-n.
The TFS ID field provides the unique ID for the TFS traffic filter set.

Table v-n. TFS Status Definition
	Value
	Description

	0
	Accept

	1
	Denied due toa malformed request or an ambiguous classifier

	2
	Denied due to the lack of resources on AP

	3
	Denied due to requested filter(s) matching 2 or more existing enabled traffic filters

	4
	Denied.  By policy, requested traffic filter is not permitted to participate in TFS

	5
	Overridden due to the policy limits on AP

	6
	Denied. The AP is unable to perform the requested action

	7
	Overridden due to an alternate or a duplicate traffic filter set on AP

	8-255
	Reserved


7.3.2.79 Sleep Mode element

The Sleep Mode element is used to enter and exit the sleep mode. The format of the Sleep Mode element is shown in Figure v-10.
	
	
	
	
	
	
	

	
	Element ID
	Length
	Action Type
	Sleep Mode Response Status
	Update Policy
	Sleep Interval

	Octets:
	1
	1
	1
	1
	1
	1


Figure v-10 Sleep Mode element format
The Element ID field is equal to the Sleep Mode value in Table 26.

The value of the Length field is 1 or 3, depending on the value of Action Type. 

The Action Type field is set to a number that identifies the type of sleep mode request and response. The Action Types are shown in Table v-10.

Table v-10 Action Type Definitions

	Name
	Event Type
	Length

	Enter Sleep Mode 
	0
	3

	Exit Sleep Mode 
	1
	1

	Reserved
	2 – 255
	


The Sleep Mode Response Status field indicates the status returned by the AP responding to the STA’s sleep mode request as defined in Table v-n+1. This field is valid only if the Sleep Mode element is present in the Sleep Mode Response frame and Reassociation Response frame. 
Table v-n+1. Sleep Mode Response Status Definition
	Value
	Description

	0
	Enter/Exit Sleep Mode Accept

	1
	Denied. The AP is unable to perform the requested action

	2
	Denied temporarily. The AP is unable to perform the requested action at the current time.  The request can be submitted again at a later time.

	3
	Exit Sleep Mode Accept, GTK/IGTK update required

	4-255
	Reserved


The Update Policy and Sleep Interval fields are present only if the Action Type field is set to “Enter Sleep Mode”. 

The Update Policy field indicates the policy for security association updates. The set of valid Update Policy is defined in Table v-11.

Table v-11 Update Policy Definitions

	Bit
	Information
	Notes

	0
	Reserved
	

	1
	GTK/IGTK Update Policy
	The GTK/IGTK Update Policy bit set to 1 indicates that the AP will suppress GTK/IGTK updates to STAs that are in Sleep Mode. The GTK/IGTK Update Policy bit set to 0 indiates that the AP will not suppress GTK/IGTK updates to STAs that are in Sleep Mode.

	2-7
	Reserved
	


The Sleep Interval field indicates to the AP how often a STA in Sleep Mode wakes to receive Beacon frames, defined as the number of DTIM intervals.  The value set to 0 indicates that the requesting Non-AP STA does not wake up at any specific interval. 

7.4.11 Wireless Network Management action details

Insert the following rows in table v48
Table v48—Wireless Network Management Action field values
	Action field value 
	Description

	15
	TFS Request

	16
	TFS Response

	17
	TFS Notify

	18
	Sleep Mode Request

	19
	Sleep Mode Response

	1520-255
	Reserved


Insert the following after 7.4.8.15
7.4.11.16 TFS Request frame format

The TFS Request frame is sent by a non-AP STA to the AP to request the specified traffic filter, defined by the TFS element.  
	
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	TFS Request Element
	Vendor Specific Elements

	Octets:
	1
	1
	1
	variable
	variable


Figure vn. TFS Request frame format.

The Category field is set to the value indicating the Wireless Network Management category, as specified in 7.3.1.11.
The Action field is set to the value indicating TFS Request frame, as specified in 7.4.11.
The Dialog Token field is set to a value chosen by the STA sending the TFS Request frame to identify the request/response transaction.

The TFS Request Element field specifies the traffic filters that are requested by the non-AP STA, as specified in 7.3.2.65. 
The Vendor Specific Elements field contains zero or more Vendor Specific elements, as defined in 7.3.2.26.
7.4.11.17 TFS Response frame format

The TFS Response frame is sent by an AP in response to a TFS Request frame.
	
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	TFS Response Element
	Vendor Specific Elements

	Octets:
	1
	1
	1
	variable
	variable


Figure vn. TFS Response frame format.

The Category field is set to the value indicating the Wireless Network Management category, as specified in 7.3.1.11.

The Action field is set to the value indicating TFS Response frame, as specified in 7.4.11.
The Dialog Token field is set to the value in the corresponding TFS Request frame.
The TFS Response Element indicates the traffic filters that the AP  is configured to support, as specified in 7.3.2.66.
The Vendor Specific Elements field contains zero or more Vendor Specific element, as defined in 7.3.2.26.  

7.4.11.18 TFS Notify frame format

The TFS Notify frame is sent by an AP to a STA when a frame matching a traffic filter is encountered.

	
	
	
	

	
	Category
	Action
	TFS ID

	Octets:
	1
	1
	1


Figure vn. TFS Notify frame format.

The Category field is set to the value indicating the Wireless Network Management category, as specified in 7.3.1.11.

The Action field is set to the value indicating TFS Notify frame, as specified in 7.4.11.
The TFS ID field indicates the traffic filter set containing the TCLAS information element that was matched.

7.4.11.19 Sleep Mode Request frame format

The Sleep Mode Request frame is sent by a non-AP STA to the AP to enter the Sleep Mode.

	
	
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Sleep Mode Element
	TFS Request Elements 
	Vendor Specific Elements

	Octets:
	1
	1
	1
	variable
	variable
	variable


Figure vn. Sleep Mode Request frame format.

The Category field is set to the value indicating the Wireless Network Management category, as specified in 7.3.1.11.

The Action field is set to the value indicating Sleep Mode Request frame, as specified in 7.4.11.
The Dialog Token field is set to a value chosen by the STA sending the Sleep Mode Request frame to identify the request/response transaction.

The Sleep Mode Element field contains a Sleep Mode element that is requested by a non-AP STA, as described in 7.3.2.67. 
The TFS Request Element field contains zero or one TFS Request elements to specify the traffic filters that are requested by a non-AP STA, as defined in 7.3.2.65.  

The Vendor Specific Elements field contains zero or more Vendor Specific elements, as defined in 7.3.2.26.  

7.4.11.20 Sleep Mode Response frame format

The Sleep Mode Response frame is sent by an AP in response to a Sleep Mode Request frame.

	
	
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Sleep Mode Element
	TFS Request Element 
	Vendor Sepecific Element 

	Octets:
	1
	1
	1
	variable
	variable
	variable


Figure vn. TFS Response frame format.

The Category field is set to the value indicating the Wireless Network Management category, as specified in 7.3.1.11.

The Action field is set to the value indicating Sleep Mode Response frame, as specified in 7.4.11.
The Dialog Token field is set to the value in the corresponding Sleep Mode Request frame.
The Sleep Mode Element field contains a Sleep Mode element, as described in 7.3.2.67. 

The TFS Request Element field contains zero or one TFS Request elements to specify the traffic filters, as defined in 7.3.2.65.  

The Vendor Specific Elements field contains zero or more Vendor Specific element, as defined in 7.3.2.26.
10.3.7 Reassociate

10.3.7.11 MLME-REASSOCIATE.request

10.3.7.11.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-REASSOCIATE.request
(
NewAPAddress,
ReassociateFailureTimeout,
CapabilityInformation,
ListenInterval,
Supported Channels,
RSN,
QoSCapability,
Content of FT Authentication Information Elements,
SupportedRegulatoryClasses,
WirelessManagementCapabilities,
PresenceParameters,
FBMSRequest,
TrafficGeneration,
TFSRequest,
SleepMode)
Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	TFSRequest
	As defined in the TFS Request element
	As defined in the TFS Request element
	Specifies the proposed service parameters for the TFS. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the TFS bit in the Wireless Network Management Capability is set to 1.

	SleepMode
	As defined in the Sleep Mode element
	As defined in the Sleep Mode element
	Specifies the proposed service parameters for Sleep Mode. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the Sleep Mode bit in the Wireless Network Management Capability is set to 1.


10.3.7.12 MLME-REASSOCIATE.confirm

10.3.7.12.2Semantics of the service primitive
Change the primitive parameters as shown:

MLME-REASSOCIATE.confirm
(
Resultcode,
CapabilityInformation,
AssoicationID,
SupportedRates,
EDCAParameterSet,
Content of FT Authentication Information Elements,
SupportedRegulatoryClasses,
WirelessManagementCapabilities,
FBMSResponse, 
TFSResponse,
SleepMode
)
Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	TFSResponse
	As defined in the TFS Response element
	As defined in the TFS Response element
	Specifies service parameters for the TFS. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the TFS bit in the Wireless Network Management Capability is set to 1 and the TFS Request element is present in corresponding Reassociation Request frame.

	SleepMode
	As defined in the Sleep Mode element
	As defined in the Sleep Mode element
	Specifies service parameters for Sleep Mode. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the Sleep Mode bit in the Wireless Network Management Capability is set to 1 and the Sleep Mode element is present in the corresponding Reassociation Request frame.


10.3.7.13 MLME-REASSOCIATE.indication

10.3.7.13.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-REASSOCIATE.indication
(
PeerSTAAddress,
CurrentAPAddress,
CapabilityInformation,
ListenInterval,
SSID,
SupportedRates,
RSN,
QoSCapability,
Content of FT Authentication Information Elements,
SupportedRegulatoryClasses,
WirelessManagementCapabilities,
PresenceParameters, 
FBMSRequest,
TrafficGeneration,
TFSRequest, 
SleepMode)
Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	TFSRequest
	As defined in the TFS Request element
	As defined in the TFS Request element
	Specifies the proposed service parameters for the TFS. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the TFS bit in the Wireless Network Management Capability is set to 1.

	SleepMode
	As defined in the Sleep Mode element
	As defined in the Sleep Mode element
	Specifies the proposed service parameters for the Sleep Mode. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the Sleep Mode bit in the Wireless Network Management Capability is set to 1.


10.3.7.14 MLME-REASSOCIATE.response
10.3.7.14.2 Semantics of the service primitive
Change the primitive parameter list as shown:

MLME-REASSOCIATE.response
(
PeerSTAAddress,
ResultCode,
CapabilityInformation,
AssociationID,
Content of FT Authentication Information Elements, SupportedRegulatoryClasses,
WirelessManagementCapabilities,
FBMSResponse, 
TFSResponse,
SleepMode)

Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	TFSResponse
	As defined in the TFS Response element
	As defined in the TFS Response element
	Specifies service parameters for the TFS. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the TFS bit in the Wireless Network Management Capability is set to 1 and the TFS Request element is present in the corresponding Reassociation Request frame.

	SleepMode
	As defined in the Sleep Mode element
	As defined in the Sleep Mode element
	Specifies service parameters for Sleep Mode. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the Sleep Mode bit in the Wireless Network Management Capability is set to 1 and the Sleep Mode element is present in the corresponding Reassociation Request frame.


Insert the following clauses after 10.3.59
10.3.60 TFS Setup
The following MLME primitives support the signaling of TFS Setup.  The signaling is shown in Figure vt1.
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Figure vt1 – TFS request and response exchange
10.3.60.1 MLME-TFS.request

10.3.60.1.1 Function

This primitive requests that a TFS Request frame be sent to the AP with which the STA is associated. 

10.3.60.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-TFS.request
(
PeerSTAAddress,

TFSRequest,

VendorSpecific
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity for TFS .

	TFSRequest
	As defined in the TFS Request element
	As defined in the TFS Request element
	Specifies the proposed service parameters for the TFS. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the TFS bit in the Wireless Network Management Capability is set to 1.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the TFS Request frame. 


10.3.60.1.3 When Generated

This primitive is generated by the SME to request that a TFS Request frame be sent to the AP with which the STA is associated.

10.3.60.1.4 Effect of Receipt

On receipt of this primitive, the MLME constructs a TFS Request action management frame. The STA then attempts to transmit this to the AP with which it is associated.

10.3.60.2 MLME-TFS.confirm

10.3.60.2.1 Function

This primitive reports the result of a TFS procedure. 

10.3.60.2.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME- TFS.confirm
(
TFSResponse,
VendorSpecific
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	TFSResponse
	As defined in the TFS Response element
	As defined in the TFS Response element
	Specifies service parameters for the TFS. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the TFS bit in the Wireless Network Management Capability is set to 1 and the TFS Request element is present in  the corresponding Reassociation Request frame.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the TFS Response frame. 


10.3.60.2.3 When Generated

This primitive is generated by the MLME as a result of the receipt of a TFS Response action management frame.  It  indicates the results of the request.

This primitive is also generated when the MLME-TFS.request contains invalid parameters and when a timeout or failure occurs.

10.3.60.2.4 Effect of Receipt

On receipt of this primitive, the SME evaluates the Element Status and may use the reported data.

10.3.60.3 MLME-TFS.indication

10.3.60.3.1 Function

This primitive indicates that a TFS Request frame was received from a non-AP STA. 

10.3.60.3.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-TFS.indication
(
PeerSTAAddress,
TFSRequest,
VendorSpecific
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC Address

	The address of the non-AP STA MAC entity from which a TFS Request frame was received.

	TFSRequest
	As defined in the TFS Request element
	As defined in the TFS Request element
	Specifies the proposed service parameters for the TFS. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and the TFS bit in the Wireless Network Management Capability is set to 1.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the TFS Request frame. 


10.3.60.3.3 When Generated

This primitive is generated by the MLME when a valid TFS Request action management frame is received.

10.3.60.3.4 Effect of Receipt

On receipt of this primitive the SME should operate according to the procedure in 9.2.7.1.1.

10.3.60.4 MLME-TFS.response

10.3.39.4.1 Function

This primitive is generated in response to an MLME-TFS.indication requesting a TFS Response frame be sent to a non-AP STA. 

10.3.60.4.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-TFS.response
(
PeerSTAAddress,
TFSResponse,
VendorSpecific
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC Address

	The address of the non-AP STA MAC entity from which a TFS Request frame was received.

	TFSResponse
	As defined in the TFS Response element
	As defined in the TFS Response element
	Specifies service parameters for the TFS. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true and TFS bit in the Wireless Network Management Capability is set to 1 and the TFS Request element is present in corresponding Reassociation Request frame.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the TFS Response frame. 


10.3.60.4.3 When Generated

This primitive is generated by the SME in response to an MLME-TFS.indication requesting a TFS Response be sent to a non-AP STA. 

10.3.60.4.4 Effect of Receipt

On receipt of this primitive, the MLME constructs a TFS Response action management frame. The STA then attempts to transmit this to the non-AP STA indicated by the PeerSTAAddress parameter.

10.3.61 Sleep Mode request
This set of primitives supports the exchange of sleep mode parameter information between peer SMEs. Figure vs1 depicts the sleep mode request and response process.  Figure vs1 illustrates the basic protocol and is only an example and therefore is not meant to be exhaustive of all possible protocol uses. 
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Figure vs1—Sleep Mode Request and Response Exchange

10.3.61.1 MLME-SLEEPMODE.request

10.3.61.1.1 Function

This primitive requests that a Sleep Mode Request frame be sent to the AP with which the STA is associated. 

10.3.61.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SLEEPMODE.request
(
PeerSTAAddress,


DialogToken,
SleepMode,

TFSRequest,
VendorSpecific)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	The address of the peer MAC entity to which the Sleep Mode Request frame is to be sent.

	DialogToken
	Integer
	0 – 255
	The Dialog Token to identify the Sleep Mode Request and Response transaction. 

	SleepMode
	As defined in the Sleep Mode element
	As defined in the Sleep Mode element
	Specifies the proposed sleep mode service parameters for the Sleep Mode Request frame. 

	TFSRequest
	As defined in the TFS Request element
	As defined in the TFS Request element
	Specifies the proposed TFS service parameters for the Sleep Mode Request frame.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the Sleep Mode Request frame. 


10.3.61.1.3 When Generated

This primitive is generated by the SME to request that a Sleep Mode Request frame be sent to the AP with which the STA is associated.

10.3.61.1.4 Effect of Receipt

On receipt of this primitive, the MLME constructs a Sleep Mode Request action frame. The STA then attempts to transmit this to the AP with which it is associated.

10.3.61.2 MLME-SLEEPMODE.indication

10.3.61.2.1 Function

This primitive indicates that a Sleep Mode Request frame was received from a non-AP STA. 

10.3.61.2.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SLEEPMODE.indication
(
PeerSTAAddress,
DialogToken,
SleepMode,
TFSRequest,
VendorSpecific
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC Address

	The address of the peer MAC entity from which the Sleep Mode request frame is received.

	DialogToken
	Integer
	0 – 255
	The Dialog Token to identify the Sleep Mode Request and Response transaction. 

	SleepMode
	As defined in the Sleep Mode element
	As defined in the Sleep Mode element
	Specifies the proposed sleep mode service parameters for the Sleep Mode Request frame. 

	TFSRequest
	As defined in the TFS Request element
	As defined in the TFS Request element
	Specifies the proposed TFS service parameters for the Sleep Mode Request frame.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the Sleep Mode Request frame. 


10.3.61.2.3 When Generated

This primitive is generated by the MLME when a valid Sleep Mode Request frame is received.

10.3.61.2.4 Effect of Receipt

On receipt of this primitive the SME should operate according to the procedure in 11.20.1 (TBD).

10.3.61.3 MLME-SLEEPMODE.response
10.3.61.3.1 Function

This primitive requests the transmission of Sleep Mode information to a peer entity, in response to a received Sleep Mode Request frame.

10.3.61.3.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SLEEPMODE.response
(
PeerSTAAddress,


DialogToken,
SleepMode,

TFSRequest,
VendorSpecific)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	The address of the peer MAC entity to which the Sleep Mode Response frame is to be sent.

	DialogToken
	Integer
	0 – 255
	The Dialog Token to identify the Sleep Mode Request and Response transaction. 

	SleepMode
	As defined in the Sleep Mode element
	As defined in the Sleep Mode element
	Specifies the proposed sleep mode service parameters for the Sleep Mode Response frame. 

	TFSRequest
	As defined in the TFS Request element
	As defined in the TFS Request element
	Specifies the proposed TFS service parameters for the Sleep Mode Response frame.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the Sleep Mode Response frame. 


10.3.61.3.3 When Generated

This primitive is generated by the SME to request that a Sleep Mode Response frame be sent to a peer entity to convey Sleep Mode information.

10.3.61.3.4 Effect of Receipt

On receipt of this primitive, the MLME constructs a Sleep Mode Response frame containing the Sleep Mode elements specified. This frame is then scheduled for transmission.

10.3.61.4 MLME-SLEEPMODE.confirm

10.3.61.4.1 Function

This primitive reports the result of a request to send a Sleep Mode Response action frame.

10.3.61.4.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SLEEPMODE.confirm
(
PeerSTAAddress,


DialogToken,
SleepMode,

TFSRequest,
VendorSpecific)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	The address of the peer MAC entity from which the Sleep Mode Response frame is received.

	DialogToken
	Integer
	0 – 255
	The Dialog Token to identify the Sleep Mode Request and Response transaction. 

	SleepMode
	As defined in the Sleep Mode element
	As defined in the Sleep Mode element
	Specifies the proposed sleep mode service parameters for the Sleep Mode Response frame. 

	TFSRequest
	As defined in the TFS Request element
	As defined in the TFS Request element
	Specifies the proposed TFS service parameters for the Sleep Mode Response frame.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the Sleep Mode Response frame. 


10.3.61.4.3 When Generated

This primitive is generated by the MLME when a Sleep Mode Response frame is received.

10.3.61.4.4 Effect of Receipt

On receipt of this primitive, the SME evaluates the result code.

Insert new subclauses after 11.20

11.20.11 TFS Procedures
Traffic filtering is a service that may be provided by an AP to its associated STAs, where the AP examines incoming frames destined for a STA and determines if any of those frames match a specific set of traffic filters that may be enabled at the AP per the request of the STA.  Unicast frames that do not match any of the traffic filters in the set are discarded.  Unicast frames that do match at least one of the set of the enabled traffic filters are delivered to the STA.  The STA may also negotiate to have a notification frame sent prior to the delivery of the frame matching the traffic filter.

When  a traffic filter for broadcast or multicast frames is enabled at the AP, the broadcast and multicast frames are still delivered using the normal delivery rules for broadcast and multicast, without regard to the frames matching the traffic filter, since other associated STAs my also want to receive these frames. Because a STA using TFS can be in power save mode for an extended period of time, broadcast and multicast frames that match the traffic filter can be delivered via the normal mechanisms, before the STA is aware that the traffic filter has been matched.  It is likely (but not guaranteed) that the STA does not receive those broadcast and multicast frames matching the traffic filter at the normal broadcast and multicast delivery time.  To prevent this from happening, the STA can request a notification frame be sent when requesting the establishment of the traffic filter.

A traffic filter is established using the TFS Request information element and the patterns to be matched specified in one or more enclosed TFS subelements.  For the traffic filter to match a frame, any TFS subelement can match the frame.  Using multiple TFS subelements in a TFS Request information element is the equivalent to a logical OR operation on the match conditions of each TFS subelement.  Using multiple TCLAS information elements in a TFS subelement is the equivalent to a logical AND operation on the match condition of each TCLAS information element.
11.20.11.1 TFS non-AP STA operation

A STA supporting use of TFS shall indicate such support by setting the TFS bit in the Wireless Network Management Capability information element.  To use the TFS, the non-AP STA shall issue a MLME-TFS.request to send a TFS Request frame or shall issue a MLME-REASSOCIATE.request to send a Reassociation Request frame.  To use the TFS, either MLME request shall include a valid TFSRequest parameter with all TFS information elements that the AP  uses as triggers to set the STA’s TIM bit and optionally to send a notification to the non-AP STA. The TFS elements define the traffic filters the AP should use to set the STA’s TIM bit and optionally notify the non-AP STA. 

The receipt of a MLME-TSF.confirm or MLME-REASSOCIATE.confirm with a valid TFSResponse parameter indicates to the STA that the AP has processed the corresponding TFS request.  The content of the TFSReponse parameter provides the status of each of the TFS information elements processed by the AP.
A non-AP STA may indicate that it is no longer using a particular TFS Element by transmitting a TFS Request frame without that TFS Element. The AP shall send a TFS Response frame with the Response Element Element Status field value set to Accept, upon receipt of the TFS Request. 

A non-AP STA may choose to terminate use of the TFS service by sending a TFS Request frame with no TFS elements in the request thereby cancelling all traffic filters at the AP. 

TFS Request frames may be sent by the non-AP STA at any time.
11.20.11.2 TFS AP operation

An AP supporting use of TFS shall indicate such support by setting the TFS bit in the Wireless Network Management Capability information element.  When an AP receives a MLME-TFS.indication or MLME-REASSOCIATE.indication with a valid TSFRequest parameter, it shall establish one or more traffic filters for the requesting STA and issue a MLME-TFS.response with a TFSResponse parameter indicating the status of the associated request. When an AP establishes any filters for a requesting STA, the AP shall always establish a traffic filter that matches unicast EAPOL-Key messages addressed to the requesting STA, with bits 0 and 1 of the TFS Action Code field set to 0.
When TFS is enabled for an associated STA, the AP shall discard all unicast frames destined for the non-AP STA until a frame is found that matches one or more traffic filters established by the STA.  When a frame is found that matches one or more of the traffic filters enabled at  the STA (a matching frame), the AP shall perform the following actions, in order.

1. If bit 1 of the TFS Action Code field is set for any of the traffic filters that matched the matching frame, a TFS Notify frame shall be sent to the STA.

2. For an incoming unicast frame, the AP shall send the matching frame to the destination STA. 
3. If bit 0 of the TFS Action Code field is set for a traffic filter that matched the matching frame, the AP shall delete the traffic filter.
Note: Due to the operation of normal multicast frame delivery, a multicast frame that matches a traffic filter can result in the STA receiving indication of the multicast frame either before or after the multicast frame is transmitted by the AP, if the TFS Notify frame is queued in the STA’s power save queue.  This can result in the STA receiving the multicast frame in some cases and not receiving it in other cases.
The AP shall terminate any TFS operation for a STA when no traffic filters remain for a STA or when the AP receives an MLME-TFS.indication or MLME-REASSOCIATE.indication with a null TFSRequest.
11.20.12 Sleep Mode Procedure

11.20.12.1 Sleep Mode Capability

An AP supporting Sleep Mode shall indicate its support by using Wireless Network Management Capability information element. A STA supporting use of Sleep Mode shall indicate it by using Wireless Network Management Capability information element.

11.20.12.2 Sleep Mode non-AP STA operation
A STA supporting use of Sleep Mode shall indicate such support by setting the Sleep Mode bit in the Wireless Network Management Capability information element.  To use the Sleep Mode service, the non-AP STA shall issue a MLME-SLEEPMODE.request to send a Sleep Mode Request frame or shall issue a MLME-REASSOCIATE.request to send a Reassociation Request frame.  MLME request shall include a valid SleepMode parameter with a Sleep Mode element.  The Action Type field in the Sleep Mode element shall be set to “Enter Sleep Mode” (0x00) , and the Update Policy and Sleep Interval fields shall be included. MLME request may also include a valid TFSRequest parameter with all TFS information elements that the AP will use as triggers to set the STA’s TIM bit and optionally to send a notification to the non-AP STA. 
The receipt of a MLME-SLEEPMODE.confirm or MLME-REASSOCIATE.confirm with a valid SleepMode parameter indicates to the STA that the AP has processed the corresponding Sleep Mode request frame.  The content of the Sleep Mode parameter in the Sleep Mode Response frame or Reassociation Request frame provides the status of Sleep Mode information elements processed by the AP.

While in Sleep Mode, the non-AP STA may not wake up every DTIM interval for broadcast/multicast packets, but wake up Sleep Interval. The non-AP STA may not participate in GTK/IGTK updates based on the GTK/IGTK Update Policy required by the AP. 

To exit Sleep Mode, the non-AP STA shall issue a MLME-SLEEPMODE.request to send a Sleep Mode Request frame with an Action Type field in the Sleep Mode element set to “Exit Sleep Mode” (0x01).

If the non-AP STA receives a Sleep Mode Response Status of “Exit Sleep Mode Accept, GTK/IGTK update required” from the AP, the non-AP STA shall delete the GTKSA and IGTKSA.
11.20.12.3 Sleep Mode AP operation

An AP supporting use of Sleep Mode shall indicate such support by setting the Sleep Mode bit in the Wireless Network Management Capability information element.  When an AP receives a MLME-SLEEPMODE.indication or MLME-REASSOCIATE.indication with a valid SleepMode parameter and an Action Type in the Sleep Mode element of “Enter Sleep Mode” (0x00), it shall make the selection on the Update Policy and Sleep Interval for the requesting STA and issue a MLME-SLEEPMODE.response or MLME-REASSOCIATE.response with a SleepMode parameter indicating the status of the request. The value of the Action Type field of the Sleep Mode element in the Sleep Mode Response frame or Reassociation Response frame shall be set to “Enter Sleep Mode” (0x00).
When Sleep Mode is enabled for an associated STA, the AP shall stop sending all directed management action frames to the non-AP STA and maintain the association for the Sleep Mode non-AP STA for the BSS Maximum Idle Time. An AP shall perform the TFS AP operation, as specified in 11.20.11 for non-AP STAs for which it has received TSF Request elements.  The AP shall set the TIM bit corresponding to the AID of the associated STA for which the AP has queued either a TFS Notify frame or matching frame.  In addition, an AP shall not perform GTK/IGTK updates for a non-AP STA, if the GTK/IGTK Update Policy bit  is set to 0.

When an AP receives a MLME-SLEEPMODE.indication with a valid SleepMode parameter and an Action Type in the Sleep Mode element of “Exit Sleep Mode” (0x01), the AP shall disable Sleep Mode service for the requesting STA, and issue a MLME-SLEEPMODE.response with a SleepMode parameter indicating the status of the associated request. If the GTK or IGTK which the non-AP STA currently holds is invalid (e.g. due to a suppressed GTK/IGTK update), the AP shall respond with Sleep Mode Response Status “Exit Sleep Mode Accept, GTK/IGTK update required”, and shall initiate a GTK/IGTK update to the non-AP STA.
 Insert the following rows to A.4.14
A.4.14 Wireless Network Management extensions
	Item
	Protocol Capability
	References
	Status
	Support

	RME13
RME13.2

RME13.3

RME13.4

	TFS 

TFS Request frame

TFS Response frame

TFS Notify frame

	11.20.11
7.4.11.16
7.4.11.17
7.4.11.18

	CFv:O

M

M

CF1:M,
CF2:O
	Yes, No, N/A

Yes, No, N/A

Yes, No, N/A

Yes, No, N/A


	RME14
RME14.2

RME14.3
	Sleep Mode 
Sleep Mode Request frame

Sleep Mode Response frame


	11.20.12
7.4.11.19
7.4.11.20

	CFv:O

M

CF1:M,
CF2:O

	Yes, No, N/A

Yes, No, N/A

Yes, No, N/A




Annex D

Insert the following entries at the end of the Dot11WirelessMgmtOptionsEntry sequence list:

Dot11WirelessMgmtOptionsEntry ::=

SEQUENCE {

dot11MgmtOptionPresenceEnabledTruthValue,

dot11MgmtOptionFBMSImplementedTruthValue,

dot11MgmtOptionFBMSEnabledTruthValue,

dot11MgmtOptionEventsEnabledTruthValue,

dot11MgmtOptionDiagnosticsEnabledTruthValue,

dot11MgmtOptionMultiBSSIDImplementedTruthValue,

dot11MgmtOptionMultiBSSIDEnabledTruthValue,
dot11MgmtOptionTFSImplementedTruthValue,

dot11MgmtOptionTFSEnabledTruthValue, dot11MgmtOptionSleepModeImplementedTruthValue,

dot11MgmtOptionSleepModeEnabledTruthValue }
On page 155, as part of Dot11WirelessMgmtOptionsEntry, add the followingMIB objects:

dot11MgmtOptionTFSImplemented OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-only

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that the station implementation is capable of supporting TFS when the dot11WirelessManagementImplemented is TRUE.
The default value of this attribute is FALSE."

          ::= { dot11WirelessMgmtOptionsEntry 8 }

dot11MgmtOptionTFSEnabled OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-write

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that TFS is enabled. TFS is disabled otherwise.
The default value of this attribute is FALSE."

          ::= { dot11WirelessMgmtOptionsEntry 9 }
dot11MgmtOptionSleepModeImplemented OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-only

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that the station implementation is capable of supporting Sleep Mode when the dot11WirelessManagementImplemented is TRUE.
The default value of this attribute is FALSE."

          ::= { dot11WirelessMgmtOptionsEntry 10 }

dot11MgmtOptionSleepModeEnabled OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-write

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that Sleep Mode is enabled. Sleep Mode is disabled otherwise.
The default value of this attribute is FALSE."

          ::= { dot11WirelessMgmtOptionsEntry 11 }
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