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· Status Code field

Insert the following rows into Table 23 and change the last row (Reserved) as required.

	· Status codes

	Reason code
	Meaning

	<ANA 14>
	“MESH-LINK-ESTABLISHED”. The mesh peer link has been successfully established

	<ANA 15>
	“MESH-LINK-CLOSED”.  The mesh peer link has been closed completely

	<ANA 15a>
	No listed Key Holder Transport type is supported.

	<ANA 15b>
	The Mesh Key Holder Security Handshake message was malformed.

	<ANA 15c>
	Key Holder Security Teardown due to new MKD selection

	<ANA 15d>
	Key Holder Security Teardown due to MKD ceasing service to the MA

	5559-65 535
	Reserved


· Mesh security capability information element [MSCIE]

Modify the text in 7.3.2.80 as shown.

The Mesh security capability information element contains the MKD domain identifier.  A mesh authenticator uses the Mesh security capability information element to advertise its status as an MA, and to advertise that it is included in the group of MAs that constitute an MKD domain.  The format for this information element is given in  Figure s56.

	Octets: 1
	1
	6
	1

	Element ID
	Length
	MKD domain ID
	Mesh Security Configuration

	· Mesh security capability information element


The Element ID is set to the value given in  Table 7.26 for this information element. The Length field is set to 7.

The MKD domain Identifier is a 6-octet value, following the ordering conventions from 7.1.1.

The Mesh Security Configuration field is one octet and is defined in  Figure s57.

	B0
	B1
	B2
	B3                  B7

	Mesh Authenticator
	Connected to MKD
	Default Role Negotiation
	Reserved

	Bits: 1
	1
	1
	5

	· Mesh Security Configuration field


The Mesh Authenticator bit is set to one to indicate that an MP has a valid security association with an MKD, and is therefore a mesh authenticator in the MKD domain identified in this information element.

The Connected to MKD bit is set to one to indicate that the MP has a valid mesh path to the MKD as well as a valid security association with the MKD identified by the MKD domain contained in this information element.  The Connected to MKD bit is set to zero if the Mesh Authenticator bit is set to zero.

The interpretation of the Mesh Authenticator and Connected to MKD bits is described in  Table s5.

	· Meaning of Mesh Security Configuration bits

	Mesh Authenticator
	Connected to MKD
	Meaning

	0
	0
	The MP is not a mesh authenticator.

	0
	1
	Invalid

	1
	0
	The MP is a mesh authenticator but does not have a connection to the MKD.  The MP has one or more valid, cached PMK-MAs that may be used to establish a secure peer link. 

	1
	1
	The MP is a mesh authenticator and currently has a connection to the MKD.


The Default Role Negotiation bit is set to one by an MP if it uses the default method to select IEEE 802.1X Authenticator and Supplicant roles during the MSA authentication mechanism, as specified in 11A.4.2.2.2, and is set to 0 otherwise. When set to 0, the specification of IEEE 802.1X role selection is outside the scope of this standard.

· Mesh Action (4-addr action frames)

· MSA mesh action details

Insert a new row into Table s32 between “Mesh EAP encapsulation” and “Reserved” as shown.  If 11-07/1987r1 has not been adopted, the replace the action field value for the new entry with “7” and update the Reserved entry as required.
	· MSA Action field values

	Action Field Value
	Description

	5
	Mesh EAP encapsulation

	6
	Key Holder Security Teardown

	7-255
	Reserved


Insert a new subclause following “Mesh EAP encapsulation”:

7.4b.1.8 Key Holder Security Teardown frame format

The Key holder security teardown frame uses the Mesh Action frame body format and is transmitted by a mesh key holder to perform the mesh key holder security teardown protocol.  The format of the key holder security teardown frame body is shown in Table a. 
	Table a - Key Holder Security Teardown frame body format

	Order
	Information

	1
	Category

	2
	Action Value

	3
	Security Teardown Control

	4
	Status Code (see 7.3.1.9)

	5
	Message integrity check (see  7.3.1.35)


The Category field is one octet and is set to 0 (representing MSA).

The Action Value field is one octet and is set to 6 (representing a Key holder security teardown frame).

The Security Teardown Control field is 11 octets in length and is defined in Figure A.
	Octets: 6
	4
	1

	Teardown Requester
	Replay Counter
	Teardown Sequence


Figure A - Security Teardown Control field
The Teardown Requester subfield contains the MAC address of the mesh key holder that is initiating the Key Holder Security Teardown (i.e., it contains either MA-ID or MKD-ID). 

The Replay Counter subfield contains a sequence number, represented as an unsigned binary number, used to detect replayed frames.
The Teardown Sequence subfield contains a sequence number, represented as an unsigned binary number, used to differentiate messages in a handshake.

The Message integrity check field is described in 7.3.1.35.  

· Mesh link security 

Modify the clause headings and the text in 11A.4 as shown.

· MSA services
Mesh security association (MSA) services are used to permit establishment of link security between two MPs in a wireless mesh network, and support both centralized and distributed authentication schemes.  MSA services are provided through the use of a mesh key hierarchy, a hierarchy of derived keys that is established through the use of a PSK or when an MP performs IEEE 802.1X authentication.

The operation of MSA relies on mesh key holders, which are functions that are implemented at MPs within the wireless mesh network.  Two types of mesh key holders are defined: mesh authenticators (MAs) and mesh key distributors (MKDs).  A single MP may implement both MKD and MA key holders, an MA alone, or no key holders.
MSA provides the MSA authentication mechanism (11A.4.2.2) for the purpose of establishing secure links between MPs.  When establishing its first peer link in a mesh, an MP performs authentication and establishes a key hierarchy during the MSA authentication mechanism; this procedure
 is referred to as “Initial MSA Authentication.”  Subsequent security associations to other MPs may utilize the mesh key hierarchy that has been established, and the  Initial MSA Authentication procedure may be omitted during the MSA authentication mechanism.

MSA also provides mechanisms for secure communications between mesh key holders.  The “Mesh Key Holder Security Handshake” (11A.4.3.2) provides the mechanism for establishing a security association between an MA and MKD.  Secure mesh key transport protocols and an EAP message transport protocol are also defined.  

· Mesh key holder functions
Mesh key holders, MAs and MKDs, manage the mesh key hierarchy by performing key derivation and secure key distribution.  Each MKD in a mesh results in a unique mesh key distributor (MKD) domain.  An MKD domain is defined as a single MKD and all MAs that have a security association with the MKD.  Within the MKD domain, several MAs may exist, and each MA maintains both a mesh path to and a security association with the MKD.  The MKD derives keys to create a mesh key hierarchy, and distributes derived keys to MAs within the MKD domain.

A mesh shall contain one or more MKD key holders (and, therefore, one or more MKD domains).  The minimum number of MKD domains in a mesh is one, and the maximum number of MKD domains is the same as the number of MPs in the mesh.  An MKD domain cannot contain more than one MKD, and all MPs in an MKD domain shall belong to the same mesh.
An MP implementing the MA key holder function may be required to act in the IEEE 802.1X Authenticator role during the MSA authentication mechanism (see 11A.4.2.2.2).  The MA receives derived keys from the MKD, and derives additional keys for use in securing a link with a supplicant MP.  

The mesh key holder security association between an MA and MKD is described in 11A.4.3.  A security association between MA and MKD permits the operation of key holder transport protocols.  An MA shall maintain at most one security association with an MKD; the MA does not maintain connections to multiple MKDs.  A mechanism to tear down the security association between MA and MKD is given in 11A.4.3.4.  
MSA assumes that the AS and MKD have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to intermediate parties.  The IEEE 802.1X AS never exposes the MSK to any party except the MKD that is facilitating the supplicant MP’s authentication.  The communication between AS and MKD is beyond the scope of this standard.  However, the communication protocol between AS and MKD shall provide the following functions:  (a) Mutual authentication between AS and MKD, (b) A channel for authentication between a supplicant MP and the AS, and (c) The ability to pass the generated key (the MSK) from the AS to the MKD in a manner that provides authentication of the key source, ensures integrity of the key transfer, and preserves data confidentiality of the key from all other parties.  Suitable protocols are referenced in 5.8.4.

· 
· 
· MSA capability advertisement functions
The support of MSA capabilities is advertised by MPs in Beacon and Probe Response frames through the inclusion of the MSCIE.  Moreover, an MP that wants to utilize MSA to authenticate with other MPs shall advertise its security policy by inserting an RSN information element into its Beacon frames and Probe Response frames.

The MSCIE shall be included in Beacon and Probe Response frames to advertise support for MSA and to advertise the MKD domain identifier (MKDD-ID) and the Mesh Security Configuration.  The value of MKDD-ID that is advertised by the MP shall be the value received from the MKD during the mesh key holder security handshake (as specified in  11A.4.3.2), or the value of dot11MeshKeyDistributorDomainID if the MP implements the MKD function.  An MP that has not yet received the MKDD-ID value shall set the MKD domain ID field in the MSCIE to zero and shall set the Mesh Authenticator and Connected to MKD bits of the Mesh Security Configuration field to zero.

The Mesh Security Configuration field in the Mesh security capability information element shall be set as follows:

· Mesh Authenticator: The MP shall set this bit to 1 if the MP has established a mesh key holder security association (see 11A.4.3) with an MKD.  Thus, the bit is set to 1 if the MP implements the MKD, or if the MP and MKD have succesfully completed the Mesh Key Holder Security Handshake.  The MP shall set this bit to zero if the mesh path to the MKD is lost and the MA function has no cached PMK-MAs.  If the mesh path to the MKD is re-established, or if the MA function has cached PMK-MAs received from the MKD, this bit shall be set to 1.
· Connected to MKD: The MP shall set this bit to 0 if Mesh Authenticator is set to 0.  Otherwise, the MP shall set this bit to 1 if the MP has a valid security association with the MKD and has a valid mesh path to the MKD.  If the MA and MKD are both implemented at the MP, the MP shall set this bit to 1.

· Default Role Negotiation: The MP shall set this bit to 1 if it uses the mesh default role determination scheme during the MSA authentication mechanism, as specified in 11A.4.2.2.2. The MP shall set this bit to 0 if it uses some other role determination scheme, such as a proprietary scheme. The specification of other schemes is beyond the scope of this standard.

An MKD may support zero or more Key Holder Transport protocols.  An MA advertises the mechanisms supported by the MKD with which it has a security association during Initial MSA Authentication (using the Key Holder Transport List optional parameter in the MSAIE).

Delete subclause 11A.4.1.3 (Role determination).

11A.4.1.3 MSA authentication functions
To establish a secure link, an MP may use the MSA authentication mechanism defined in 11A.4.2.2, which incorporates the mesh peer link management protocol defined in 11A.2.  Peer link management permits the selection of security policy elements during the establishment of a secure link.
During peer link management, two MPs must agree on a pairwise cipher suite, an AKM suite, group cipher suites, and a role determination scheme.  The mechanism for reaching this agreement is provided within the MSA authentication mechanism (see 11A.4.2.2). 
The MSA authentication mechanism may be used by two MPs to establish a secure link when the MPs are in the same MKD domain or in different MKD domains (but within the same mesh). 





Delete subclause 11A.4.1.5 (MSA authentication).
Delete subclause 11A.4.1.8 (Secure link operation, which is numbered 11A.4.1.7 if 11-07/1987r1 has been applied).

If 11-07/1987r1 has been adopted, modify subclause “MSA key holder communication” (located after the “Policy selection” subclause) as shown below.  If 11-07/1987r1 has not been adopted, ignore the changes in this subclause.

11A.4.1.4 MSA key holder communication functions
In order to support the mesh key hierarchy, mesh key holders shall communicate securely to provide the following services to MPs:

· transporting EAP traffic between key holders to permit a supplicant MP to perform 802.1X authentication, and

· securely delivering derived keys to facilitate the use of a derived key hierarchy.

An MP shall invoke the Mesh Key Holder Security Handshake (11A.4.3.2) to establish a security association with a mesh key distributor (MKD).  The security association permits the MP to subsequently operate as a mesh authenticator (MA).  An MA advertises, in Beacon frames and Probe Response frames, its capability to authenticate MPs using the mesh key hierarchy.  The Mesh Key Holder Security Handshake is described in 11A.4.3.

The Mesh Key Holder Security Handshake also permits the MA and MKD to agree on a set of protocols to provide the key holder services (i.e., transporting EAP traffic and delivering derived keys).  The default Key Holder Transport protocols are described in 11A.4.4 (Mesh Key Transport Protocols) and 11A.4.5 (Mesh EAP Message Transport Protocol).
Selection of the Key Holder Transport protocols to be used between an MP and MKD is performed during the mesh key holder security handshake described in 11A.4.3.2.  The MP shall decline to establish a mesh key holder security association with the MKD if the Key Holder transport protocols supported by the MP and MKD do not overlap.

Mesh Key Transport Protocols are defined in 11A.4.4, and may be used to manage the distribution of keys (specifically, PMK-MAs) to MAs within an MKD domain.  In addition to the key transport protocols defined in 11A.4.4, other mechanisms may be used to facilitate key management.  Key transport protocols must satisfy the following requirements:

· The protocols shall permit the MKD to both provide a key to an MA and to revoke the key (i.e., order the MA to securely delete a previously-delivered key).

· The protocols shall provide confidentiality of the delivered key.  The protocols shall provide both message integrity and data origin authenticity for all messages.

An EAP transport mechanism is defined in  11A.4.5, and may be used to facilitate EAP authentication of MPs by transporting EAP messages between an MA and MKD.  An EAP transport mechanism is needed when an MP implements the MA function, but not the MKD function.  In addition to the EAP transport mechanism defined in  11A.4.5, other mechanisms, such as vendor specific mechanisms, may be used to facilitate EAP authentication.  An EAP transport mechanism must satisfy the following requirements:

· The mechanism shall permit the MKD to provide a secure indication of the result of EAP authentication to the MA.  Here, "secure" means the mechanism provides data origin authentication (of the MKD) and message integrity.

· The mechanism shall explicitly identify the supplicant MP involved in EAP authentication during the transport of an EAP message.  In other words, since multiple supplicant MPs may be undergoing EAP authentication through a single MA, the mechanism shall permit the MA and MKD to distinguish the transported EAP message using the identity of the supplicant MP.

· MSA establishment procedure

Modify the heading and contents of 11A.4.2.1 as shown.

· Overview of MSA authentication mechanism
MSA defines the MSA authentication mechanism for the purpose of establishing a secure link between two MPs within a mesh.  An MP that has dot11RSNAEnabled set to true shall use the MSA authentication mechanism in order to establish each of its peer links, thus enabling security on all established links.  Further, an MP that has enabled security on any of its peer links (using the MSA authentication mechanism) shall have enabled security on all of its (current or future) peer links.  
· The MSA authentication mechanism (11A.4.2.2) is used by an MP to securely establish links with peer MPs, and, when required, includes the authentication of an MP (such as through the use of 802.1X authentication) and the establishment of its mesh key hierarchy.  This procedure, known as Initial MSA Authentication, occurs within the MSA authentication mechanism, and is required, for example, when an MP establishes its first peer link within an MKD domain.  On the establishment of subsequent links within the MKD domain, an MP’s execution of the MSA authentication mechanism may utilize its mesh key hierarchy and omit the Initial MSA Authentication procedure.  Initial MSA Authentication is described in 11A.4.2.2.5.  When Initial MSA Authentication occurs, and IEEE 802.1X is selected, 8.4.5 specifies the authentication procedure. If pre-shared keys (PSKs) are selected instead, then the key hierarchy is derived from the PSK.

· The MSA authentication mechanism includes the peer link management protocol (11A.2) and an MSA 4-Way Handshake (11A.2.2.2.6), which establishes a PTK, and allows each MP to provide its GTK to the peer MP.  After the MSA 4-Way Handshake completes, either MP may initiate a Group Key Handshake (see 8.5.4) at any time during the link’s lifetime, to update its GTK.
· An example instance of the MSA authentication mechanism, which includes the Initial MSA Authentication procedure, is shown in Figure B.  When Initial MSA Authentication is omitted, the MSA 4-way Handshake immediately follows peer link management.
Pre-RSNA authentication shall not be supported for mesh link establishment.
[image: image1.wmf]
Figure B - MSA authentication mechanism, including Initial MSA Authentication
· 
· 
· 
· 
· MSA authentication mechanism
· MSA 4-way Handshake

Modify the last paragraph of 11A.4.2.2.6 as shown:

Following a successful MSA 4-way handshake, the IEEE 802.1X controlled port shall be opened at both MPs (for communication with the peer). Subsequent EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed. Unicast data traffic exchanged between the MPs shall be protected with the PTK and shall use the Pairwise cipher suite given in the MSAIE of the peer link confirm messages exchanged as part of the MSA Authentication mechanism.  
11A.4.3 Mesh key holder security association
Insert the following new subclause before 11A.4.4 (the new subclause will be numbered 11A.4.3.3 if 11-07/1987r1 is not adopted).

11A.4.3.4 Key Holder Security Teardown protocol

The Key Holder Security Teardown protocol permits a mesh key holder (an MA or MKD) to communicate to another key holder that its security association, established using the Mesh Key Holder Security Handshake (11A.4.3.2), will be deleted.  It may be initiated by an MKD, such as if the MKD can no longer provide services to one or more MAs.  It may also be initiated by an MA, such as if an MA has established a security association with a different MKD.
An MA shall maintain a security association with no more than one MKD.  When an MA has a security association with an MKD, it may choose to establish a security association with a different MKD.  To accomplish this, the MA shall first use the Mesh Key Holder Security Handshake (11A.4.3.2) to establish a security association with the new MKD.  Upon successful completion of this handshake, the MA shall subsequently initiate the Key Holder Security Teardown protocol with the first MKD, as specified in this subclause, which results in deletion of the first security association.

The Key Holder Security Teardown protocol is a two-message protocol, with a request and a response message.  The key holder that initiates the protocol is referred to as the Teardown Requester; the other is the Teardown Responder.

11A.4.3.4.1 Key Holder Security Teardown request

Key Holder Security Teardown request message is a Key Holder Security Teardown frame (see 7.4b.1.8) with the following contents:
The MAC address of the Teardown Responder shall be asserted in the DA field of the message header.

The MAC address of the Teardown Requester shall be asserted in the SA field of the message header.

The Security Teardown Control field shall be set as follows:

· Teardown Requester subfield shall contain the MAC address of the Teardown Requester (either MA-ID or MKD-ID).

· Replay Counter shall be set to the value of the MA-KEY-TRANSPORT replay counter, if the MA is the Teardown Requester, and shall be set to the value of MKD-KEY-TRANSPORT replay counter, if the MKD is the Teardown Requester.

· Teardown Sequence shall be set to 1.
The Status Code field shall indicate the reason for the Key Holder Security Teardown.
The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the Teardown Responder.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the Key Holder Security Teardown mesh action frame.

· Action Value field of the Key Holder Security Teardown mesh action frame, which contains the value shown for “Key Holder Security Teardown” in Table s32.

· Contents of the Security Teardown Control field.

· Contents of the Status Code field.

Upon receiving the request message, the Teardown Responder shall verify that MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the Teardown Requester, shall verify the MIC, and shall verify that the replay counter field contains a value larger than the current (local) value of the replay counter.  If any verification fails, the Teardown Responder shall silently discard the received message.  If verified, the Teardown Responder shall update the local value of the replay counter to the value received in the request message, and shall prepare and send the response message.
Upon sending the response message, the Teardown Responder shall wait a time (dot11MeshKHHandshakeAttempts ( dot11MeshKHHandshakeTimeout) prior to deleting the security association.  If the Teardown Responder receives a duplicate request message after sending the response message, but before the security association has been deleted, the Teardown Responder shall retransmit the response message.  (The security association to be deleted comprises the MPTK-KD identified by the MPTK-KDShortName contained in the request message, and the key replay counters defined in 11A.4.3.3.)
11A.4.3.4.2 Key Holder Security Teardown response

Key Holder Security Teardown response message is a Key Holder Security Teardown frame (see 7.4b.1.8) with the following contents:

The MAC address of the Teardown Requester shall be asserted in the DA field of the message header.

The MAC address of the Teardown Responder shall be asserted in the SA field of the message header.

The Security Teardown Control field shall be set as follows:

· Teardown Requester subfield shall contain the MAC address of the Teardown Requester (either MA-ID or MKD-ID).

· Replay Counter shall be set to the value contained in the request message of this protocol instance.

· Teardown Sequence shall be set to 2.

The Status Code field shall be set to zero.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the Teardown Requester.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the Key Holder Security Teardown mesh action frame.

· Action Value field of the Key Holder Security Teardown mesh action frame, which contains the value shown for “Key Holder Security Teardown” in Table s32.

· Contents of the Security Teardown Control field.

· Contents of the Status Code field.

Upon receiving the response message, the Teardown Requester shall verify that MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the Teardown Responder, shall verify the MIC, and shall verify that the replay counter field matches the current value of the appropriate replay counter.  If any verification fails, the Teardown Requester shall silently discard the received message.  If verified, the Teardown Requester shall delete the security association.  (The security association comprises the MPTK-KD identified by the MPTK-KDShortName contained in the response message, and the key replay counters defined in 11A.4.3.3.)
If the Teardown Requester does not receive a valid response message after sending the request message, it shall retransmit the request message, if it has not yet attempted dot11MeshKHHandshakeAttempts transmits of the request message.  The timeout value between retransmissions shall be dot11MeshKHHandshakeTimeout.  If the response message has not been received after dot11MeshKHHandshakeAttempts transmissions and a final timeout, the Teardown Requester shall abort the Key Holder Security Teardown protocol and delete the security association.  (The security association comprises the MPTK-KD identified by the MPTK-KDShortName contained in the request message, and the key replay counters defined in 11A.4.3.3.)

Apply the resolutions to the comment resolution spreadsheet (11-07/0023) as illustrated below.
	CID
	Comment
	Proposed Change by Commenter
	Resolution
	Resolution Notes

	208
	The MKD is a single point of failure in this scheme. Thus, defeating one primary purpose of a self-healing mesh network.
	Replace this methodology with something more robust.
	Counter
	Counter.  Multiple MKDs are permitted within a mesh.  See clarifying text in 11-07/2119r0.

	576
	It is somewhat hard to get a general overview for how 802.11 MPs establish/manage their sessions and the services available, especially in the context of security.  A general description (perahps in section 5.4) is needed to provide an overview how the Mesh services and how a secure mesh link are established.  This will help provide better security analysis for TGs.
	Please provide this text.
	Counter
	Counter. In clause 5, 5.2.9 gives a brief overview of mesh services, but does not go into details of mesh functions (security, routing, etc.).  Security (MSA) services are introduced in 11A.4.1.  See submission 11-07/2119r0 for a revision of 11A.4.1, which provides the overview of MSA security services.

	597
	Figure s89 is useless.  More information on the 802.11 flows needs to be provided as well as the negotiated capabilities and Ies need to be included.  A description of each message in the flow would also be helpful. I also presume that after the Msg. 4 of the 4-way handshake the 802.1X controlled port is open (on success)??  When can an MP initiate 802.11 service to STAs? I also assume that Supplicant is a MP supplicant vs. a STA supplicant?
	Please add text to describe the initial authentication.
	Counter
	Counter. Introductory text and figure moved to 11A.4.2.1 to be adjacent to detailed MSA authentication mechanism protocol description to avoid the confusion of a separate overview section.  See submission 11-07/2119r0.

	600
	The descriptions for the mesh security protocols in section 8.8.1 are deficient of details such as the message types and the Ies required in each message to attain any kind of implementation much less interoperability.  Without such details, it is also not clear how security is achieved nor how keys are synchronized.
	Please provide this text.
	Counter
	Counter.  The full description exists; 8.8.1 was only an introduction.  Introductory text and figure moved to 11A.4.2.1 to be adjacent to detailed MSA authentication mechanism protocol description to avoid the confusion of a separate overview section.  See submission 11-07/2119r0.

	675
	In this paragraph, it indicates that a MP with MA key holder function plays a role of 802.1X authenticator during an EMSA exchange. If it is the case, the the MA should receive MSK from the authentication server (AS).
	See the next comment.
	Counter
	Counter. Text has been modified to align with updated description in 8.8.9.1 about key holder functions, and to remove contradictions about 802.1X authenticator.  See 11-07/2119r0.

	677
	In this paragraph, it says that the MDK is the 802.1X authenticator and it receives MSK from AS. This contradict with the previous paragraph. 
	It seems that for an initial EMSA exchange, MDK should be the 802.1X authenticator, even though MA function may be implemented in the same MP as MKD function is. 
	Counter
	Counter. Text has been modified to align with updated description in 8.8.9.1 about key holder functions, and to remove contradictions about 802.1X authenticator.  See 11-07/2119r0.

	1397
	Although the MKD-to-AS functionality is outside the scope of this standard, the standard should identify the cryptographic properties that an external protocol should meet (privacy, non-repudiation, etc), and offer possible examples.
	Clarify the security properties needed for the protocol and give examples.
	Accept
	Accept. See 11-07/2119r0.

	1604
	MKD is a single point of failure. This is unacceptable for several use cases. The mesh must be resilient. 
	Come up with a scheme for redundant MKDs and a protocol to ensure that they remain in sync. Or better yet get rid of EMSA.
	Counter
	Counter. See updated text in 11A.4.1.1 in submission 11-07/2119r0 for clarification of multiple MKDs within a mesh.

	1961
	Does association mandate authentication in a secure mesh network? In other words, is it possible for only some of the MPs to implement port control?
	Clarify the port control semantics.  It is clear that authentication can be turned off for the entire mesh network (open authentication).  Clarify whether it can be turned off selectively.
	Accept
	Accept. See 11-07/2119r0 for updated text in 11A.4.2.1, mandating use of MSA authentication for peer links when RSNA is enabled.

	1968
	PMK-MKD, PMK-MKDName, KDK, KDKName derivations contain the MeshID as well as the MKDD-ID.  Does that mean a mesh can contain more than one MKDs and an MKD can be part of more than one mesh network?
	Please clarify the relationship between MKD and a Mesh network.  Or remove one of MeshID or MKDD-ID from the derivations depending on whether an MKD can belong to a single mesh network or vice versa.
	Accept
	Accept.  See 11A.4.1.1 in 11-07/2119r0.

	2177
	"The design of EMSA assumes that the AS and MKD have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to intermediate parties."  How can this be assumed in a self healing self forming network?
	Clarify
	Counter
	Counter. The AS and MKD communication is outside the scope of the standard.  However, specific properties that the protocol should meet have been added.  See 11-07/2119r0.

	2953
	incorporate this high-level description with the detail description in 8.8.3.1
	Delete 8.8.1.5 and incorporate the text in 8.8.3.1.
	Accept
	Accept. Introductory text moved to 11A.4.2.1.  See 11-07/2119r0.

	2960
	incorporate this high-level description with the detail description in 8.8.3.2.
	as in comment
	Accept
	Accept. Introductory text moved to 11A.4.2.1.  See 11-07/2119r0.

	4025
	Definition of MKDD in term of the life time should be clarified, concerning to the topology changes like tree root switch or MPP alternation. 
	KDD could be pre-configured with very long life time or could be flexible to change its membership in accordance with the topology change of each MP.   
	Counter
	Counter. There is no explicit lifetime of a KDD.  However, mechanisms are added to permit an MA to switch MKDs or an MKD to discontinue serving an MA.  See 11-07/2119r0.

	4040
	Can there be just one MKD in the entire mesh network?  If so, how these key in-sync with the STA's authentication state.
	Introduce text to address the problem of multipl MKDs, or, insert text "There shall be a single MKD in the entire mesh network".
	Accept
	Accept.  See updated text in 11A.4.1.1 in submission 11-07/2119r0 for clarification of multiple MKDs within a mesh.

	4147
	The current security architecture, while it re-uses the 802.1X and EAP mechanisms centralizes the key distribution in the Mesh Key Distributor, If the Mesh key distributor goes down or loses state, new Mesh points cannot easily be added. 
	Add the text in 06/0883r1 as an option. 
	Counter
	Counter.  Multiple MKDs are permitted within a mesh.  See clarifying text in 11-07/2119r0.

	4513
	Given that EMSA services doesn't exclude the cases where there are multiple MKDs or no MKD, it's not clear how to use MKDIE field in such cases.
	Appropriate description should be added, or explained explicitly what is the way it works in that environment.
	Accept
	Accept.  See updated text in 11A.4.1 in submission 11-07/2119r0 for clarification of multiple MKDs within a mesh.

	4723
	"…is configured…" is inconsistent with the 802.1X role determination algorithm specified in clause 8.8.1.3, which specifies instead that the role is specified dynamically. Role configuration also suffers from two other problems. First, it withdraws the mesh's self configuration property with regard to this property. Second, pre-assigning 802.1X roles puts undesirable configuration constraints on mesh deployment.
	Either redefine the bit so that it is compatible with the mechanism specified in 8.8.1.3, or else remove it entirely. Since it is always better to match algorithms to the problem statement than to bolt together incompatible pieces, my preference by a very large measure is to remove the bit.
	Counter
	Counter. Bit definitions revised, removing all 802.1X role language.  Definitions compatible with role selection in MSA authentication mechanism.  See 11A.4.1.2 in 11-07/2119r0.

	4724
	The "Mesh Authenticator" and "Connected to MKD" bits will have identical values almost all the time. Why introduce the complexity that follows from distinguishing the two? What useful purpose does doing so serve?
	Delete the Mesh Authenticator bit. This will make Table s20 unnecessary, so delete it too
	Counter
	Counter. The bits have different values to indicate cached PMK-MAs.  See updated description in the table and 11A.4.1.2, in 11-07/2119r0.





Abstract


This document aims to resolve 19 comments from LB93 that are described at the end of this document.  The comments are related in general to the text providing an overview of MSA services in 11A.4.1 of D1.05.





Modifications to existing subclauses are shown using the “Track Changes” feature.





A goal of this document is to clarify the options for an MKD in a mesh network (e.g., see CID 4040).  As stated in 11A.4.1.1, a mesh contains one or more MKDs.  Each MKD results in an MKD domain comprising the MKD and all MAs that have a security association with the MKD.  To improve management of MA-MKD security associations, this document introduces a new protocol to tear down this security association (see 11A.4.3.4). 





Baseline: D1.05 


Note: There are minor text overlaps with text changes in 11-07/1987r0 and 11-07/2037r0.  Editing instructions and embedded comments indicate the correct implementation of these text changes.











�If document 11-07/1987r0 has not been adopted, ignore changes in this paragraph.


�If 11-07/2037r0 is adopted, replace this sentence with: “If MSA Authentication using MKD-PSK is selected instead, then the key hierarchy is derived from the MKD-PSK.”
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