July 2007

doc.: IEEE 802.11-07/2051r1

IEEE P802.11
Wireless LANs

	TGw Clause 5 comments - proposed resolution

	Date:  2007-07-16

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Dorothy Stanley
	Aruba Networks
	1322 Crossman Ave
Sunnyvale, CA 94089
	+1 630 363 1389
	dstanley@arubanetworks.com 

	
	
	
	
	





Comments 666, 667, 127, 13, 24, 256 and 199 are addressed with text changes primarily to Clause 5, as indicated below, with additional changes to 6.1.2 and 8.4.11. The comments and the commenter’s proposed resolution are included here for reference.
Assumption: The term “data confidentiality” refers to providing confidentiality for a given payload. The term covers both “data frame” and “management frame” payloads.

CID 666: This PAR is defining a new service to protect management frames and as such should be described in this draft.  Also, it is not clear if the 802.11-2007 specification really meant to state "Integration" as item 'f' in the architectural services as opposed to "Source Integrity"., with commenter’s proposed resolution: Item 'f)' should be updated to "Data and management frame integrity" and item 'm)' should be updated to "Data and management frame confidentiality"
Resolution implemented in this document: No change to the list of services in 5.3. Rather, the text in 5.4.3.3, “Data Confidentiality” is modified to include descriptions of management frame protection, noting the assumption that the term “data confidentiality” refers to both data and management frame payloads.
CID 667: This PAR is defining a new service to protect management frames and as such should be described in this draft, with commenter’s proposed resolution: Include a new item to the list as follows: "i) Source frame integrity"

Resolution implemented in this document: No change to the list of services in 5.3. The text in 5.4.3.5, “Data Origin Authenticity” is modified to include descriptions of management frame protection.
CID 127: The Data Confidentiality section needs to include a discussion of unicast Robust Management frame protection. (ac)

Resolution implemented in this document: The text in 5.4.3.3, “Data Confidentiality” is modified to include descriptions of management frame protection.

CID 13, 24: On 5.4.3.7, "extends the CCMP data frame protection to provide data confidentiality, replay protection, and data origin authenticity."  RMF does not add anything for data, so don't claim that it does.

With commenter’s proposed resolution: "extends the CCMP data frame protection to provide confidentiality, replay protection, and origin authenticity."

Resolution implemented in this document: Text referred to by the commenter in 5.4.3.7 is deleted, as functions are described in the previous clauses, based on the assumption that the term “data confidentiality” refers to both data and management frame payloads.
CID 256: On 5.4.3.7: Requirement of all received frames to be unprotected before keys are installed sounds incorrect or at least unclear. STA may receive broadcast/multicast frames that are protected (from the view point of the sender). Of course, the STA cannot verify the protection in this case. I would suggest dropping these broadcast/multicast frames that are received between association and IGTK installation if the STA is trying to enable robust management frame protection. However, that should be specified (shall) somewhere else than in Clause 5. With the commenter’s proposed resolution: Replace “All management frames sent or received by a STA before keys are installed shall be unprotected.” with “All management frames sent by a STA before keys are installed shall be unprotected.”

Resolution implemented in this document: Text referred to by the commenter in 5.4.3.7 is deleted, and the proposed sentence is inserted in 8.4.11.
CID 199: On 6.2.1 (really 6.1.2, as there is no 6.2.1): “When CCMP is used, the data confidentiality service” should be conditional on management frame protection being enabled. Commenter’s proposed resolution: Change to “When Management Frame Protection is enabled and CCMP is used, the data confidentiality service”

Resolution implemented in this document: Section 6.1.2 text is modified to clarify that CCMP provides data confidentiality for unicast MPDUs and MMPDUs.
Proposed Text changes are included below:
5.4.3.3 Data Confidentiality
Change the text of 5.4.3.3 as follows: 

In a wired LAN, only those stations physically connected to the wire can send or receive LAN traffic. With a wireless shared medium there is no physical connection, and all stations and certain other RF devices in or near the LAN may be able to send, receive, and/or interfere with the LAN traffic. Any IEEE 802.11-compliant STA can receive all like-PHY IEEE 802.11 traffic that is within range and can transmit to any other IEEE 802.11 STA within range. Thus, the connection of a single wireless link (without data confidentiality) to an existing wired LAN may seriously degrade the security level of the wired LAN.

To bring the security of the wireless LAN up to the level implicit in wired LAN design, IEEE 802.11 provides the ability to protect the contents of messages. This functionality is provided by the data confidentiality service. Data confidentiality is an SS.

IEEE 802.11 provides three cryptographic algorithms to protect data traffic: WEP, TKIP, and CCMP. WEP and TKIP are based on the ARC4 algorithm, and CCMP is based on the advanced encryption standard (AES). A means is provided for STAs to select the algorithm(s) to be used for a given association.
IEEE 802.11 provides one cryptographic algorithm, CCMP to protect robust unicast Action management frames.
The default data confidentiality state for all IEEE 802.11 STAs is “in the clear.” If the data confidentiality

service is not invoked, all messages frames shall be sent unprotected. If this policy is unacceptable to the sender, it shall not send data or Robust Management frames; and if the policy is unacceptable to the receiver, it shall discard any received data or Robust Management frames. Unprotected data frames received at a station configured for mandatory data confidentiality, as well as protected data frames using a key not available at the receiving station, are discarded without an indication to LLC (or without indication to distribution services in the case of “To DS” frames received at an AP). These frames are acknowledged on the WM [if received without frame check sequence (FCS) error to avoid wasting WM bandwidth on retries of frames that are being discarded.
5.4.3.4 Key management
Change the text of 5.4.3.4 as follows: 

The enhanced data confidentiality, data authentication, and replay protection mechanisms require fresh

cryptographic keys and corresponding security associations. The procedures defined in this standard provide fresh keys by means of protocols called the 4-Way Handshake and Group Key Handshake.
5.4.3.5 Data origin authenticity 
Change the second paragraph of 5.4.3.5 as follows: 

The data origin authenticity mechanism defines a means by which a STA that receives a data or robust management frame can determine which STA transmitted the MAC protocol data unit (MPDU) or MAC management protocol data unit (MMPDU). This feature is required in an RSNA to prevent one STA from masquerading as a different STA. 
Data origin authenticity is only applicable to unicast data frames and unicast Robust Management frames. The protocols do not guarantee data origin authenticity for broadcast/multicast data frames or broadcast/multicast Robust Management frames, as this cannot be accomplished using symmetric keys and public key methods are too computationally expensive.

5.4.3.6 Replay Detection 
Change the text of 5.4.3.6 as follows: 

The replay detection mechanism defines a means by which a STA that receives a data or Robust Manage-ment Frame from another STA can detect whether the received frame is an unauthorized retransmission. This replay protection mechanism is provided for data frames for STAs that use CCMP or TKIP. The replay protection mechanism is provided for robust management frames for STAs that use CCMP and BIP.
Insert the new subclause 5.4.3.7 after 5.4.3.6 as follows: 

5.4.3.7 Robust Management frame protection
Management frame protection is required in an RSNA to protect against forgery and eavesdropping on robust unicast management frames, and against forgery on robust broadcast/multicast management frames.

 Management frame protection extends the CCMP data frame protection to provide data confidentiality, replay protection, and data origin authenticity for robust unicast management frames. The Robust Management Frames are Action frames, Disassociation and Deauthentication frames. 

Forgery protection for robust broadcast/multicast management frames is provided through the Broadcast/ Multicast Integrity Protocol (BIP), using AES-128-CMAC for message integrity. The BIP protocol also pro-vides replay protection. 
EDITORIAL NOTE: The editor was further removed references to insider attack in the above paragraph, though this was missed in the adopted submission 11-06-1932r0. Since the removal of DHV, there is no longer the means to miti-gate insider attacks. 
Management frame protection protocols apply to Robust Management frames after the RSNA PTK key establishment for protection of unicast frames is completed and after delivery of the GTK and IGTKs to protect broadcast/multi-cast frames that have been delivered. All management frames sent or received by a STA before keys are installed shall be unprotected.

6.1.2 Security services 

Change the text of 6.1.2 as follows: 

Security services in IEEE 802.11 are provided by the authentication service and the TKIP, and CCMP and BIP mechanisms. The scope of the security services provided is limited to station-to-station data and robust management frame exchanges. The data confidentiality service offered by an IEEE 802.11 TKIP implementation is the protection of the MSDU. When CCMP is used, the data confidentiality service is provided for the MPDU or unicast MMPDU. For the purposes of this standard, TKIP and CCMP are viewed as logical services located within the MAC sublayer as shown in the reference model, Figure 10 (in 5.7). Actual implementations of the TKIP and CCMP services are transparent to the LLC and other layers above the MAC sublayer. 

The security services provided by TKIP, and CCMP in IEEE 802.11 are as follows:

 a) Data Confidentiality;

 b) Authentication; and 

 c) Access control in conjunction with layer management;

BIP provides authentication (integrity) and access control for robust broadcast/multicast management frames. 

During the authentication exchange, both parties exchange authentication information as described in Clause 8 and 8A. 

The MAC sublayer security services provided by TKIP, and CCMP and BIP rely on information from non-layer-2 management or system entities. Management entities communicate information to TKIP,  and CCMP and BIP through a set of MAC sublayer management entity (MLME) interfaces and MIB attributres; in particular, the decision tree for TKIP, and CCMP and BIP defined in 8.7 is driven by MIB attributes. 

The use of WEP for confidentiality, authentication, or access control is deprecated. The WEP algorithm is unsuitable for the purposes of this standard. 
Change the text of 8.4.11 as follows:

8.4.11 Protection of unicast/broadcast/multicast management frames 

When Robust Management Frame protection is enabled and the 4-Way Handshake is completed, all transmissions of Robust management Action frames shall be protected. Unicast Action frames shall have integrity and confidentiality protection using pairwise keys. Multicast and broadcast Action, Disassociation and Deauthentication frames (sent by the AP) shall have be integrity protection using an integrity group key, protected only using BIP. All management frames sent by a STA before keys are installed shall be unprotected. Protection of broadcast/multicast management Action frames shall be provided by a service in the MLME as described in 11.7.
NOTE- Integrity protection using integrity group key BIP does not provide protection against forgery by associated and authenticated non-AP STAs. 

Protection of broadcast/multicast management Action frames shall be provided by a service in the MLME as described in 11.7. 
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