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Minutes

The Chair convened the call at 10:05 EDT

The telecon announcement included the following informational pointers;

IEEE Patent Policy
http://standards.ieee.org/board/pat/pat-slideset.ppt
Affiliation FAQ

http://standards.ieee.org/faqs/affiliationFAQ.html
Anti-Trust FAQ
http://standards.ieee.org/resources/antitrust-guidelines.pdf
Ethics

http://www.ieee.org/portal/cms_docs/about/CoE_poster.pdf
The Chair inquired if everyone was familiar with the IEEE 802 IPR policy and if there were any potentially essential patents or applications about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity with the policy and no new patents or applications were identified.

The Chair reviewed the proposed Agenda:

1. Attendance
2. IPR and other relevant IEEE policies (see pointers above)
3. Agenda for call
4. Discussion of and presentations for comment resolutions for D1.04  based on 11-07/0023r37 or later 

    versions if available concentrating on the  Frame Formats area and Discussion of security.
  4.1 "Overview of Abbreviated Handshake Protocol", Meiyuan Zhao, 11-07/2036r0 (11-07/1999r0 doc)
  4.2 "Mesh Frame Formats”, Steve Conner, 11-07/0550r7 (11-07/0799r6 doc)
  4.3 "Mesh Key Holder Protocol Improvements", Tony Braskich, 11-07/1987r1, 
       ("Overview of Improvements to Key Holder Protocols", 11-07/1988r1)
  4.4 "Mesh Pre-Shared Key Clarification", Tony Braskich, 11-07/2037r0
5. Update on ad hocs
6. Adjourn

The Chair indicated there is a Draft D1.05 which has been sent to Harry Worstell for upload.  The Editor outlined the changes.  The Draft includes comments from contributors to D1.04.  It reflects comments on document 11-07/0618 and 11-07/0631.  The remaining changes are editorial, principally to align with the new 802.11-2007 baseline, particularly figure numbering. A word version of the draft will also be made available.

The Agenda was agreed by all with an initial time limit of 20 to 25 minutes per topic so we could get through them all.

Presentation: "Overview of Abbreviated Handshake Protocol", Meiyuan Zhao, 11-07/2036r0 (11-07/1999r0 doc)
Questions / comments . . .

· pg.10  The TK is ready when close is sent.  802.11-1999 says TK is installed after protocol completed.  So the TK may be used before handshake is completed for some operations?  Where does installation occur?
Yes there is a mismatch.  Can make special case for peer link close frame for this function.  If need for that, MP can end install.  Doesn’t hurt at that time.

· Using a key derived from handshake before that handshake is completed?
TK is not used for mutual authentication.  It can be derived whenever you have state.
· pg.8 GTK delivery.  How do we know it has been installed correctly?  GTK occurs after handshake, but ACK may occur before complete.  Can we acknowledge with a message during handshake?  Doesn’t it have to be after?  .11i has ordered messages, can acknowledge installation.  Not possible with this handshake.
Correct.  This is a fundamental difference between client/server and peer to peer.  You acknowledge that you have received key and state – I know you know I received your key.  Receiver of GTK confirms correct delivery of GTK.

· Need to deliver, but could delay into peer link confirm message.  Implies if we delay, it might be possible to use session key instead of static key.
This makes for more messages

· What does it mean to acknowledge GTK delivery and look for justification of static keys?
Want our interpretation of the consistency property.  Therefore GTK must come in message 1.  Need to know both parties have received and agreed to use keys. 

· Are there ways to reduce error conditions?

· pg.8  A potential race condition was mentioned.  Are there times when a MP should not use GTK?  MP should hold up transmitting when one or more members are doing handshake with it?
No, shouldn’t hold up broadcast traffic when doing handshake.  Because there could be different outcomes from handshake.  Until success, MP could claim there is another member in the broadcast group,  which is when peers should start to receive traffic.
[Discussion cut off at this point as allotted time for this topic was exhausted.]

Presentation: "Mesh Frame Formats”, Steve Conner, 11-07/0550r7 (11-07/0799r6 doc)
Questions / comments . . .

· Clause 7.1.3.5.a.1 clarifies when Mesh header is to be present.  If two MPs have peer link, the data frames will include mesh header.  Indeed can’t transmit before having a peer link.  

· Legacy devices frames received by a .11s MP with From and To DS set will be dropped.  If a legacy devices sees a .11s MP frame; if secure, will be dropped (no keys).  If not; if unicast, won’t happen.  If unsecured broadcast, legacy devices may pick up, but header will appear where SNAP header appears in legacy, frames would likely be discarded.  Co-existence is no different than multiple different legacy products now.
· The Table in 7.1.3.1.3 is not so clear.  What about legacy implementations?  Intention here is to accommodate legacy and new 11s implementations.  So there should be a pointer here.
[There was not further discussion at this point but see later in call…]
Presentation: "Mesh Key Holder Protocol Improvements", Tony Braskich, 11-07/1987r1

Questions / comments . . .

· Note "Overview of Improvements to Key Holder Protocols", 11-07/1988r1 has also been updated

· What is rationale for limiting to 4 bytes?  Implies you expect collisions after 2**16 operations
Trade-off of full 16 byte keyname vs shorter messages.  Small number of keys would be in existence at any time.  Keyname is to identify existing key, session key, only after keyholder handshake.  Usually at most 2.  Already distinguished by session.  

Presentation: "Mesh Pre-Shared Key Clarification", Tony Braskich, 11-07/2037r0
There were no questions.
There being some time left, we reverted to discussion on the first presentation:

· What is the race condition?
If the GTK delivery is delayed after the handshake, there is a time between when handshake and GTK delivery finished.  At that time neighbours are a valid broadcast group, but some haven’t received right keys, so neighbours must hold off.  Not desirable.

· How does MP know when GTK been installed?
That is the purpose of doing separate GTK delivery.  Sender receives confirmation according to protocol.
· pg.6 says AKM shall be mesh abbreviated handshake.  Harmonizing with initial MSA authentication.  During MSA auth, MP uses AKM that is different, it’s .1x or PSK.  Looks like different AKM is defined for abbreviated, yet using portion of key hierarchy in first AKM.  Is that intended?  What’s different in this abbreviated handshake?

Yes key hierarchies are not entirely separate, only their lower part.  Purpose is to clearly distinguish peer state management frames for abbreviated.  Maybe in future, more MIC functions may be desirable.  Yes need to harmonize different AKMs

There being further time left, there was further discussion on the second presentation:

· pg. 5  In document 11-07/1989 proposed unifying all management frames for mesh.  Having a mesh header in all management frames costs more bits.  Working on a presentation to resolve this.  Use another bit to indicate the TTL or seq number there or not.  Gives one unifying frame

· Separate multihop action frames?  In single hop, Rx must process.  But multi, only have to forward.  Might be advantageous to look only at 4 addresses as fast as possible.  Have address 4 at beginning?

· Good to have all frames look like pg.5

· Fair number of action frame messages use broadcast or multicast address. eg. Path Request.  Today it’s one hop.  If we mix, we will need to specify if a message is only to be delivered to one hop peers.

· What are the applications for multi-hop?
One, mesh security for authenticator and key distributor.  Two, path selection and interworking, where MPs inform others of proxy devices.
· Concern over use of term “non standard implementation”?  
Agree, don’t use the term in normative text.

· Will we render previous devices non-compliant?
No.  Intention is not to prevent people from setting both bits, which is currently valid.  If they’re MPs must include mesh header.

· Compare the situation here to what was done in .11e.
The Chair sent out information on the Munich ad hoc.  Hotel rate is €105E.  Michael Bahr will update to add the access code and reference number information for the hotel.

A registration fee is required for the Kauai, Hawaii, ad hoc because room facility costs, etc., must be covered. Registration fee goes up in about two weeks.

There is no call next week.  The next call will be the July 11th and will include discussion of the the San Francisco agenda

The Chair adjourned the call at 11:30 EDT.
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