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4 Abbreviations and acronyms

Insert the following new acronym:

MKD-PSK   Mesh Key Distributor Pre-shared Key
7.3 Management frame body components

7.3.2 Information elements

7.3.2.25 RSN information element
In Table 34, in row 00-0F-AC:<ANA 60>, replace “MSA Authentication using PSK” with “MSA Authentication using MKD-PSK”.

· Key distribution for MSA

· Overview

Modify the text of 8.8.1 as follows:
This subclause describes the mesh key hierarchy and its supporting architecture. The mesh key hierarchy permits an MP to create secure associations with peer MPs without the need to perform an IEEE 802.1X authentication each time. The mesh key hierarchy can be used with either IEEE 802.1X authentication or MKD-PSK authentication (AKM suite 00-0F-AC:<ANA 59> or 00-0F-AC:<ANA 60>).  The use of MKD-PSK authentication is described in 8.8.2.  The use of PSK authentication (AKM suite 00-0F-AC:2) is prohibited within a mesh.
A key hierarchy consisting of two branches is introduced for use within a mesh, and is shown in Figure s64.  A link security branch consists of three levels, supporting distribution of keys between mesh key holders to permit the use of the mesh key hierarchy between a supplicant MP and an MA.  A key distribution branch provides keys to secure the transport and management of keys between mesh key holders.

In the link security branch, the first level key (PMK-MKD) is derived from either the MKD-PSK or from the MSK resulting (per IETF RFC 3748) from a successful IEEE 802.1X Authentication between the AS and the supplicant MP.  One or more second level keys (PMK-MAs) are derived from the PMK-MKD.  Each PMK-MA may be used to derive one or more PTKs.

In the key distribution branch, the first level key (MKDK) is derived from either the MKD-PSK or MSK.  A second level key (MPTK-KD) is derived from the MKDK during the mechanism described in 11A.2.3.2.  The MKDK permits derivation of more than one MPTK-KD, if required.

As shown in Figure s85, the mesh key distributor (MKD) generates the first level key for both branches from either the MKD-PSK or the MSK  The second level keys in both branches are generated by the MKD as well.  A unique PMK-MA may be delivered from the MKD to each MA using a secure protocol, as described in 11A.2.4.  Figure s64 illustrates an example of two unique PMK-MAs being distributed to two MAs, labeled (a) and (b).  

Upon a successful authentication between a supplicant MP and the MKD, the supplicant MP and the MKD shall delete the prior PMK-MKD, MKDK, and MPTK-KD keys and all PMK-MA keys that were created between the supplicant MP and the same MKD domain.  Upon receiving a new PMK-MA key for a supplicant MP, an MA shall delete the prior PMK-MA key and all PTKs derived from the prior PMK-MA key.

The lifetime of all keys derived from the MKD-PSK or MSK are bound to the lifetime of the MKD-PSK or MSK.  For example, the IEEE 802.1X AS may communicate the MSK key lifetime with the MSK. If such an attribute is provided, the lifetimes of the PMK-MKD and MKDK shall be not more than the lifetime of the MSK. If the MSK lifetime attribute is not provided, or for MKD-PSK, the key lifetime shall be the value of the MIB variable dot11MeshFirstLevelKeyLifetime. 

The lifetime of the PTK and PMK-MA shall be the same as that of the PMK-MKD and the lifetime of the MPTK-KD shall be the same as that of the MKDK, as calculated above.  When the key lifetime expires, each key holder shall delete their respective derived keys.

The mesh key hierarchy derives its keys using the Key Derivation Function (KDF) as defined in  8.8.3 with separate labels to further distinguish derivations. 

The operations performed by mesh key holders and the movement of keys within the mesh key hierarchy are shown in  Figure s65.
In figures s64 and s65, replace instances of “PSK” with “MKD-PSK”.
Insert the following new subclause after 8.8.1 and before 8.8.2 (Key hierarchy), and renumber subclauses as required.
8.8.2 MKD-PSK authentication

When MSA authentication using MKD-PSK is the negotiated AKM suite, the mesh key hierarchy is derived from the MKD-PSK.  The MKD-PSK is a 256-bit pre-shared key that is configured into an MP and a single MKD.  The MKD-PSK shall not be disclosed to more than two entities; otherwise, all MSA security guarantees are invalid.  An MP requiring authentication with more than one MKD may be configured with multiple MKD-PSKs, provided each is unique. 

This standard addresses neither the creation nor the distribution of the MKD-PSK, but assumes that the MKD-PSK has sufficient entropy to serve as the basis for deriving the mesh key hierarchy.  Use of an MKD-PSK with insufficient entropy invalidates MSA security guarantees. 

In the remaining subclauses of 8.8 (8.8.3-8.8.10), replace instances of “PSK” with “MKD-PSK”.

In clause 11A.4 (Mesh link security), replace instances of “PSK” with “MKD-PSK”.

11A.4 Mesh link security 

11A.4.1 Overview of MSA

11A.4.1.5 MSA Authentication

Modify the second paragraph as shown:
Initial MSA Authentication is described in 11A.2.2.2.5.  When Initial MSA Authentication occurs, and IEEE 802.1X is selected, 8.4.5 specifies the authentication procedure. If MSA Authentication using MKD-PSK is selected instead, then the key hierarchy is derived from the MKD-PSK.

Apply the resolutions to the comment resolution spreadsheet (11-07/0023) as illustrated below.

	CID
	Comment
	Proposed Change by Commenter
	Resolution
	Resolution Notes

	1345
	Significant weaknesses have been published in the PSK authentication scheme, and its use should not be further encouraged.
	Remove PSK authentication in EMSA.
	Counter
	Counter. Limits of PSK have been enumerated.  See addition of subclause 8.8.2 in 11-07/2037r0.

	1614
	Having a single PSK for a specific MP is completely unrealistic given the use cases that PSK is used for.
	Get rid of PSK mode as defined and include a protocol that does proper PSK authentication in the draft.
	Counter
	Counter. The MKD-PSK mode requires a single, unique PSK between an MP and an MKD (see updated text in 11-07/2037r0), permitting authentication between MP & MKD.  This does not seem to be unrealistic for certain use cases.

	1615
	If a PSK is shared between the MP and the MKD then there must be some way of tunneling 802.1X frames from the MA to the MKD so the MKD can create this key hierarchy. This is very broken.
	Get rid of PSK mode as defined and include a protocol that does proper PSK authentication in the draft..
	Counter
	Counter. Using mesh PSK authentication (see 11-07/2037r0) does not require 802.1X frames between MA and MKD.  The key hierarchy & its management is the same for either mesh AKM (EAP or MKD-PSK).  Management is provided by the Mesh Key Transport Protocols (11A.4.4).

	1616
	PSK is fundamentally flawed and unacceptable for a mesh.
	Get rid of PSK mode as defined and include a protocol that does proper PSK authentication in the draft.
	Counter
	Counter. Limits of PSK have been enumerated.  See addition of subclause 8.8.2 in 11-07/2037r0.

	2975
	(11r D4.0 comment #416) "the PSK is specific to a single STA and a single R0KH"
	The consequences of not following this assumption need to be stated. Suggest changing to "This standard assumes that a PSK is known to a single STA and R0KH. Is this assumption is not true in an implementation, then the RSN security guarrantees are invalid.
	Accept
	Accept.  (In principle.)  See addition of subclause 8.8.2 in 11-07/2037r0.

	2980
	(11r D4.0 comment #446) As noted previously, requiring the PTK lifetime to be that of the PMK-R0 and PMK-R1 is unreasonable in the case of a PSK.
	Either make the PTK lifetime always be less than or equal to the lifetime of its PMK-R1, or else prohibit the use of PSKs with 802.11r
	Accept
	Counter. The PTK lifetime is specified as being the same as the PMK-MA or PMK-MKD, but this is a maximum lifetime.  An MP may at any time obtain a new PTK if it desires a shorter actual lifetime.  There is no need to communicate an explicit, shorter PTK lifetime in a peer-to-peer model, since either MP may trigger the derivation of a new PTK.

	4750
	"…through the use of a PSK…" NO!!! The peer-to-peer problem does not admit the direct use of a PSK as a PMK. A PMK can be used as a long-lived authentication key, but not as a PMK. In particular, it is not possible to use the PSK to establish peer authenticity when used as a PMK, meaning the fundamental security property that props up all of the others is squandered. If you remove peer authenticity, then none of the cryptography in 802.11i works as designed in the context of a mesh.
	Sorry, but the specification has to ban the use of a PSK as a PMK. Such a usage is just like doing WEP, or like no security whatsoever, because a mesh requires peer authenticity in a way that other configurations don't. And I don't want to hear any whining bullshit to the contrary. Cryptography is not magic, and cannot do anything more than it was designed to do. Use EMU or EAP-PSK if you want to use a PSK with a mesh.
	Counter
	Counter.  PSK mode of 11i is explicitly prohibited, and mesh PSK mode renamed MKD-PSK to prevent confusion.  Limitations of MKD-PSK discussed in new subclause 8.8.2.  See submission 11-07/2037r0.





Abstract


This document is intended to clarify the use of pre-shared keys within a mesh, and resolves the 7 comments from LB 93 as described at the end of this document. 





Modifications to existing subclauses are shown using the “Track Changes” feature.
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