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Proposed text

7.3.1.7 Reason Code field

Add the following content to table 22 as shown, re-numbering as necessary:

Table 22—Reason codes
	Reason code
	Meaning

	55—65 535
	Reserved

	55
	“MESH-INVALID-GTK”. The Mesh Point fails to unwrap the GTK or the values in the wrapped contents do not match

	56
	“MESH-INCONSISTENT-PARAMETERS”. The Mesh Point receives inconsistent information about the mesh paramters between Peer Link Management frames

	56—65 535
	Reserved


7.3.1.9 Status Code field

Add the following content to table 23 as shown, re-numbering as needed:

Table 23—Status codes
	Reason code
	Meaning

	59—65 535
	Reserved

	59
	“MESH-LINK-MAX-RETRIES”. The MSA Abbreviated Handshake fails because no response after maximal number of retries.

	60
	“MESH-LINK-NO-PMK”. The MSA Abbreviated Handshake fails because no shared PMK

	61
	“MESH-LINK-ALT-PMK”. The MSA Abbreviated Handshake fails because no matching chosen PMK, but there exits an alternative choice.

	62—65 535
	Reserved


Insert two new rows and change the existing “Reserved” row in Table 34 as shown.

Table 34—AKM suite selectors

	OUI
	Suite type
	Meaning

	
	
	Authentication type
	Key management type

	00-0F-AC
	<ANA 59>
	MSA Authentication negotiated over IEEE 802.1X.
	MSA Key Mangement

	00-0F-AC
	<ANA 60>
	MSA Authentication using PSK
	MSA Key Management

	00-0F-AC
	<ANA 61>
	MSA Abbreviated Handshake
	Using PMKSA caching as defined in 8.4.6.2

	00-0F-AC
	38-255
	Reserved
	Reserved

	Vender OUI
	Any
	Vendor specific
	Vendor specific

	Other
	Any
	Reserved 
	Reserved


Modify clause 7.3.2.81 as shown by underlining and strikethrough:

The MSA information element includes information needed to perform the authentication sequence during an MSA handshake.  This information element is shown in Figure s58.

	Octets: 1
	1
	1
	6
	4
	4
	16
	32
	32
	variable
	16

	Element ID
	Length
	Handshake Control
	MA-ID
	Selected AKM Suite
	Selected Pairwise Cipher Suite
	Chosen PMK
	Local Nonce
	Peer Nonce
	Optional Parameters
	MIC


Figure s58—MSA information element [MSAIE]

The Element ID is set to the value given in Table 26 for this information element.  The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The Handshake Control field contains two subfields as shown in Figure s59.

	B0
	B1      B7

	Request Authentication
	Reserved

	Bits:  1
	7


Figure s59—Handshake Control field

The “Request Authentication” subfield is set to 1 to indicate an MP requests authentication during the Initial MSA Authentication procedure.  The “Request Authentication” subfield is set to 0, when the “Selected AKM Suite” subfield is set to “MSA Abbreviated Handshake”.
The MA-ID field contains the MA’s identity, which is used by the supplicant MP for deriving the PMK-MA.  It is encoded following the conventions from 7.1.1.

The Selected AKM Suite field contains an AKM suite selector, as defined in 7.3.2.25.2, indicating the authentication type and key management type to be used to secure the link.

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.
The Chosen PMK field contains a PMKID indicating the name of the PMK-MA to be used to secure the link.

The Local Nonce field contains a nonce value chosen by the MP that is sending the information element.  It is encoded following the conventions from 7.1.1.

The Peer Nonce field contains a nonce value that was chosen by the peer MP or candidate peer MP to which the information element is being sent. It is encoded following the conventions from 7.1.1.

The format of the optional parameters is shown in Figure s60.

	Octets: 1
	1
	Variable

	Sub-element ID
	Length
	Data

	Figure s60—Optional parameters field


The Sub-element ID is one of the values from Table s6.

	· Sub-element IDs

	Value
	Contents of data field
	Length

	0
	Reserved
	

	1
	MKD-ID
	6

	2
	EAP Transport List
	Variable

	3
	PMK-MKDName
	16

	4
	MKD-NAS-ID
	16

	5
	GTK
	Variable

	36-255
	Reserved
	


MKD-ID indicates the MKD that the supplicant MP may contact to initiate the mesh key holder security handshake.

EAP Transport List contains a series of transport type selectors that indicate the EAP transport mechanism.  A transport type selector has the format shown in Figure s66.

	Octets: 3
	1

	OUI
	Transport Type

	· Transport type selector format


The order of the organizationally unique identifier (OUI) field follows the ordering convention for MAC addresses from 7.1.1.  The transport types defined by this standard are provided in Table s7.

	· Transport types

	OUI
	Transport Type
	Meaning

	00-0F-AC
	0
	None specified

	00-0F-AC
	1
	EAP Transport mechanism as defined in 11A.2.5 

	00-0F-AC
	2-255
	Reserved

	Vendor OUI
	Any
	Vendor specific

	Other
	Any
	Reserved


The transport type 00-0F-AC:1 is the default transport type selector value.

PMK-MKDName contains an identifier of a PMK-MKD as defined in 8.8.4.
MKD-NAS-ID contains the identity of the MKD that facilitates authentication, and that will be bound into the first-level keys PMK-MKD and MKDK.
The GTK sub-element contains a KDE containing the bit string of {local Nonce || GTK}, and the entire bit string is encrypted using the NIST AES Key Wrap algorithm as specified in IETF RFC 3394. The KDE is defined in Figures 143 and 144 of 8.5.2.

Modify clause 10.3.32.1 as indicated below:

The following primitives report the link status to the mesh entity as the result of peer link management,.

10.3.32.1 MLME-SignalPeerLinkStatus.indication

10.3.32.1.1 Function

This primitive indicates that the mesh entity has finishes the link management procedure with a specified peer mesh entity and reports the status of the link. 

10.3.32.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SignalPeerLinkStatus.indication(

localLinkID,

StatusCode,

KeyInfo

)

	Name
	Type
	Valid range
	Description

	localLinkID
	Integer
	1—216-1
	Specifies the integer generated by the local mesh entity to identify this link instance 

	StatusCode
	Enumeration
	MESH-LINK-ESTABLISHED,

MESH-LINK-CLOSED, MESH-LINK-MAX-RETRIES, MESH-LINK-NO-PMK, MESH-LINK-ALT-PMK
	Indicates the resultstatus of the peer link establishment procedure

	KeyInfo
	Integer
	0—216-1
	Specifies the PMKID of the alternative PMK-MA chosen by the candidate peer MP, if the StatusCode value is “MESH-LINK-ALT-PMK”. Otherwise, set to 0.


10.3.32.1.2 When generated

This primitive is generated when the mesh entity finishes the peer link management procedure, either when the peer link is established, or when it is closed.

10.3.32.1.3 Effect of receipt

This primitive enables the mesh entity to handle the link instance status.
Replace the first 4 paragraphs in 11A.4.1.5 as following:

11A.4.1.5 MSA authentication

Pre-RSNA authentication shall not be supported for mesh link establishment.

The MSA Authentication mechanism permits an MP to establish a secure link with a peer MP. The MSA authentication mechanism may be the Initial MSA Authentication that comprise the basic peer link establishment, the authentication of an MP (such as through the use of 802.1X authentication) and the establishment of its mesh key hierarchy, and the MSA 4-way handshake, or be the Abbreviated MSA Authentication when an established pairwise master key exists for the two MPs. The Initial MSA Authentication is required, for example, when an MP establishes its first peer link within an MKD domain. On the establishment of subsequent links within the MKD domain, an MP may execute the Abbreviated MSA Authentication mechanism to utilize the established mesh key hierarchies.
Initial MSA Authentication is described in 11A.4.2.2.5. When Initial MSA Authentication occurs, and IEEE 802.1X is selected, 8.4.5 specifies the authentication procedure. If pre-shared keys (PSKs) are selected instead, then the key hierarchy is derived from the PSK.

The Initial MSA Authentication mechanism includes an MSA 4-Way Handshake, as specified in 11A.4.2.2.6, which establishes a PTK, and allows each MP to provide its GTK to the peer MP. 
The Initial MSA Authentication is shown in Figure s89, with procedures specified in 11A.4.2.2. The Abbreviated MSA Authentication is specified in 11A.4.2.3.
After the MSA Authentication completes, either MP may initiate a Group Key Handshake (see 8.5.4) at any time during the link’s lifetime, to update its GTK.
Add text after 11A.4.2.2 with the following, renumbering subsequent clauses, Figures and Tables as appropriate:

11A.4.2.3 Abbreviated MSA Authentication
11A.4.2.3.1 Overview

The Abbreviated MSA Authentication protocol, also called the Abbreviated Handshake, establishes an authenticated peer link and session keys between the MPs, under the assumption that a PMK-MA is already established before the initiation of the protocol. The PMK-MA is shared between two MPs in two cases. In case one, the two MPs have directly authenticated with each other, thus a PMK-MA was established for the two MPs. In case two, one MP receives the other MP’s PMK-MA from the MKD.

An MP may initiate the Abbreviated Handshake when the MP expects that there is at least one PMK-MA shared between itself and the candidate peer MP and the MP supports the Abbreviated Handshake.

The Abbreviated Handshake uses action frames defined for peer link management protocol. In addition to the basic information defined by Peer Link Management protocol, the Abbreviated Handshake functions are accomplished through exchanging RSN information elements and MSA information elements. In the MSA information element, the Selected AKM Suite shall be set to ”MSA Abbreviated Handshake” to specify that the Abbreviated Handshake is enabled. And the Request Authentication subfield in the Handshake Control field shall be set to 0 to specify that the external authentication protocol is not requested. 
The major supported Abbreviated Handshake functions are PMK Negotiation, Security Capability Negotiation, and Key Management. 

· The PMK Negotiation function selects the PMK-MA used for the Abbreviated Handshake. The Abbreviated Handshake fails if the PMK Negotiation function fails to select the PMK-MA. If the PMK Negotiaton function identifies a different PMK-MA from the one proposed, the MPs may execute a new instance of abbreviated handshake with updated PMK-MA parameter or execute the MSA authentication mechanism with initial MSA authentication procedure to obtain a new PMK-SA. 

· The Security Capability Negotiation function agrees on the security parameters used for the security association, including the pairwise cipher suite, AKM suite, group cipher suite, and other related parameters. 

· The Key Management function derives key encryption, key confirmation, and temporal keys for the authenticated peer link and distributes both MPs’ GTKs and IGTKs to each other. 
During the abbreviated handshake, the MPs generate nonces and transmit them via peer link management action frames. The secure link instance is identified as
 Link Instance Identifier = <max(localMAC, peerMAC), 
min(localMAC, peerMAC), 

max(localNonce||localLinkID, peerNonce||peerLinkID), 

min(localNonce||localLinkID, peerNonce||peerLinkID)>. 
The MP shall randomly generate a value for localNonce, as specified in 8.5.7. It receives the other random number, peerNonce, from the candidate peer MP. The localNonce is random with respect to the MP. The MP selects the localNonce randomly to provide protection against replays of Peer Link Management action frames using the same PMK-MA. The peerNonce shall be supplied by the peer or MP in Peer Link Management action frames. 
11A.4.2.3.2 Abbreviated Handshake Initiation
The MP may initiate the Abbreviated Handshake only when the following four conditions are satisified:

1. the peer link security is required in the mesh, 

2. the MP has already joined the mesh, 

3. the candidate peer MP is believed to be an MP also, and

4. the MP does not require further authentication at this time, i.e., it may already possesse a PMK-MA for the candidate peer MP.
When initiating the Abbreviated Handshake, the IEEE 802 SME shall generate a new Abbreviated Handshake Finite State Machine (specified in 11A.4.2.3.10) to handle the instance of the Abbreviated Handshake. The link instance identifier shall be used to identify the state machine.
11A.4.2.3.3 Responding to Abbreviated Handshake Initiation

The MP may respond to a request of the Abbreviated Handshake initiation only when the following five conditions are satisfied:

1. the peer link security is required in the mesh, 

2. the MP has already joined the mesh, 

3. the candidate peer MP is believed to be an MP also, 

4. the MP does not require further authentication at this time, i.e., it already possesses a PMK-MA for the candidate peer MP,

5. the IEEE 802 SME has generated an Abbreviated Handshake FSM, which is in the LISTEN state.

The IEEE 802 SME may generate an Abbreviated Handshake FSM when the resource and configured policy (e.g., the configured peer capacity) permit. The IEEE 802 SME shall always keep an extra unused FSM available for potential incoming requests (if the peer capacity has not been reached) or needs to handle failure cases. The IEEE 802 SME shall not respond to a new Abbreviated Handshake initiation request if the resource cannot accommodate a new Abbreviated Handshake FSM or the MP has reached the configured peer capacity.
11A.4.2.3.4 PMK Negotiation

The MPs negotiate the PMK-MA for the instance of the Abbreviated Handshake using the Peer Link Open, Peer Link Confirm, and Peer Link Close frames. Each MP shall announce the supported PMK-MAs for the instance and make a default choice in the Peer Link Open frame and make decision on the PMK-MA upon receiving a Peer Link Management frame from the candidate peer MP. If the PMK negotiation succeeds and a Peer Link Management frame is sent to the candidate peer MP, the negotiated PMK-MA shall be sent in the MSA information element.

Each MP shall announce the supported PMK-MAs in the PMKID List field of the RSN information element. The announced PMK-MAs are supported by the MP for the peer link instance with the candidate peer MP. It may be the PMK-MA derived from the direct authentication with the candidate peer MP, when either the MP or the candidate peer MP is the supplicant. The PMK-MAs may also be received from the MKD. 

The PMK-MAs announced in the PMKID List are ordered by their expiry time, with the key expiring furthest in the future most preferred and soonest least preferred; keys expiring at the same time are ordered lexicographically by their PMK-MANames from the smallest to greatest. 

The PMK negotiation procedure starts when the MP has not selected the PMK successfully and is initiating or responding to an Abbreviation Handshake instance. When sending the Peer Link Open frame, the Chosen PMK field in the MSA information element shall be set to the PMK-MANmae of the first key in the announced PMKID list. When responding, upon successful PMK selection, the Chosen PMK field shall also be set to the PMK-MAName of the decided PMK-MA.

When the MP receives a Peer Link Open frame from the candidate peer MP, if the MP has not initiated the Abbreviated Handshake, the PMK selected in response to a received Peer Link Open frame succeeds if the MP also supports the PMK-MA chosen by the candidate peer MP. If the MP does not support the selected PMK-MA, then the MP shall discard the received action frame and the NOKEY_RJCT event shall be triggered and the IEEE 802 SME shall be notified by this event.

When the MP that initiated the Abbreviated Handshake receives a Peer Link Open frame or a Peer Link Confirm from the candidate peer MP, the MP shall verify that the chosen PMK-MA matches the MP’s choice. If it matches, the PMK-MA for the authenticated peer link is decided. If it does not match, then the MP shall compare the two PMKID lists announced by the two MPs, but the received action frame shall be discarded.

· If the lists do no overlap, the PMK-MA selection procedure fails. The MP shall discard the Peer Link Management frame as a forgery. A NOKEY_RJCT event shall be triggered and the IEEE 802 SME shall be notified by this event with the status code “MESH-LINK-NO-KEY”. Furthermore, the MP may

a. contact the MKD in an attempt to acquire one of the PMK-MAs listed by the peer, or

b. may initiate a new, unprotected Peer Link Management state machine with the candidate peer, with the purpose of (re)authenticating and thereby acquiring a new shared PMK-MA. 

· If the two lists overlap, then the MP selects the first element from the intersection list of the two announced list. 

· If the selected PMK-MA is different from that the MP used to initiate its own Peer Link Open frame, the NOKEY_RJCT event shall be triggered and the IEEE 802 SME shall be notified by this event with the status code “MESH-LINK-ALT-KEY” and the selected PMK. The MP may initiate a new Abbreviated Handshake finite state machine utilizing this selected PMK.

· If the selected PMK-MA is the same as chosen by the MP initially, the OPN_IGNR event or the CNF_IGNR event shall be triggered. 
Once the PMK-MA is selected, the KEK and KCK are derived according to 11A.4.2.3.6. The MP shall also verify the MIC subfield carried in the MSA information element of the Peer Link Open frame or Peer Link Confirm frame to prove that the candidate peer MP has the correct possession of the selected PMK-MA. 

If the MIC field verification succeeds, the MP accepts the successful PMK negotiation. The further Peer Link Management processing shall be performed according to 11A.4.2.3.9. If as the result, a Peer Link Confirm or a Peer Link Close frame is sent, the Chosen PMK field in the MSA information element shall be set to the PMK-MAName of the negotiated PMK-MA.

If the MIC field verification fails, the PMK-MA negotiation fails, and further actions are taken according to the Abbreviated Handshake finite state machine specified in 11A.4.2.3.10.

When the NOKEY_RJCT event is triggered, the MP fails to select a shared PMK-MA with the candidate peer MP given the choices they have. The finite state machine for the current instance shall be terminated. Furthermore, the MP may

a) initiate an unauthenticated peer link management FSM, with the aim of authenticating, or
b) contact the MKD in an attempt to acquire the PMK-MA suggested from the PMK negotiation procedure, or
c) initiate a new instance of Abbreviated Handshake with another cached PMK-MA suggested from the result of the PMK negotiation procedure.
When the MP receives a Peer Link Close frame, the PMK selection succeeds if the PMK-MA chosen by the candidate peer MP matches the MP’s initial choice which was sent in a Peer Link Open frame earlier and the MIC field verification succeeds. Otherwise, the received action frame shall be silently discarded with the event CLS_IGNR shall be triggered. 

11A.4.2.3.5 Security Capabilities Negotiation
The MPs achieve the security capability negotiation using RSN information elements and MSA information elements in the Peer Link Open and Peer Link Confirm action frames

The MP shall set the AKM field in RSN information element to the value “MSA Abbreviated Handshake” when initiating the Abbreviated Handshake. The negotiation succeeds when both MPs choose the “MSA Abbreviated Handshake” as the authenticated key management suite. Otherwise, the reason code “Invalid AKMP” shall be generated and corresponding actions shall be taken according to finite state machine specified in 11A.4.2.3.10.

If the negotiated pairwise cipher suite has not been decided, MPs negotiate the pairwise cipher suite using the following procedure in four phases:

d) The MP shall announce the list of pairwise cipher suite it supports using an ordered list in the RSN information element in the Peer Link Open frame. The first value in the list is the most preferred cipher suite by the MP, and last value the least preferred.

e) If the MP receives a Peer Link Open or a Peer Link Confirm frame from the candidate peer MP, the MP shall independently make decision on the chosen pairwise cipher suite based on intersect of its own ordered list and the received ordered list. 

1) If the intersect is empty, the pairwise cipher suite negotiation fails and failure code  “Cipher suite rejected because of the security policy” shall be generated and corresponding actions shall be taken according to 11A.4.2.3.10.

2) If the intersect is not empty and contains more than one value, the chosen cipher suite shall be decided as the one preferred by the “selector MP” (see 11A.4.1). If the received action frame is a Peer Link Confirm frame, the MP shall proceed to phase c), otherwise proceed to phase d).

f) If the value of the “Selected Pairwise Cipher Suite” subfield in the received Peer Link Confirm frame does not match the chosen pairwise cipher suite as the result of phase b), the negotiation fails and the reason code “Cipher suite rejected because of the security policy” shall be generated. Otherwise, the pairwise cipher suite negotiation succeeds, and the MP shall proceed to phase d). 

g) Upon the successful pairwise cipher suite negotiation, when generating the Peer Link Confirm frame, the MP shall set the Selected Pairwise Cipher Suite value to confirm the choice.

The MPs shall announce the group cipher suite used for its own broadcast protection in the Peer Link Open action frame. The MP shall verify whether it supports the group cipher suite announced by the candidate peer MP. If the cipher suite is supported, the negotiation succeeds. If a Peer Link Confirm frame is sent out after successful processing of other fields of the received frame, the received GTK shall be confirmed in MSA information element. Otherwise, the negotiation fails and the reason code “Invalid group cipher” shall be reported. 

11A.4.2.3.6 Keys and Key Derivation Algorithm

 To execute the Abbreviated Handshake, the MP shall derive the keys, including a key encryption key (KEK), a key confirmation key (KCK), and a temporal key (TK) using the chosen PMK-MA. 

The KEK and KCK are derived statically from the chosen PMK-MA. The TK is derived based on dynamic information provided by localNonce and peerNonce. Figure A illustrates the key derivation algorithm for Abbreviated Handshake protocol. 


[image: image1]
KCK and KEK are mutually derived by the local MP and the peer MP. The following details the key derivation:

· The KEK and KCK shall be derived from the PMK-MA by 

KEK || KCK ( PRF-256(PMK-MA, “KCK KEK Derivation”, 0512 || Selected AKM Suite || Max(localMAC, peerMAC) || Min(localMAC, peerMAC))
The Min and Max operations for IEEE 802 addresses are with the address converted to a positive integer, treating the first transmitted octet as the most significant octet of the integer as specified in 8.5.1.2.

The Selected AKM Suite is set to the value of “MSA Abbreviated Handshake”.

NOTE—The local MP and peer MP normally derive a KCK and KEK only once per PMK-MA. The local MP or peer MP shall derive a new KCK and a new KEK once a new PMK-MA has been decided. 

· The KCK shall be computes as the first 128 bits (bits 0—127) of the resulting string:

KCK ( L(KEK||KCK, 0, 128)

The KCK is used to provide data origin authenticity in the Abbreviated Handshake and the Group Key Handshake messages.

· The KEK shall be computed as the second 128 bits (bits 128-255) of the resulting string:

KEK ( L(KEK||KCK, 128, 128)

The KEK is used to provide data confidentiality in the Abbreviated Handshake and the Group Key Handshake messages.

· The termporal key (TK) shall be derived from the PMK-MA by 

TK ( PRF-X(PMK-MA , “Temporal Key Derivation”, Max(localNonce, peerNonce) || Min(localNonce, peerNonce) || Selected AKM Suite || Max(localMAC, peerMAC) || Min(localMAC, peerMAC))
CCMP uses X = 128. The Min and Max operations for IEEE 802 addresses are with the address converted to a positive integer treating the first transmitted octet as the most significant octet of the integer as specified in 8.5.1.2. The Min and Max operations for nonces are with the nonces treated as positive integers converted as specified in 7.1.1.

The Selected AKM Suite is set to the value of “MSA Abbreviated Handshake”.

NOTE—The local MP and peer MP normally derive a TK only once per link instance. The local MP or peer MP may use the Abbreviated MSA Handshake to derive a new TK. Both the local MP and peer MP create a new nonce value for each Abbreviated MSA Handshake instance.

· The TK is referenced and named as follows:
TKName = PRF-128(PMK-MAName, “TK Name”, Max(localNonce, peerNonce) || Min(localNonce, peerNonce) || Selected AKM Suite || Max(localMAC, peerMAC) || Min(localMAC, peerMAC))
PMK-MAName is the identifier of the chosen PMK-MA.

11A.4.2.3.7 GTK Distribution

The MP shall distribute the GTK to the peer MP using the Peer Link Open frame during the Abbreviated Handshake. The GTK field shall contain the encrypted key data. AES key wrap, defined in IETF RFC 3394, shall be used to encrypt the GTK field using the KEK derived from the PMK-MA. The data to be encrypted shall be the bit string: GTK || localNonce || peerMAC. The key wrap default initial value shall be used.

The receiver of the encrypted GTK shall unwrap the GTK using the default initial value and the same KEK, as defined in IETF RFC 3394. The MP shall verify that the bit 256 to bit 383 of the resulting string matches the sender’s localNonce and the bit 384 to bit 639 of the resulting string matches the receiver's MAC address as sent in the Peer Link Open frame. The MP shall extract the GTK value by removing the bits of the localNonce and the peerMAC from the resulting bit string of the key unwrapping operation. 

If the key unwrapping operation fails or the concatenated values do not match, the GTK distribution fails, the reason code “MESH-Invalid-GTK” shall be generated and the corresponding actions shall be taken according finite state machine specified in 11A.4.2.3.10. 

The successful key unwrapping is confirmed by sending the same wrapped GTK back to the sender via a Peer Link Confirm frame.

11A.4.2.3.8 MIC Computation

The MIC computation can only be done after chosen a PMK-MA. For Peer Link Open and Peer Link Confirm frames, the MIC is computed using the derived KCK from the chosen PMK-MA. For Peer Link Close frames, the MIC is computed using the derived TK from the chosen PMK-MA. 

The AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) shall be used to compute the MIC value, over the content of the Peer Link Management frames used for Abbreviated Handshake. The contents protected by the MIC are specified as the following list in the specified order:

· Sender’s MAC address

· Receiver’s MAC address

· All contents in the frame, except the MIC field
11A.4.2.3.9 Peer Link Management Action frames for Abbreviated Handshake
The Abbreviated Handshake specific processing operations shall be performed first once a Peer Link Management action frame is received. These operations include processing RSN information elements and MSA information elements for matching nonces, PMK usage negotiation, security capability negotiation, GTK wrapping and unwrapping, and message integrity code verification. If these operations succeed, other basic processing operations (as specified in 11A.1.5.2) shall be performed. If the Abbreviated Handshake specific operations fail, the corresponding reason code and finite state machine events shall be generated.
11A.4.2.3.9.1 Process Peer Link Close action frames

Upon receiving a Peer Link Close action frame with an MSA element, the Chosen PMK, Local Nonce, Peer Nonce, and MIC fields shall be verified. The PMK usage negotiation process shall be performed if the shared PMK-MA for the instance of the authenticated peer link has not been negotiated.

The CLS_IGNR event shall be triggered if 

· PMK usage negotiation fails, or
· chosen PMK does not match the negotiated PMK-MA, or

· the MIC verification fails, or 

· the Peer Link Close action frame contains a mismatched value or an incomplete nonce value. 

The MIC verification failure happens if

· the MIC field is missing, or

· the computed MIC using the KCK derived from the negotiated PMK-MA does not match the value of the MIC field in the MSA information element.

A received nonce value is a mismatch if:

· the locally recorded peerNonce exists and it does not match the value in the Local Nonce field in the action frame, or

The received nonce values are incomplete if either of the value of the Peer Nonce field or the Local Nonce field is zero.

In other cases, the MP shall proceed to basic action frame processing of the Peer Link Close frame as specified in 11A.2.2.2.

11A.4.2.3.9.2 Processing Peer Link Open action frames

The MP shall first verify the AKM Suite field in the RSN information element. If the field is not set to the value “MSA Abbreviated Handshake” and the MP has initiated the Abbreviated Handshake, the OPN_IGNR event shall be triggered with the reason code “Invalid AKMP”. The action frame shall be discarded.

If above case is not true and the shared PMK-MA has not been negotiated, the PMK usage negotiation shall be performed, as specified in 11A.4.2.3.4. If the negotiation fails, the received action frame shall be discarded and corresponding event and reason code or status code shall be triggered. If the PMK usage negotiation succeeds, and the following operations shall be performed:

· The MIC checked. The OPN_IGNR event shall be triggered and the action frame shall be discarded if the MIC verification fails.

· The nonce checked against the receiving instance. The nonce value is a mismatch, if the MP has local information of peerNonce and the value does not match the value in the Local Nonce field of the Peer Link Open action frame. The OPN_IGNR event shall be triggered if the Peer Link Open frame contains a mismatched nonce value. 

· The OPN_RJCT event shall be triggered if 

· the security capability negotiation fails (see 11A.4.2.3.5), or

· the received Pairwise Cipher Suite List does not contain the negotiated pairwsie cipher suite, or

· the received Pairwise Cippher Suite List is not the same as previously received from a Peer Link Open frame or a Peer link Confirm frame for the same instance.

· The received PMKID list does not contain the negotiated PMK-MA, or

· The received PMKID list is not the same as previously received from a Peer Link Open frame or a Peer Link Confirm frame for the same instance.

· If none of the above cases is true, the MP shall proceed to perform key unwrapping operation to extract the peer MP’s GTK value, as specified in 11A.4.2.3.7. If this operation fails, the OPN_RJCT event shall be triggered with the reason code “MESH-INCONSISTENT-PARAMETERS”.

If all above operations succeeds, the MP shall proceed to process the Peer Link Open frame on basic parameters as specified in 11A.2.2.1 and 11A.2.2.3.

11A.4.2.3.9.3 Process Peer Link Confirm action frames

The MP shall first perform PMK usage negotiation process if the PMK-MA with the candidate peer MP has not been negotiated. The CNF_IGNR event shall be triggered if the PMK usage negotiation fails. 

If the above case is not true, the following operations shall be performed:

· The MIC checked. The CNF_IGNR event shall be triggered and the action frame shall be discarded if the MIC verification fails.

· The nonces checked against the receiving instance. The nonce value in the action frame is a mismatch if: the value in the Peer Nonce field does not match the local state of localNonce or the value in the Local Nonce field does not match the local state of peerNonce, excluding the case that the peerNonce value is unknown. The CNF_IGNR event shall be triggered if the Peer Link Confirm frame contains a mismatched nonce value. 

· Chosen Pairwise Cipher Suite checked. If the security capability negotiation has been done and the received Chosen Pairwise Cipher Suite value is not the same as the negotiated value, the CNF_RJCT event shall be triggered with the reason code “Invalid pairwise cipher”.

· Pairwise Cipher Suilte List checked. If the security capability negotiation has been done and the received Pairwise Cipher Suite List is not the same as the list received earlier in a Peer Link Open frame or a Peer Link Confirm frame,  the CNF_RJCT event shall be triggered with the reason code “MESH-INCONSISTENT-PARAMETERS”.

· If the security capability negotiation has not been done and the received Chosen Pairwise Cipher Suite is not supported by the MP, the CNF_RJCT event shall be triggered with the reason code “Cipher suite rejected because of the security policy”.

· The CNF_RJCT event shall be triggered with the reason code “MESH-INCONSISTENT-PARAMETERS” if the PMK negotiation has been done but the received PMKID List or the Chosen PMK field is not the same as the value received earlier in a Peer Link Management frame for the instance.

If none of the above cases is true, the MP shall proceed to process the Peer Link Confirm action frame on basic parameters as specified in 11A.2.2.1 and 11A.2.2.4.

11A.4.2.3.10 Finite State Machine
11A.4.2.3.10.1 Overview

The finite state machine for Abbreviated Handshake supports all the states, events, and actions defined for the finite state machine for the Peer Link Management protocol. New events, actions, and state transitions are added to specify the security functions for Abbreviated Handshake.  

When a finite state machine is generated for an Abbreviated Handshake instance, the localNonce shall be generated and used together with a new localLinkID to identify the instance.

11A.2.3.3.8.2 New Events and Actions

All events for rejecting or ignoring received action frames shall report the corresponding reason code related to Abbreviated Handshake functions.

In addition, there are two new events.

NOKEY_RJCT – This event refers to the failure of PMK negotiation. The trigger of this event is accompanied with a status code. Either the two MPs do not share a valid PMK-MA for Abbreviated Handshake (“MESH-LINK-NO-KEY”), or the chosen PMK-MA by the MP is not a shared PMK-MA by the two MPs. The received Peer Link Management frame shall be discarded. Thus the link instance shall be closed. However, the MP shall not send a Peer Link Close frame as the result of this event.

TOR3 – This event refers to Timeout(localLinkID, retryTimer), the dot11MESHMAXRetries has been reached, with the Abbreviated Handshake enabled. The link instance shall be closed when TOR3 occurs. Since the PMK negotiation never occurs, the MP shall not send Peer Link Close frame. 

The actions of sending peer link management frames are updated as the following. 

sndOPN – When generating a Peer Link Open frame, in addition to the content by the Peer Link Managemenet protocol, the RSN information element and MSA information element shall be sent for PMK usage negotiation, security capability negotiation, and group key distribution. 11A.4.2.3.5, 11A.4.2.3.6, and 11A.4.2.3.7 specify the content of the fields for each of the functions respectively. Note that the MIC is computed using the KCK derived from the chosen PMK-MA over the content of the Peer Link Open action frame.

sndCNF – When generating a Peer Link Confirm action frame, in addition to the content by the Peer Link Management protocol, the MSA information element and RSN information element shall be sent for PMK usage negotiation and security capability negotiation. 11A.4.2.3.4 and 11A.4.2.3.5 specify the content of the fields for each of the functions respectively. Note that the MIC shall be computed using the KCK derived from the negotiated PMK-MA over the content of the Peer Link Confirm action frame.

sndClose – When generating a Peer Link Close action frame, in addition to the content by the Peer Link Management protocol, the MSA information element shall be sent with the following content:

· Local Nonce field shall be set by the value of the localNonce generated for the instance.
· Peer Nonce field may be set by the value of the peerNonce received from the candidate peer MP or peer MP.

· Chosen PMK field shall be set by the PMK-MAName of the negotiated PMK-MA or the chosen PMK-MA if the PMK usage negotiation has not been performed.

· MIC field shall contain the computed MIC using the TK derived for the link instance over the content of the Peer Link Close frame. 

11A.2.2.3.8.3 State transitions

All state transitions specified in Peer Link Management finite state machine shall be used for Abbreviated Handshake finite state machine.

In LISTEN state, the following are the additional state transitions and performed actions 

· The NOKEY_RJCT event shall be ignored

· When OPN_IGNR event occurs with the status code MESH-LINK-ALT-PMK, the status code and the candidate peer MP’s choice of the PMK-MA for the instance shall be reported to IEEE 802 SME via MLME-SignalLinkStatus.indication primitive.

In OPN_SNT state, the following are additional state transitions and transitions

· When NOKEY_RJCT event occurs, the MLME-SignalLinkStatus.indication primitive shall be used to inform the IEEE 802 SME the failure of establishing the authenticated peer link with the status code MESH-LINK-NO-PMK. The received Peer Link Open frame shall be discarded. The retryTimer is cleared and the finite state machine transitions to LISTEN state.

· When OPN_IGNR event occurs with the status code MESH-LINK-ALT-PMK, the status code and the candidate peer MP’s choice of the PMK-MA for the instance shall be reported to IEEE 802 SME via MLME-SignalLinkStatus.indication primitive.

· When TOR3 event occurs, the MLME-SignalLinkStatus.indication primitive shall be used to inform the IEEE 802 SME the failure of establishing the peer link with the status code “MESH-LINK-MAX-RETIES”.

In OPN_RCVD state, the following is the additional action

· When CNF_ACPT event occurs, in addition to the actions for Peer Link Management protocol, the MLME-installKey.request primitive shall be called to install the established temporal key and received GTK from the peer MP.

In CNF_RCVD state, the following is the additional action

· When CNF_ACPT event occurs, in addition to the actions for Peer Link Management protocol, the MLME-installKey.request primitive shall be called to install the established temporal key and received GTK from the peer MP.

Table A and Figure A specify the state transitions of the finite state machine for Abbreviated Handshake. The text in red highlights the additional new state transitions for Abbreviated Handshake, compared with Peer Link Mangaement finite state machine for basic peer links.
Table A:  Abbreviated Handshake Finite State Machine
	
	To State

	
	IDLE
	LISTEN
	OPN_SNT
	CNF_RCVD
	OPN_RCVD
	ESTAB
	HOLDING

	From State
	IDLE
	
	PASOPN/ --
	ACTOPN/ (sndOPN, setR)
	
	
	
	

	
	LISTEN
	CNCL / --
	
	ACTOPN/ (sndOPN, setR)
	
	OPN_ACPT/ (sndOPN, sndCNF, setR)
	
	

	
	OPN_SNT
	
	NOKEY_RJCT, TOR3 / clR
	TOR1/ (sndOPN, setR)
	CNF_ACPT/ (clR, setC)
	OPN_ACPT/ (sndCNF)
	
	CLS_ACPT, OPN_RJCT, CNF_RJCT, TOR2, CNCL/ (sndCLS, clR, setH)

	
	CNF_RCVD
	
	
	
	CNF_ACPT / --
	
	OPN_ACPT / (clC, sndCNF)
	CLS_ACPT, OPN_RJCT, CNF_RJCT, CNCL/ (sndCLS, clC, setH)

TOC / (sndCLS, setH)

	
	OPN_RCVD
	
	
	
	
	TOR1 / (sndOPN, setR)
	CNF_ACPT / clR
	CLS_ACPT, OPN_RJCT, CNF_RJCT,TOR2, CNCL/ (sndCLS, clR, setH)

	
	ESTAB
	
	
	
	
	
	OPN_ACPT / sndCNF
	CLS_ACPT, OPN_RJCT, CNF_RJCT,CNCL/ (sndCLS, setH)

	
	HOLDING
	TOH, CLS_ACPT / --
	
	
	
	
	
	OPN_ACPT / sndCLS
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Figure s2 Finite State Machine of Peer Link Management Protocol
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Abstract


This submission proposes an MSA Abbreviated Handshake protocol that establishes an authenticated peer link efficiently when cached PMK exists between two MPs. With the proposed text, this submission intends to resolve LB93 comments CIDs 735, 1057, 4763, 4764, and partially resolves CID 4761. 
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