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From: Stuart J. Kerry (stuart@ok-brit.com), Chair IEEE 802.11 Working Group

To: Roger Hixson (rhixson@nena.org) and Nate Wilcox (nwilcox@microdatagis.com)
Title: Response to NENA Liaison Request for Review of “Functional and Interface Standards for Next Generation 9-1-1 Version 1.0 (i3)” framework document.
Purpose: To provide IEEE 802.11 review comments on the “Functional and Interface Standards for Next Generation 9-1-1 Version 1.0 (i3)” framework document.
Dear Roger and Nate,
Thank you for your request (dated 15th December 2006) for IEEE 802 to review the NENA “Functional and Interface Standards for Next Generation 9-1-1 Version 1.0 (i3)” framework document“.  On behalf of IEEE 802.11, I would like to respond to your initial request.
The IEEE802.11 Working Group (WG) has reviewed the NENA (Stage 2) draft document, “Functional and Interface Specification for Next Generation 9-1-1 Version 1.0 (i3)”.  I have taken note of the i3 approach to bring implementation of emergency services in North America to be in alignment with the maturing IP communication environment (ESInets).

As requested by NENA, the IEEE 802.11 WG studied the i3 document bearing in mind the objective to look for areas where the i3 approach might be fundamentally in conflict with that of IEEE 802.11.
However, before I summarise the IEEE 802.11 WG findings, it is important for me to initially emphasize the fact that the IEEE 802.11 charter is only up to the link layer (layer 2) and no higher.  IEEE 802.11 WG believes that facilitation of emergency services is a multi-layer concern, and hence can only provide a part of the overall solution.  Having said that, I do realise that in order to ensure successful implementation of end-to-end services, the IEEE 802.11 standard development efforts ought to anticipate the needs of higher layers and provide the appropriate ‘hooks’ whenever and wherever possible.
There are currently three IEEE 802.11 task group efforts that relate to emergency services and might be impacted by or have influence on i3.  Consequently I would like to summarise these efforts as background information to this liaison.

1)
IEEE 802.11u “Interworking with External Networks”.

This amendment, to the IEEE 802.11 base standard, gives a good description of the approach to support the emergency calls.  It provides for Expedited Bandwidth Requests to enable the networks to prioritize E911 calls above any other types; authenticates a client that only has public security credentials; and offers a special mechanism for open authentication (e.g. no credentials at all) in support of an E911 user that needs this type of access.

2)
IEEE 802.11v “Wireless Network Management”.

The latest version, of this delicately drafted amendment, contains many sections in support of E911 calls. For example:

· Presence Parameters Information Element, including E911 indication, requests, status, and pertinent location;

· Wireless Network Management Action Details cover frame formats for Presence request, response, configuration request, and configuration response,

· Presence Procedures for requests, response, configuration, and advertising. These features are based on output documents from the IETF GeoPriv working group for location format, geo-privacy, etc.
3)
IEEE 802.11k “Radio Resource Measurement”.

The latest draft document incorporates a Location Configuration Information Report mechanism to convey location of a caller in support of E911 calls.  This specification is based on RFC-3825 for Location Configuration Information.

It should be pointed out that in the above-mentioned specifications, wherever possible, the respective task groups have taken care to incorporate flexibility.  Thus depending on the support of a specific implementation of services vendors, providers, or even SDOs (relying on these specifications for their standardization work), they can accommodate more or less options to suit their needs.

There is one area, however, where, compared to the i3 approach, the IEEE 802.11 documents may be falling short.  It is with regard to the Location Information Server capability to provide “Location by Reference” (associated with access networks) that the i3 architecture is based on.  I would appreciate further guidance on this issue, so that we can strive to incorporate this feature into one of the draft amendments stated above.
Turning now to the i3 document itself, these are some of the specific comments from the IEEE 802.11 WG members:

General

The document assumes that operators will provide emergency services, but in addition calls will originate from other areas (e.g. hot spots).
Location

The i3 document assumes that location comes from DHCP.  This information is not available in the unauthenticated state of an IEEE 802.11 device (device), and may be of low resolution.  Tunnelling of network traffic may also cause this information to be completely inaccurate.

As mentioned above, the i3 document assumes that location by reference would have to be provided by IEEE 802.11; and consequently I gracefully request NENA to confirm this requirement.
It appears that LLDP-MED does not have sufficient spatial resolution, especially when compared to the IEEE 802.11v location methods.  Currently, LLDP-MED can only report the location of the access point (AP) to which a device is associated.  There have been reported cases where a device does not associate with the nearest AP, but rather with an AP across the street (as an example).  This raises the concern that this could lead to dispatching emergency services to the wrong location or in some corner cases, dispatching emergency services from the wrong administration/city, based on the PSAP’s operational area.  Furthermore, considering the larger scale IEEE 802 technologies (e.g. IEEE 802.16 and IEEE 802.22), reporting a device’s location as the location of the base transmitting station (BTS) may be a problem due to its very low resolution, where single cells may be as large as 60 km.
There are several other fundamental problems with LLDP-MED which makes it a less than optimal choice for location conveyance.  First of all, the current LLDP-MED protocol uses multicast operation.  Thus any device’s location would be transmitted to other devices as well, thus violating RFC-3619 (Geopriv).  It has been noticed that LLDP-MED currently has no request/response mechanism; therefore the endpoint device cannot ask the network to provide its location, nor is there a mechanism to convey a network-provided location of an endpoint device to another endpoint device.  LLDP-MED has no protocol support for location fidelity which facilitates reliable and more accurate location tracking.
Therefore IEEE 802.11’s preferred method of location determination and conveyance is per the draft IEEE 802.11v amendment, currently under development.  Using this method, wireless networks and endpoint devices can have a single location method for both emergency and non-emergency uses.  Moreover, the shortcomings described in the preceding paragraphs have been addressed.  It is felt that there is value in obtaining trusted location from infrastructure as opposed to directly from the device.
Security

The i3 document makes no mention of unauthenticated network access nor of using public user credentials.  It is anticipated that there will be a future requirement from NENA as present-day cellular systems provide emergency services to a subscriber without a valid SIM card installed in the handset (i.e. an unauthenticated subscriber).  This is a similar use case to that of the unauthenticated IEEE 802.11 user.
It is apparent that section 7 of the i3 document, requires the use of TLS to secure packet exchange.  Following IEEE 802.11 WG review, it is understood that that the TLS requirement only applies to backbone traffic, and not to endpoint devices.  Again, I would kindly ask for clarification of this particular requirement.

Application access

The i3 document states that an endpoint device must map the local emergency digit sequence (e.g. 880 115) into a URN.  Is this mapping provided natively by the endpoint device or does the IEEE 802.11 access network need to provide this mapping?  The i3 document envisions a standardised URN for emergency services.  Alas, this is out-of-scope for IEEE 802.11, since that would mandate that all IEEE 802.11 devices are SIP devices.
Finally, I must state that from the IEEE 802.11 standardisation activity point of view, the IEEE 802.11 WG must also strive to consider all international aspects of emergency services support.  In a similar manner to the IETF as mentioned in i3 section 3.1.3.3, IEEE 802.11 is not allowed to permit national variations in its standards.
I look forward to further interesting discussions on this issue, and would like to invite you to send feedback in time for the next IEEE 802.11 WG face-to-face meeting from July 15-20, 2007 in San Francisco, California, USA.  Additionally any members of NENA interested in attending our meetings are welcome to attend either this July 2007 meeting in San Francisco, or indeed the following meeting from September 16-21, 2007 in Waikoloa, Hawai’i, USA.
For your reference, IEEE P802.11-2007 is the current version of the IEEE 802.11 Standard.
Please contact Stuart J. Kerry, IEEE 802.11 Working Group chair, together with Stephen McCann, IEEE 802.11u chair with any questions.

Best Regards,

Stuart J. Kerry
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Abstract


The National Emergency Number Association (NENA) has requested that the IEEE 802.11 Working Group review and provide comments on the NENA “Functional and Interface Standards for Next Generation 9-1-1 Version 1.0 (i3)” framework document.





This document contains the liaison response to that request.
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