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Introduction

This proposal provides normative text related to supporting emergency calls in 802.11 networks.
The specific points in the proposal are:
· Change emergency realm to emergency NAI

· Add a new field for emergency EAP method associated to the NAI.

· Define a native GAS query to exchange the emergency NAI and EAP IE 

Editing Instructions
7.3.2.44 Default Emergency Services Realm Information Element

The Default Emergency Service Realm information element defined in Figure u14 provides a STA with information on which directly connected SSPN is configured as the default provider of emergency services for the BSS.  A STA using this field may be able to speed up the emergency call setup process when using the public credentials method.

	
	Element ID
	Length
	Realm

	Octets:
	1
	1
	variable


Figure u14—Default emergency services realm element description

The Length field shall be set to the length in octates of the Realm field.

The Realm field is a variable length field defined as the realm portion of the Network Access Identified (NAI) as defined in RFC 4282.

7.3.2.44 Emergency Services Public Credential Information Element

The Emergency Service Public Credential information element defined in Figure u14 provides a STA with information which public identifier to use to gain network access for emergency services along with the specific authentication type supported for that public identifier. 
	
	Element ID
	Length
	Emergency Authentication Type Control
	Emergency Authentication EAP Type
	Emergency Authentication Tunnelled Type (optional)
	Emergency Public Identifier

	Octets:
	1
	1
	1
	1
	1
	variable


Figure u14—Emergency Service Public Credential element description
The Length field shall be set to the length in octets of the Emergency Public Identifier field plus 3, if the Type control includes a tunnelled method or the length in octets of the Emergency Public Identifier field plus 2, if not.
Emergency Authentication EAP type is one of the EAP methods as supported by IANA [3]. If the Type control indicates the presence of a tunnelled type, then this field represents the outer EAP type.
The Emergency Authentication Type Control values are specified in Table u2. 
Table u2—Emergency Authentication Tunnelled Control Field Values
	Name
	Value

	Tunnelled Method not used
	0

	EAP based tunneling method 
	1

	PPP based tunneling method
	2

	Reserved
	3 – 255


If the Tunnelled Control field value is 0, the Emergency Authentication Tunnelled type field is not present. If the Tunnelled Control field value is 1, the tunnelled type value is set to one of EAP types [3] and lastly, if the Tunnelled Control field value is 2, the tunnelled type value is set to one of PPP authentication types [4] along with relevant outer EAP type value (e.g. EAP-TTLS)
The Emergency Public Identifier field is a variable length field of Network Access Identifier (NAI) format as defined in RFC 4282.

Insert a new Native Query Type in Table u2 in the following clause:
7.3.2.48 Native Query Information element

Table u2—Native Query Info ID definitions
	Info Name
	Info ID
	Native Info Element (clause)

	Capability List
	0
	7.3.2.50

	mSSID List
	1
	7.3.2.51

	Emergency Public Network Access Information 
	2
	7.3.2.52

	Reserved
	3 – 255
	


Insert the following new subclause, renumbering figures and tables as appropriate:
7.3.2.52 Native Info Emergency Networks List element

The Native Info Emergency Networks List element provides network information which provide emergency services.  This IE may be returned in response to a GAS Native Query Request.  The format of the Emergency Networks List element is provided in Figure u25.

	
	Info ID
(2)
	Length
	Status Code
	ESO capability
	SSID IE
(conditionally optional)
	Default Emergency Services Realm IE (optional)
	SSID IE
(conditionally optional)

	Octets:
	1
	2
	2
	1
	variable
	variable
	variable


Figure u25—Native Info Emergency Networks List element format

The Info ID field is equal to 2, which corresponds to the Emergency Networks List element per Table u2.

The Length field is the 2-octet length of the Emergency Networks List element and is the determined by the number and size of the following IEs.

The Status Code is a 2-octet field whose value is drawn from Table 23.

Each SSIDC IEs in the mSSID List provides information for one of the non-default SSIDs defined in the BSS.

The ESO capability is required in this list and its format is provided in Figure u26.  The ESO bit (bit 0) is defined in clause 7.3.2.36.

The SSID IE immediately following the ESO element is required only if the ESO bit in the ESO element is set to 1.  If present the SSID IE must contain an SSID from the mSSID List.  This SSID IE, if present, contains the SSID on which emergency services are reachable.

The Default Emergency Services Realm IE is only present if this information has been configured on the AP.  The definition of the Default Emergency Services Realm IE is provided in clause 7.3.2.44.

The SSID IE immediately following the Default Emergency Services Realm IE is present only if the Default Emergency Services Realm IE is present; if present the SSID IE may contain either the default SSID or an SSID from the mSSID List.  This SSID IE, if present, contains the SSID on which the default emergency services realm is reachable.

	
	B0
	B1
	B7

	
	Emergency Services Only
	Reserved

	Bits:
	1
	7


Figure u26—ESO capability format
7.3.2.52 Native Info Emergency Public Network Access Information element

The Native Info Emergency Public Network Acccess Information element provides information related to network access for public emergency use.  This IE may be returned in response to a GAS Native Query Request that can be iniitated by non-AP STA to the AP that supports Emergency Services.  The format of the Public Emergency Access Information element is provided in Figure u25.  It includes zero or more duples of Emergency Subtype code and Emergency Information data elements.
	
	Info ID
(2)
	Length
	Status Code
	Emergency Subtype Code #1
	Emergency Information Data #1
	Emergency Subtype Code #2
	Emergency Information Data #2
	…

	Octets:
	1
	2
	2
	1
	variable
	1
	variable
	…


Figure u25—Native Info Emergency Public Network Access Information element format

The Info ID field is equal to 2, which corresponds to the Public Emergency Access Information element per Table u2.

The Length field is the 2-octet length of the Emergency Networks List element and is the determined by the number and size of the following IEs.

The Status Code is a 2-octet field whose value is drawn from Table 23.

The Emergency Subtype codes are as defind in Table u3. 
Table u3—Public Emergency Access Information Subtypes
	Subtype  Name
	Subtype Code

	Not used
	0

	Open Association – Emergency Services Only
	1

	Public Credentials
	2

	Reserved
	2 – 255


The Emergency Information Data for the Open Association subtype is the SSID IE of variable length that is configured to provide an open association for emergency access only. 

The Emergency Information Data for the Public Credential subtype is shown in Figure u26. It includes 
· An Emergency Service Public Credential IE as shown in 7.3.2.44 and

· SSID IE as defined in the base specification. 

	
	Emergency Service Public Credentials IE 
	SSID IE

	Octets:
	Variable
	variable


Figure u26—Emergency Information Data format using Public Credentials
10.3.33.1 MLME-Emergency Networks.confirm

10.3.33.1.1 Function

This primitive reports the Emergency Networks information sent from the AP to the non-AP STA.

10.3.33.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EmergencyNetworks.confirm 
(
ResultCode
DialogToken,
Emergency Services Only SSID (optional),
Emergency Services EAP Method (optional), 
Emergency Servies Tunnelled Method (optional),
Emergency Services Public Identifier(optional),
Emergency Services Public Credential SSID (optional)
)
	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS or NOT SUPPORTED
	Reports the outcome of a request to determine if Emergency Networks are available on this BSS.

	Dialog Token
	Integer
	0–255
	The dialog token to identify the GAS request.

	Emergency Services Only SSID
	Octet string
	1–32 octets
	If present, indicates higher layer emergency call services are reachable via this SSID.

	Emergency Services EAP Method
	Integer
	0-255
	If present, EAP Method to be used in the Emergency Service public credential. 

	Emergency Services Tunnelled Method
	Integer
	0-255
	If present, Tunnelled Method to be used in the Emergency Service public credential. 

	Emergency Services Public Identifier
	Octet string
	1-255
	If present, the Emergency Service Identifier of NAI format as part of Emergency Service public credential.  

	Emergency Services Public Credential  SSID
	Octet string
	1–32 octets
	If present, indicates the SSID on which the network access using Emergency Services public credentials is provided. .


10.3.33.1.3 When generated

This primitive is generated by the MLME as a result of an MLME-EmergencyNetworks.request primitive indicating the result of that request.

The primitive is generated when the non-AP STA receives a response in the form of an GAS Native Info Query frame containing the Emergency Networks List from the AP.  The SME of the non-AP STA should use the information to decide proper actions. For example, STA could decide to associate with a particular SSID in order to place an emergency call.
10.3.33.1.4 Effect of receipt

The non-AP STA operates according to the procedures defined in 11.10.2.
10.3.33.2 MLME-EmergencyNetworks.response

10.3.33.2.1 Function

This primitive responds to the request for a Emergency Networks by a specified non-AP STA MAC entity.
10.3.33.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EmergencyNetworks.response 
(
ResultCode
Non-APSTAAddress
DialogToken,
Emergency Services Only SSID (optional)
Emergency Services EAP Method (optional), 

Emergency Servies Tunnelled Method (optional),
Emergency Services Public Identifier(optional),
Emergency Services Public Credential SSID (optional)
)
	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS or NOT SUPPORTED
	Reports the outcome of a request to determine if Emergency Networks are available on this BSS.

	Non-APSTAAddress
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the Emergency Networks List is sent.

	Dialog Token
	Integer
	0–255
	The dialog token to identify the GAS request.

	Emergency Services Only SSID
	Octet string
	1–32 octets
	If present, indicates higher layer emergency call services are reachable via this SSID.

	Emergency Services EAP Method
	Integer
	0-255
	If present, EAP Method to be used in the Emergency Service public credential. 

	Emergency Services Tunnelled Method
	Integer
	0-255
	If present, Tunnelled Method to be used in the Emergency Service public credential. 

	Emergency Services Public Identifier
	Octet string
	1-255
	If present, the Emergency Service Identifier of NAI format as part of Emergency Service public credential.  

	Emergency Services Public Credential  SSID
	Octet string
	1–32 octets
	If present, indicates the SSID on which the network access using Emergency Services public credentials is provided. .

	
	
	
	

	
	
	
	


10.3.33.2.3 When generated

This primitive is generated by the SME at the AP as a result of an MLME-EmergencyNetworks.indication primitive.

10.3.33.2.4 Effect of receipt

The primitive causes the MAC entity at the AP to send a GAS Native Query Response with an Emergency Networks List element.
Annex Updates
P.1 Interworking with External Networks and Emergency Call Support  (editorial)
P.1.2 System Aspects for Emergency Call Support
·  In order to make the emergency call procedure work properly, the non-AP STA has the following responsibilities:

· Recognize the user’s request to make an emergency call
· Non-AP STA will associate to the AP if not already done. In an RSN, if the user does not have valid authentication credentials for network access then non-AP STA may obtain information about public credentials that will provide access to the network to make emergeny calls,
· Ensure WLAN supports QoS capability and preferably Expedited bandwidth request capability.

· The non-AP STA can ensure QoS services are available from the network by examining the QoS, CF-pollable and CF-Poll Request capability bits in the AP’s beacon management frame.

· If location information is required in a particular regulatory domain, request location information from WLAN and provide it to its call manager via signaling  Location information should be obtained from the network prior to initiating the emergency call request. There are two methods a non-AP STA may use to obtain location services from the 802.11 network:

· If the non-AP STA can use location information in geospatial format (i.e., latitude and longitude), then an AP’s RRM capability may be used to obtain this information.  The AP advertises RRM capability in its beacon management frame (bit12 set to 1 in the Capability information field).  In this case, the non-AP STA transmits an LCI Request to the AP using the procedures in clause 11.10.8.6 (editor: this is a reference to 802.11k-d7, so the clause number may change). Note that the STA may receive an LCI Report with the incapable-bit set.  According to the procedures in clause 11.10.8.6, the non-AP STA may re-submit an LCI Request with a location subject of “remote”. If the AP still responds with incapable, then location services are not available from the AP via RRM capability.

· (editor: this bullet contains references to 802.11v-d0.07, so the information is subject to change) If the non-AP STA requires location information in civic or geospatial formats, then an AP’s wireless network management capability may be used.  In this case, an AP advertises location capability by inclusion of the wireless network management capability information element with the Presence bit (B3) set to 1, in its beacon management frame.  A non-AP STA requests its location using the procedures of clause 11.15.4.  Unlike an AP providing RRM capability, an AP advertising location capability via wireless network management will not return an “incapable” response if the non-AP STA requests the “remote” location.
· Selects one of possibly several SSPNs advertising support for emergency service and VoIP service

· There are two methods defined herein by which a user lacking security credentials may gain access to the network.  It is intended that the method selected in any particular deployment be at the discretion of the hotspot provider, SSPN or system administrator as appropriate.  The AP and STA must support both methods.  The two methods are:

· Using public user credentials (described further in 0) in an RSN.  In this situation, a  STA uses the defined GAS native query to obtain public user credentials from the AP. The public credentials are provisioned only for the purposes of ganing access to obtaining emergency services and it includes a public user identity in NAI format and an authentication type associated with that identifier. If the non-AP STA supports the authentication type, it can initiate an 802.1x authentication. The AS is configured to authenticate and grant a special authorization for the emergency public identifier using sequence that is specific for the authentication type pre-configured for the public identifier. This information, if present/configured by the hotspot provider, may be used to speed up the emergency call setup process.

· Using an SSID configured for Open Authentication/Association and designated to be suitable for obtaining emergency service only (i.e., and not suited for obtaining other hotspot services such as internet access).  . In other words, network elements necessary to complete an emergency call are reachable via this SSID.  How to reach these network elements (e.g., a Call Manager) and which protocol to use (e.g., SIP) are outside the scope of this amendment. The non-AP STA can also make a GAS native query mechanism to obtain information if there is a SSID configured for Open Authentication/Association along with the corresponding SSID information.
This advertisement also means the network supports end-to-end QoS (at least to the PSAP), that 802.11e and 802.11u expedited bandwidth request is supported and finally that AP is capable of providing location information if required by the regulatory domain.  This is described further in 0.

· The access point separates the backhaul of emergency services traffic from other traffic, typically via a dedicated VLAN.

P 1.4 Emergency Call services for Clients With Public Security Credentials
If a network requires authentication and encryption with RSN, a STA placing an emergency call must associate and authenticate to the network by providing valid user credentials.  If the STA has user credentials that allow it to use a particular network, the STA may use it for authentication to the SSPN through the access network.  RSN keys will be supplied through the SSPN AAA system, and once they are distributed to the STA, it can place the call by exchanging higher-layer network packets.

Some networks may also offer emergency services to the public that do not have any valid subscriptions to any available SSPNs supported by the AP.  This may be the case if an access network is required by regulation or by the choice of the service provider to be available for emergency calls to the public. The non-AP STA can make a GAS native query to obtain the public credentials information for gaining network access and initiate emergency services. The public credentials include zero or more sets of information that contain an user identifier, authentication type and the SSID. The STA may select one of the sets for which the STA has support for the authentication type and initiate an RSN association to the corresponding SSID using the public identifier. 
Figure u23 shows the procedure that a STA will authenticate to the network using public credentials provided by the AP for emergency access.  The first step in the EAPOL exchange is the EAP-Request/Identity frame.  Rather than supplying any of the provisioned user accounts on the STA, a STA seeking emergency services should use the public user identifier from the public credentials to make an association to the specified SSID. The AP may look up the VLAN ID to use against a AAA server, or it may have an emergency services VLAN configured.  Similarly, it may also have other policies configured locally for quality of service parameters and network access restrictions, or it may also look them up through external authorization servers.

To complete the 802.11 security association, a PMK is necessary on both sides of the exchange.  The exact procedure by which the PMK may be exchanged or derived is beyond the scope of 802.11, but may be based on an EAP method, a well-known passphrase, or direct exchange of the PMK in EAP messages.  Once it has the PMK, the STA may proceed with the 4-Way Handshake to establish keys for the session.
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Figure u23: Emergency Services with Public Credentials
When public credentials are used, the access network should be designed to restrict access to emergency call users.  Methods of such restriction are beyond the scope of 802.11, but may include an isolated VLAN for emergency services, filtering rules in the AP or DS to limit network access to only network elements involved in emergency calls, and per-session bandwidth control to place an upper limit on resource utilization.
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Abstract


This document is the normative text proposal for updates to emergency services information elements.
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