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Monday, May 14, 2007, 10:30 AM to 12:30 PM
Chair: Jesse Walker
Acting recording secretary: Matthew Gast

Call to order and agenda

Meeting called to order on Monday, May 14, 2007 by Jesse Walker at 10:34 Eastern Daylight Time (EDT).  The chair then reviewed the following topics from the agenda:

· The chair's affiliation disclosed his affiliation as Intel Corporation
· Attendance reminder

· The TG Agenda is document number 11-07/0670
· The chair read the IEEE patent policy

· The membership understood the policy

· The chair called for letters of assurance and potential letters of assurance, and none were identified by the members

· The chair noted that the current slide set is stored at http://standards.ieee.org/board/pat/pat-slideset.ppt
· Other policies and procedures

· Other guidelines for IEEE WG meetings

· The chair called up the IEEE Affiliation FAQ at http://standards.ieee.org/faqs/affiliationFAQ.html, and specifically pointed out items #7 and #11.

· IEEE Copyright policy
· Approvals of the minutes of past meetings

· March 2007 – Orlando meeting (11-07/0387r2)

· The chair asked for corrections; none were required

· The chair moved for approval by unanimous consent

· There was no objection from the task group, so the minutes are approved
· Goals for May 2007 meeting

· Comment resolution for letter ballot 102

· Empowerment motions for teleconferences, ad hocs, etc.

· Approval of agenda and goals
· The chair discussed the agenda for the meeting from 11-07/0670r1 and asked if corrections or updates were necessary
· No modifications were necessary

· The agenda was adopted by unanimous consent

The chair asked if there were objections to recessing until 4:00 pm.  Seeing no objections, the meeting recessed at 11:02 am.
Monday, May 14, 2007, 4:00 PM to 6:00 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Meeting called to order on Monday, May 14, 2007 by Jesse Walker at 4:00 Eastern Daylight Time (EDT).  The chair then reviewed the following topics from the agenda:

· Attendance reminder
Comment discussion

· The TGw editor has uploaded a new comments resolution spreadsheet as document 11-07/0714r0
· There are approx 750 new comments; 400 carryovers
· Discussion on major issues to start the comments resolutions
· 462 new editorials.  Proposal to empower the editor to resolve these.
· Renumber some comments

Motion: " Moved to reject comments with CID 4 and 5 in 11-07-0714-00 with text “Reject: not applicable to the 802.11w draft"

· Moved by Donald Eastlake III, seconded by Nancy Cam-Winget
· No discussion on the motion; no objection to calling the question

· The motion was adopted by unanimous consent, with 18 present in the room

· Motion passes.

The meeting recessed to allow the editor to number comments and allow attendees to perform informal classification work.

Tuesday, May 15, 2007, 1:30 PM to 3:30 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Meeting called to order on Tuesday, May 15, 2007 by Jesse Walker at 1:30 pm EDT.  The chair then reminded attendees to log attendance.
· TGw editor uploaded a new comments resolution spreadsheet (Doc# 11-07-0714r1)

· Editor carrying over comments only from “NO” votes

· Dealing with editorial comments

MOTION: Move to instruct editor to propose resolutions for the editorial comments received in LB102.

· Moved: Suman Sharma (Intel)

· Second: Henry Ptasinski (Broadcom)

· Vote: Adopted by unanimous consent

· Break comments into different categories: 8.3, 8.4, 8.5, 7, 5 and rest are different buckets in “By-Clause” sheet of the comments spreadsheet.
· Comments resolution – proposed resolutions are added to the spreadsheet in 11-07-0714r02.
· TGw is tracking k/n/r/ - so, such comments are invalid.

· Discussion on whether Bits 5-7 should always be set to 0.  Yes, these bits shall be set to 0 when computing the Nonce.
· Comments related to MMIE shall be last IE were discussed.
· Comments on protected bit.
Recessed until 1600 Wednesday, May 16, 2007.

Wednesday, May 16, 2007, 4:00 pm to 6:00 pm
Chair: Jesse Walker
Acting recording secretary: Matthew Gast
Meeting called to order on Wednesday, May 16, 2007 by Jesse Walker at 4:02 pm EDT.  The chair then reminded attendees to log attendance.  The chair then opened 11-07/0714r2 to be the working document for the session.

· Row 391 (LB102/CID 391): Accepted without dissent.  The group agrees that management frames are not fragmented.

· Row 392 (LB102/CID 152): The proposed comment resolution is a reasonable idea, but a submission isi required.

· Row 400 (LB102/CID 222): In 802.11i, the sequence number increase by one was specified because it was necessary to keep the key exchange from happening because of its weakness.  No such specification was made for 802.11w, so this comment is technically valid.  Proposed resolution: Add two sentences: (1) Increment counter by one, and (2) stop transmissions and re-key if PN is exhausted.

· Row 401 (LB102/CID 245): In 8.5.4.1, sequence number should be called PN.
· Row 403 (LB102/CID 711): Accepted without dissent.

· Row 406 (LB102/CID 217): Accepted, but a submission is required.

· Rows 409-415 (LB102/CIDs 11, 17, 37, 246, 291, 581, and 647): All refer to the same issue, and are accepted.

· Row 416 (LB102/CID 38): Accepted without dissent

· Rows 419, 421, 422, and 424 (LB102/CIDs 648, 218, 430, 293): Accepted without dissent.  CID 293 requires noting that the appropriate state, as in CID 218.
· Row 425 (LB102/CID 582): Same resolution as CID 218.

· Row 426, 426 (CIDs 715 and 649): Accepted

· Row 430 (CID 39): Need a submission to address the following issues: (1) the text has a conditional process, so the if clause is important, (2) the replay processing is specified in two different places (also in 8.3.4.4), (3) but the replay counter descriptions refer to two different MIB counters, and (4) the counter should be incremented by 1.  8.3.4.4 also needs to indicate how the replay counter is intialized.
· Row 432 (CID 221): A submission is required.  The transmit clause this section needs to match is 8.3.4.5.

· Row 433 (CID 40): The submission to resolve CID 39 should resolve this comment as well.

· Row 434 (CID ): The submission to resolve CID 39 should resolve this comment as well.

· Row 435 (CID ): The submission to resolve CID 39 should resolve this comment as well.

· Row 438 (CID 41): The submission to resolve CID 39 should resolve this comment as well.

· Row 439 (CID 55): The submission to resolve CID 39 should resolve this comment as well.

· Row 440 (CID 584): Accept comment, and swap MIB variable increment and discard statement.
· Row 443 (CID 717): Accept

· Row 444 (CID 296): Accept, but more is required.  There is not an unambiguous list of Robust Management frames.  In 5.4.3.7, unicast frames are explicitly listed.  However, the frames protected by BIP are not listed, so there is no explicit exclusion of Beacon frames.  Reviewers did not expect to find the list here, and it is also implied by context that the list only applies to unicast.  A submission is required to make this cleaner.
· Row 445 (CID 718): The comment is correct, but a new MIB variable should be added and specified here.

· Row 446 (CID 294): The submission to resolve CID 39 should resolve this comment as well.

· Row 448 (CID 651): See CID 297.

· Row 462 (CID 299): Replace "supplicant's SME with non-AP STA's SME"

· Row 463 (CID 729): A submission is required to restructure this section by moving "When Robust Management Frame protection is enabled…" from the second sentence to the start of the section.
· Row 464 (CID 42): A submission is required to address this comment.  If no submission is presented, this comment will be rejected, citing the base standard as precedent.

· Row 468 (CID 721): Accept, see resolution to CID 729.

· Row 469 (CID 300): Replace "authenticator's SME" with "AP's SME"

· Row 470 (CID 722): Accept in principle, see resolution to CID 729.

· Row 471 (CID 436): Accept in principle, see CID 90.

· Rows 472, 473, and 474 (CIDs 90, 302, and 473): Accept

· Row 476 (CID 600): Transferred to editor to propose resolution.

· Row 477 (CID 60): Under 802.11r, it is possible to protect against these types of attacks caused by rogue re-association requests.  A submission is required to address this comment resolution.
· Row 485 (CID 180): Editor should synchronize with 802.11r draft.

· Row 487 (CID 447): Editor should synchronize with 802.11r draft.

· Row 489 (CID 728): Accepted

· Row 490 (CID 309): Accept in principle, by deleting the word "Action" in the first sentence, and delete the second and third sentences.
· Rows 491, 492, 493, 495, and 496 (CIDs 729, 448, 49, 752, and 731): See CID 309 resolution

· Row 500 (CID 732): Accepted

There was no objection to recessing until 10:30 am on Thursday.

Thursday, May 17, 2007, 10:30 am to 12:30 pm
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Meeting called to order by Jesse Walker at 10:30 am EDT.  The chair then reminded attendees to log attendance.  The chair then opened 11-07/0714r3 to be the working document for the session.

· Proceed with Comments resolutions
· CID 312: Discusison on should BCast packet be dropped if a STA receives a protected BCast robust mgmt packet before keys are established.  A STA may get a broadcast anytime before the 4WHS is completed. 
Straw-Poll: If an 802.11w STA receives a protected broadcast robust management frame before it receives the IGTK, it should

· 1. Process the frame, ignoring the MMIE

· 2. Silenty drop the frame

· 3. Drop the frame as forgery (increment a counter)

· 4. Cache the frame until it gets the key

· 5. Don’t Know/Care

· 6. Abstain


Vote:  (1) 0  (2) 10  (3) 2  (4) 0 (5) 0 (6) 0  

· STA shall silently drop the frame, as judged by the strawpoll.
· CID 50: Same as CID 312
· CID 315: Accept.
· CID 733: Accept.

· CID 314: See CID 312

· CID 59: This is a problem where non-11w clients will have to hunt-and-peck, before they are allowed/disallowed within a network.  

· Changing the RSNIE version is an option.

· Suggested to have a new AKM
· Discussion on the options.  RSNIE versioning was discussed and rejected earlier.  11k/r should prevent this hunt-and-peck.  This assumes 11r MD has uniform RSN policy.
· Is this a problem with pre-11r devices?  Some say YES, some say NO.

Straw-Poll: What approach should be used to resolve the issue of legacy (non-802.11w) 802.11i STAs in an ESS that mandates 802.11w?                                                                                    Yes       No
· 1. Define a new RSNIE version                                                            3           2
· 2. Define a new AKM                                                                           4           2
· 3. Do not allow AP to mandate 802.11w mandatory                            1           7
· 4. Prevent association in “some other way”                                          2           1
· 5. Do nothing (Comment Resolution in LB88) uses status code          4           3
· 6. Don’t know/Care                                                                               0           7 
· 7. Abstain                                                                               

Vote:  As indicated in Yes/No columns.     

· Group wants the AP to mandate the use of 11w.  Not much guidance from straw poll.
· CID 437: Accept.
· CID: 43

Straw-Poll: Do non-AP STAs need to support the MIB object dot11RSNALegacyManagementFrames?


Vote: Yes: 4, No 0

· CID 439: Reject.
· However, group felt that table 59a is confusing and needs a submission.

· CID: 107:  See CID 303
· CID 303: Accept.

· Can STA send broadcast/multicast in DLS?  There is no restriction in DLS.  STAs send only unicast.

· CID 367: Accept.

· CID 652: Accept.    

· CID 440: See CID 157.
· CID 157: Accept.

· CID 653: See CID 157
· CID 108, 304: Accept. See CID 304.

· CID 654: See CID 43.  Also row 3 should be updated to indicate the non-AP STA may receive both unicast and broadcast robust management frames.
· CID 655: Accept.  Add broadcast note here from 654.

· CID 158: See resolution to CID 654/655 and resolve it consistently.

· CID 656: Accept in principle.  Needs submission and see text in the notes column.
· CID 441: Accept in principle.  Change “messages” to “frames” is acceptable.  “Is valid “ is not the same as “is enabled”.  Use “can be negotiated” instead of “is valid”?  
· Chair proposed to assign a new Group number (#1) to all comments which are “accepted”, so these can be voted by the task group in the afternoon.
· CID 442: Accept.
· CID 18: IBSS mode discussion between 11w, unicast, broadcast, legacy co-existence.  Seems like the first party to set the policy will dictate the policy is set for all STAs which join to either of the parties.  It gets complex!!  Break for lunch!
Recess till 1:30.

Thursday, May 17, 2007, 1:30 pm to 3:30 pm
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Meeting called to order by Jesse Walker at 1:30 pm EDT.  The chair then reminded attendees to log attendance.

· Adhoc discussion:  No objection to Hillsboro

Straw-Poll: Conduct an ad hoc in Hillsboro, OR to propose resolutions to comments received in LB102.

· June 25-26

· June 26-27

· Chair calls June 25-26, 2007 as there were no preferences from the group.

· Conference call

Straw-Poll: Conduct teleconferences to propose comments resolutions to comments received in LB102.

· June 14’07, 9:30-10:30 AM PDT = 12-1 EDT
· July 9’07, 9:30-10:30 AM PDT
· Chair calls conference call meetings June 14, July 9 9:30-10:30 PT (=12:30-1:30 ET)
MOTION: Move to authorize a TGw ad hoc meeting to be held June 25-26, 2007, in Hillsboro, OR for the purpose of proposing resolutions to comments received in LB102.

Moved: Kapil Sood

Second: Matthew Gast

Vote: Approved by unanimous consent

· Continue with comments resolutions
· CID 18: Continue discussion.  Needs submission.  At this time, the group does not have any guidance.  11w does not define any tie-breaking or negotiation policy. 

· CID 47, 53: See CID 18

· CID 444: Needs submission to clarify terminology
· CID 775: Transfer this comment to editorial
· CID 48: Reject. This comment is on the base standard.  Commenter should resubmit comment with exact contradiction.

· CID 93: Reject.  The sentence is from the base draft.  See comment CID 162.
· CID 162: Suggestion to remove the sentence.  However, no place elsewhere which defines which key to use for protecting management frames.  CCMP clause in base standard.  Group decides to delete the entire changes on line 34, which were changed.
· CID 247:  See CID 279 and 420.  Needs submission.  See comment in spreadsheet.

· CID 450: Reject.  See 3.59 defines a group.
· CID 480: Transfer to editor

· CID 74: Accept in principle.  See spreadsheet.
· CID 51: See CID 245. PN comment needs submission.
· CID 111:  Accept.
· CID 320: Accept.  See CID 111

· CID 657: Reject.  However, the figure is unreadable and contents are not missing, and the editor to incorporate additional white space between text for msgs 3 and 4.

· CID 451: Transfer to editor.

· CID 326:  Accept.

· CID 659: Accept in principle. See CID 326.

· CID 238: Needs submission

· CID 452, 660, 736 : PN issue.  See comment.

· CID 613: Transfer to editor

· CID 280: Accept.

· CID 77, 78:  Sync issue with ‘TGn’.  See CID 76.

· Group needs to start looking at pseudo code comments, when they meet again.
· Chair to post r4 of the spreadsheet on the IEEE server.

· Group in recess for 10 minutes.

· Return to order at 3:09pm.

MOTION: Move to adopt the resolutions from Group 1 of the comments resolution spreadsheet 11-07-0714-04.

Moved: Suman Sharma

Second: Matthew Gast

Vote: Yes: 6  No: 0 Abstrain: 0

MOTION: Move to instruct the editor to create a new revision of the draft based on the comments adopted at the May 2007 802.11w meeting.

Moved: Suman Sharma

Second: Jouni Malinen

Vote: Yes: 6  No: 0 Abstrain: 0

· No other items of business.  Seeing none.
· No objection to adjourning.

· Adjourned.
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