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Introduction
Emergency services may be accessed over an 802.11 network with public credentials if it is desired to offer encryption for the emergency communications.  However, several methods may be used to secure network access.  Rather than attempting to associate to networks with which authentication is impossible and causing potentially harmful delays, this submission defines a protocol that enables a station to learn about the types of authentication that are required for use with emergency services.  Stations can use the information to select a network that offers compatible authentication and will be able to immediately offer service.
Editing Changes

1. Normative references  
Insert the following references alphabetically:
IANA, EAP Method Type Numbers, http://www.iana.org/assignments/eap-numbers
IANA, PPP Protocol Numbers, http://www.iana.org/assignments/ppp-numbers

7.3.2.44 Default Emergency Services Information Element

The Default Emergency Service Realm information element defined in Figure u1 provides a STA with information on which directly connected SSPN is configured as the default provider of emergency services for the BSS and the authentication method used by the 802.11 network.  A STA using this field may be able to speed up the emergency call setup process when using the public credentials method.

	
	Element ID
	Length
	NAI Length
	NAI
	Emergency Authentication  Method Length
	Emergency Authentication Method List

	Octets:
	1
	1
	1
	variable
	1
	Variable


Figure u1—Default emergency services element description
The Element ID shall be set to <ANA Assigned Number>.

The Length field shall be set to the length in octates of the Information Element.

The NAI Length field shall be set to the number of octets in the NAI sub-field.

The NAI field is a variable length field that contains user credentials that can be used to obtain emergency services.  It is formatted as a Network Access Identifiedr (NAI) as defined in RFC-4282.
The Emergency Authentication Method Length shall be set to the number of octets in the Emergency Authentication List field.  If this field is set to zero, no Emergency Authentication Method List field is present.

The Emergency Authentication Method List field is shown in Figure u14a.

	
	Emergency Authentication Method List Length
	Emergency Authentication  Method #1 Length/Control
	Emergency Authentication Method Data #1
	…
	Emergency Authentication  Method #N Length/Control
	Emergency Authentication Method Data #N

	Octets:
	1
	1
	Variable
	…
	1
	Variable


Figure u2a—Emergency Authentication Method List
The Emergency Authentication Method Length/Control field is shown in Figure 14b.  
The Emergency Authentication Method Data field is a string of octets used to indicate the type of authentication in use.  The first octet will be the EAP type number of the EAP type in use as assigned by IANA.  Further octets indicate that a tunnelled EAP method is in use.
	
	B0
	B1
	B2
	B3
	B4
	B7

	
	Length
	Tunnelled Inner Method is EAP
	Tunnelled Inner Method is PPP
	Reserved

	Bits:
	2
	1
	1
	2


Figure u14b—Emergency Authentication Method Length/Control
The Length component of the Length/Control octet is a two-bit field that indicates the length of the Emergency Authentication Method in octets.  When the EAP method is not tunnelled, the value of the Length sub-field shall be 1.
Bit b2 is set to indicate that the tunnelled authentication protocol is an EAP method.  The second octet in the Emergency Authentication Method Data field is used to indicate the EAP type number of the tunnelled EAP method.
Bit b3 is set to indicate that the tunnelled authentication protocol is a PPP method.  The second and third octets in the Emergency Authentication Method field are used to indicate the PPP protocol number of the tunnelled authentication method, as assigned by IANA.  If the tunnelled authentication method is CHAP, then the fourth octet of the Emergency Authentication Method is used to indicate the type of CHAP in use, using the codes assigned by IANA.
Bits b4 through b7 are reserved and shall be set to zero.



Abstract


This document provides a method to advertise the authentication method used by a network that supports emergency services with public credentials.
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