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· 4. Abbreviations and acronyms

Modify the abbreviations as shown:

MKCK-KD
Mesh key confirmation key for key distribution

MKDK
Mesh Key Distribution Key

MKEK-KD
Mesh key encryption key for key distribution

MKD
Mesh Key Distributor

MKD-ID
Mesh Key Distributor Identifier

MKDD-ID
MKD domain Identifier

PMK-MA
Mesh Authenticator PMK

PMK-MKD
Mesh Key Distributor PMK

MPTK-KD
Mesh pairwise transient key for key distribution

· MSA information element [MSAIE]

Modify Table s6 in 7.3.2.80 as shown:
The Sub-element ID is one of the values from Table s6.

	· Sub-element IDs

	Value
	Contents of data field
	Length

	0
	Reserved
	

	1
	MKD-ID
	6

	2
	EAP Transport List
	variable

	3
	PMK-MKDName
	16

	4
	MKD-NAS-ID
	variable

	5-255
	Reserved
	


Add the following text at the end of 7.3.2.80:
MKD-NAS-ID contains the identity of the MKD that facilitates authentication, and that will be bound into the first-level keys PMK-MKD and MKDK.
8.8 Key Distribution for MSA

8.8.1 Overview

Modify the text in 8.8.1 as follows, and replace figures s84 and s85 with the new figures included here:

This subclause describes the mesh key hierarchy and its supporting architecture.  The mesh key hierarchy permits an MP to create secure associations with peer MPs without the need to perform an IEEE 802.1X authentication each time.  The mesh key hierarchy can be used with either IEEE 802.1X authentication or PSK authentication.  It is assumed by this standard that the PSK is specific to a single MP and a single MKD.

A key hierarchy consisting of two branches is introduced for use within a mesh, and is shown in Figure s84
.  A link security branch consists of three levels, supporting distribution of keys between mesh key holders to permit the use of the mesh key hierarchy between a supplicant MP and an MA.  A key distribution branch provides keys to secure the transport and management of keys between mesh key holders.


In the link security branch
, the first level key (PMK-MKD) is derived from either the PSK or from the MSK resulting (per IETF RFC 3748) from a successful IEEE 802.1X Authentication between the AS and the supplicant MP.  One or more second level keys (PMK-MAs) are derived from the PMK-MKD.  Each PMK-MA may be used to derive one or more PTKs.

In the key distribution branch, the first level key (MKDK) is derived from either the PSK or MSK.  A second level key (MPTK-KD) is derived from the MKDK during the mechanism described in 11A.2.3.2.  The MKDK permits derivation of more than one MPTK-KD, if required.
As shown in Figure s85, the mesh key distributor (MKD) generates the first level key for both branches from either the PSK or the MSK  The second level keys in both branches are generated by the MKD as well.  A unique PMK-MA may be delivered from the MKD to each MA using a secure protocol, as described in 11A.2.4.  Figure s85 illustrates an example of two unique PMK-MAs being distributed to two MAs, labeled (a) and (b).  
Upon a successful authentication between a supplicant MP and the MKD, the supplicant MP and the MKD shall delete the prior PMK-MKD, MKDK, and MPTK-KD keys and all PMK-MA keys that were created between the supplicant MP and the same MKD domain.  Upon receiving a new PMK-MA key for a supplicant MP, an MA shall delete the prior PMK-MA key and all PTKs derived from the prior PMK-MA key.

The lifetime of all keys derived from the PSK or MSK are bound to the lifetime of the PSK or MSK.  For example, the IEEE 802.1X AS may communicate the MSK key lifetime with the MSK. If such an attribute is provided, the lifetimes of the PMK-MKD and MKDK shall be not more than the lifetime of the MSK. If the MSK lifetime attribute is not provided, or for PSK, the key lifetime shall be the value of the MIB variable dot11MeshFirstLevelKeyLifetime. 

The lifetime of the PTK and PMK-MA shall be the same as that of the PMK-MKD and the lifetime of the MPTK-KD shall be the same as that of the MKDK, as calculated above.  When the key lifetime expires, each key holder shall delete their respective derived keys.

The mesh key hierarchy derives its keys using the Key Derivation Function (KDF) as defined in  8.8.3 with separate labels to further distinguish derivations. 



[image: image1]
Figure s84
 - Mesh key hierarchy
The operations performed by mesh key holders and the movement of keys within the mesh key hierarchy are shown in  Figure s85.

[image: image3]
Figure s85
 - Key distribution between mesh key holders


8.8.2 Key Hierarchy

Modify the text in 8.8.2 as follows:

The mesh key hierarchy consists of two branches whose keys are derived using the KDF described in 8.8.3.

The first branch, the link security branch, consists of three levels and results in a PTK for use in securing a link.  

· PMK-MKD – The first level of the link security branch, this key is derived as a function of the MSK or PSK and the Mesh ID.  It is cached
 by the supplicant MP and the PMK-MKD key holder, namely the MKD.  This key is mutually derived by the supplicant MP and the MKD.  There is only a single PMK-MKD derived between the supplicant MP and the MKD domain.

· PMK-MA – The second level of the link security branch, this key is mutually derived by the supplicant MP and the MKD.  It is delivered by the MKD to an MA to permit completion of an MSA handshake between the supplicant MP and the MA.

· PTK – The third level of the link security branch that defines the IEEE 802.11 and IEEE 802.1X protection keys.  The PTK is mutually derived by the supplicant and the PMK-MA key holder, namely the MA.

The PTK is used as defined by 8.5 for secure link operation.

The second branch, the key distribution branch, consists of two levels and results in an MPTK-KD
 for use in allowing an MP to become an MA, and in securing communications between an MA and the MKD.

· MKDK – The first level of the key distribution branch, this key is derived as a function of the MSK or PSK and the Mesh ID and cached by the supplicant MP and the MKD.  This key is mutually derived by the supplicant MP and the MKD.  There is only a single MKDK derived between the supplicant MP and the MKD.

· MPTK-KD – The second level of the key distribution branch that defines protection keys for communication between MA and MKD.  The MPTK-KD is mutually derived by the supplicant MP (when it becomes an MA) and the MKD.

· Key derivation function

· PMK-MKD

Modify the text in 8.8.4 as follows:

The first
 level key of the mesh key hierarchy link security branch, PMK-MKD binds the SPA, MKD domain identifier, MKD-NAS-ID, and Mesh ID with the keying material resulting from the negotiated AKM. The PMK-MKD is the top level 256-bit keying material used to derive the next level keys (PMK-MAs):

PMK-MKD = KDF-256(XXKey, “MKD Key Derivation”, MeshIDlength || MeshID || NASIDlength || MKD-NAS-ID || MKDD-ID || SPA || ANonce
)

where

· KDF-256 is the KDF function as defined in 8.8.3 used to generate a key of length 256 bits.

· If the AKM negotiated is 00-0F-AC:5, then XXKey shall be the second 256 bits of the MSK (MSK being derived from the IEEE 802.1X authentication), i.e., XXKey = L(MSK, 256, 256). If the AKM negotiated is 00-0F-AC:6, then XXKey shall be the PSK.

· “MKD Key Derivation” is 0x4D4B44204B65792044657269766174696F6E.

· MeshIDLength is a single octet whose value is the number of octets in the Mesh ID.

· Mesh ID is the mesh identifier, a variable length sequence of octets, as it appears in the Beacon frames and Probe Response frames.

· NASIDlength is a single octet whose value is the number of octets in the MKD-NAS-ID.

· MKD-NAS-ID is the identifier of the MKD sent from the 802.1X Authenticator MP to the 802.1X Supplicant MP during Initial MSA Authentication.
· MKDD-ID is the 6-octet MKD domain identifier field from the Mesh security capability information element that was used during Initial MSA Authentication.

· SPA is the supplicant MP’s MAC address.

· ANonce is an unpredictable 256-bit pseudo-random value generated by the PMK-MKD holder (MKD), delivered along with PMK-MA to the MA, and provided by the MA to the supplicant MP during Initial MSA Authentication.

The PMK-MKD is referenced and named as follows:

PMK-MKDName = Truncate-128(SHA-256(“MKD Key Name” || MeshIDlength || MeshID || NASIDlength || MKD-NAS-ID || MKDD-ID || SPA || ANonce))

where

· “MKD Key Name” is 0x4D4B44204B6579204E616D65.

· 
· Truncate-128(-) returns the first 128 bits of its argument, and securely destroys the remainder.

· PMK-MA

· PTK

Modify the text in 8.8.6 as follows:

The third level key of the mesh key hierarchy link security branch is the PTK. This key is mutually derived by the Supplicant MP and the MA with the key length being a function of the negotiated cipher suites as defined by Table 60 in 8.5.2.

The PTK derivation is as follows:

PTK = KDF-PTKLen(PMK-MA, “Mesh PTK Key derivation”, SNonce || ANonce || MA-ID
 || SPA || PMK-MAName)

where

· KDF-PTKLen is the KDF function as defined in 8.8.3 used to generate a PTK of length PTKLen.

· PMK-MA is the key that is shared between the Supplicant MP and the MA

· “Mesh PTK Key derivation” is 0x4D6573682050544B204B65792064657269766174696F6E.

· SNonce is a 256 bit pseudo-random bit string contributed by the Supplicant MP

· ANonce is a 256 bit pseudo-random string contributed by the MKD or MA

· SPA is the Supplicant MP’s MAC address

· MA-ID is the MAC address of the MA.

· PMK-MAName is defined in 8.8.5

· PTKlen is the total number of bits to derive, e.g., number of bits of the PTK. The length is dependent on the negotiated cipher suites as defined by Table 60 in 8.5.2.

Each PTK has three component keys, KCK, KEK, and TK, derived as follows:

The KCK shall be computed as the first 128 bits (bits 0-127) of the PTK:

KCK = L(PTK, 0, 128)

where L(-) is defined in 8.5.1.

The KCK is used to provide data origin authenticity between a supplicant MP and the MA
 when used in EAPOL-Key frames defined in 8.5.2.

The KEK shall be computed as bits 128-255 of the PTK:

KEK = L(PTK, 128, 128)

The KEK is used to provide data confidentiality between a supplicant MP and the MA
 when used in EAPOL-Key frames defined in 8.5.2.

Temporal keys (TK) shall be computed as bits 256-383 (for CCMP) or bits 256-511 (for TKIP) of the PTK:

TK = L(PTK, 256, 128), or

       TK = L(PTK, 256, 256)

The temporal key is configured into the Supplicant MP through the use of the MLME-SETKEYS.request primitive. The MP uses the temporal key with the pairwise cipher suite; interpretation of this value is cipher-suite specific.

The PTK is referenced and named as follows:

PTKName = Truncate-128(SHA-256( “Mesh PTK Name” || PMK-MAName
 || SNonce || ANonce || MA-ID || SPA))

where

· “Mesh PTK Name” is 0x4D6573682050544B204E616D65.

· MKDK

Modify the text in 8.8.7 as follows:

The first level key of the key distribution branch, MKDK binds the MA-ID (the MAC address of the MP establishing the MKDK to become an MA), MKD domain identifier, and Mesh ID with the keying material resulting from the negotiated AKM.  The MKDK is used to derive the MPTK-KD.

MKDK = KDF-256(XXKey, “Mesh Key Distribution Key”, MeshIDLength || MeshID || NASIDlength || MKD-NAS-ID || MKDD-ID || MA-ID || ANonce
)

where

· KDF-256 is the KDF function as defined in 8.8.3 used to generate a key of length 256 bits.

· If the AKM negotiated is 00-0F-AC:5, then XXKey shall be the second 256 bits of the MSK (MSK being derived from the IEEE 802.1X authentication), i.e., XXKey = L(MSK, 256, 256). If the AKM negotiated is 00-0F-AC:6, then XXKey shall be the PSK.

· “Mesh Key Distribution Key” is 0x4D657368204B657920446973747269627574696F6E204B6579.

· MeshIDLength is a single octet whose value is the number of octets in the Mesh ID.

· Mesh ID is the mesh identifier, a variable length sequence of octets, as it appears in the Beacon frames and Probe Response frames.

· NASIDlength is a single octet whose value is the number of octets in the MKD-NAS-ID.

· MKD-NAS-ID is the identifier of the MKD sent from the 802.1X Authenticator MP to the 802.1X Supplicant MP during Initial MSA Authentication.

· MKDD-ID is the 6-octet MKD domain identifier field from the Mesh security capability information element that was used during Initial MSA Authentication.

· MA-ID is the MAC address of the MP establishing a security association with the MKD in order to become configured as an MA.

· ANonce is identical to the value used to calculate PMK-MKDName, as described in 8.8.4.

The MKDK is referenced and named as follows:

MKDKName = Truncate-128(SHA-256(“MKDK Name” || MeshIDLength || MeshID || NASIDlength || MKD-NAS-ID || MKDD-ID || MA-ID || ANonce))

where

· “MKDK Name” is 0x4D4B444B204E616D65.

· Truncate-128(-) returns the first 128 bits of its argument, and securely destroys the remainder.

· 
· MPTK-KD
Modify the text in 8.8.8 as follows:

The second level key of the key distribution branch, MPTK-KD, is a 256-bit key that is mutually derived by an MA and an MKD.  The MPTK-KD is derived:

MPTK-KD = KDF-256(MKDK, “Mesh PTK-KD Key”, MA-Nonce || MKD-Nonce || MA-ID || MKD-ID)

where

· MKDK is the key defined in 8.8.7.

· “Mesh PTK-KD Key” is 0x4D6573682050544B2D4B44204B6579.

· MA-Nonce is a 256-bit pseudo-random string contributed by the MA.

· MKD-Nonce is a 256-bit pseudo-random string contributed by the MKD.

· MA-ID is the MAC address of the MA.

· MKD-ID is the MAC address of the MKD.

The MPTK-KD has two component keys, the Mesh key confirmation key for key distribution (MKCK-KD) and the Mesh key encryption key for key distribution (MKEK-KD), derived as follows:

The MKCK-KD shall be computed as the first 128 bits (bits 0-127) of the MPTK-KD:

MKCK-KD = L(MPTK-KD, 0, 128)

where L(-) is defined in 8.5.1.

The MKCK-KD is used to provide data origin authenticity in messages exchanged between MA and MKD, as defined in 11A.2.2.4.

The KEK-KD shall be computed as bits 128-255 of the MPTK-KD:

KEK-KD = L(MPTK-KD, 128, 128)

The KEK-KD is used to provide data confidentiality in messages exchanged between MA and MKD, as defined in 11A.2.2.4.

The MPTK-KD is referenced and named as follows:

MPTK-KDName = Truncate-128(SHA-256(MKDKName || “MPTK-KD Name” || MA-Nonce || MKD-Nonce || MA-ID || MKD-ID))

where

· “MPTK-KD Name” is 0x4D50544B2D4B44204E616D65.
8.8.9 Mesh key holders
Modify the text in 8.8.9 as follows, including insertion of new subclause 8.8.9.2, as shown:

8.8.9.1 Key holder requirements

The MKD and MA are responsible for the derivation of keys in the mesh key hierarchy.  

The MKD shall meet the following requirements.

· The MKD shall provide NAS client
 (the client component of a Network Access Server that communicates with an Authentication Server) functionality.

· The MKD domain identifier (MKDD-ID) uniquely identifies an MKD (i.e., there is a one-to-one mapping between an MKD domain identifier and an MKD). 
The MKDD-ID is bound into the derivation of the first level keys (PMK-MKD and MKDK).

· The MKD NAS Identifier (MKD-NAS-ID) shall be set to the identity
 of the NAS Client provided by the MKD (e.g., NAS-Identifier as defined in RFC 2865 if RADIUS is used as the backend protocol).  MKD-NAS-ID shall not be longer than 48 octets.  MKD-NAS-ID is bound into the derivation of the first level keys (PMK-MKD and MKDK).
· The mesh key distributor identifier (MKD-ID) shall be set to a
 MAC address of the physical entity that stores the MKD.  The MKD-ID is used in the generation of the MPTK-KD.

· When the PMK-MKD lifetime expires, the MKD shall delete the PMK-MKD SA and shall
 delete all PMK-MAs cached within the MKD that were derived from the PMK-MKD.
· The
 MKD shall not expose the PMK-MKD to other parties.

· The MKD shall not expose the PMK-MA to parties other than the authorized MA.

The MA shall meet the following requirements.

· The mesh authenticator identity (MA-ID) shall be set to a
 MAC address of the physical entity that stores the PMK-MA and uses it to generate the PTK.  That same MAC address shall be used to advertise the MA identity to MPs and to the MKD.

· The MA shall provide the IEEE 802.1X Authenticator function
, and its Port Access Entity shall authorize the controlled Port for communication with a peer MP only upon installation of a PTK derived with the peer MP.  The PTK shall be derived from a PMK-MA received from the MKD. 
· The MA shall provide the IEEE 802.11
 Authenticator function to derive and distribute the GTK to connected MPs.

· When the PMK-MA lifetime expires, the MA shall delete the PMK-MA SA and shall revoke all PTKs derived from the PMK-MA using the MLME-DELETEKEYS primitive. 

· The
 MA shall not expose the PMK-MA to other parties.

8.8.9.2 Authorization of mesh key holders

The authorization of an MKD is achieved through Initial MSA Authentication.  An MP implementing the MKD function is authorized to be an MKD by any MP that performs authentication through the MKD.  Explicitly, successful completion of Initial MSA Authentication, including the confirmed creation of the mesh key hierarchy, provides authorization of the MKD identified by MKD-NAS-ID (an identity bound into the PMK-MKD) to be an MKD for the MP performing authentication.  
An MA is authorized by the MKD with which the MA communicates.  If an MA is co-located with an MKD (in the same physical device), the MA function is authorized by the MKD due to the co-location.  Otherwise, the authorization of the MA occurs through the Mesh key holder security association (11A.2.3).  The first message of the Mesh key holder security handshake (11A.2.3.2) contains the identity of the aspirant MA in the MA-ID field.  Upon receiving this message, the MKD shall locate the PMK-MKD SA that contains an SPA entry that is identical to the MA-ID received in the first message of the Mesh key holder security handshake.  The MKD shall authorize the MA to receive PMK-MA keys if and only if (a) the contents of the PMK-MKD SA allow the authorization, and (b) the aspirant MA successfully completes the Mesh key holder security handshake.
The distribution of PMK-MAs within a mesh shall satisfy the following requirements:

Delivery of PMK-MA keys shall be performed using the protocol defined in 11A.2.4.
A PMK-MA key shall be delivered to an MA only if the MA is authorized to receive PMK-MA keys.

A PMK-MA key shall be delivered to an authorized MA only if the authorized identity of the MA (i.e., the MA-ID exchanged during the MA’s Mesh key holder security handshake) is identical to the MA-ID value used to derive the PMK-MA being delivered.
8.8.9.3 PMK-MA Distribution within an MKD domain

An MKD domain is identified by the MKD domain identifier (MKDD-ID).  An MKD domain contains a single MKD and at least one MA, which has established a security association with the MKD.

An MP creates its mesh key hierarchy during the Initial MSA Authentication, utilizing information forwarded from the MKD by the MA.  During the Initial MSA Authentication, the MKD derives the PMK-MKD from the MSK acquired during IEEE 802.1X authentication, when the negotiated AKM is 00-0F-AC:5, or from the PSK, when the negotiated AKM is 00-0F-AC:6.

Additionally, the MKD is responsible for deriving a PMK-MA for each MA within the MKD domain.  The MKD is responsible for transmitting the derived PMK-MA keys securely to those key holders, along with the PMK-MAName, the key lifetime, the PMK-MKDName used to derive the PMK-MA, and
 the ANonce used in the calculation of PMK-MKDName.

The secure transmission of keys and key information from MKD to MA shall be through the use of the mesh key transport protocol described in 11A.2.2.4.

Each MA shall derive the PTK mutually with the supplicant MP.

· Mesh networking
· Mesh link security 
· Initial MSA authentication mechanism

Modify the text in 11A.2.2.2 as shown:

The processing of the peer link open message is completed after the 802.1X roles are determined.  Subsequently, a peer link confirm message shall be sent according to the peer link management procedures of 11A.1.5.  In addition to the peer link management element, the peer link confirm message shall contain:

· RSNIE, identical to the RSNIE included in the peer link open message sent by the local MP during this protocol.  However, the PMKID list shall be empty if Initial MSA Authentication will occur; otherwise, it shall contain the PMK-MAName identifying the PMK-MA chosen by the key selection procedure.

· MSCIE, identical to the MSCIE included in the peer link open message sent by the local MP during this protocol.  

· MSAIE, where

· Handshake Control field shall be identical to that included in the peer link open message sent by the local MP during this protocol.

· MA-ID is set to the MAC address of the 802.1X authenticator 

· Selected AKM Suite shall contain the AKM suite chosen by the Selector MP in the MSAIE of the peer link open message that it sent during this protocol.

· Selected Pairwise Cipher Suite shall contain the pairwise cipher suite chosen by the Selector MP in the MSAIE of the peer link open message that it sent during this protocol.

· If Initial MSA Authentication will occur and if the local MP is the 802.1X authenticator, MKD-ID shall be included in the Optional Parameters field, and shall contain the identifier of the MKD with which the local MP’s MA has a security association.

· If Initial MSA Authentication will occur and if the local MP is the 802.1X authenticator, EAP Transport List shall be included in the Optional Parameters field.  If the local MP’s MA implements the MKD function, the EAP Transport List shall contain the list of transport types supported by the MKD.  If the MKD function does not support external communication with other MAs, the EAP Transport List shall contain the single entry 00-0F-AC:0.  If the local MP’s MA does not implement the MKD function, EAP Transport List shall contain the list that the local MP received during its Initial MSA Authentication within the same MKD domain.
· If the local MP is the 802.1X authenticator, MKD-NAS-ID shall be included in the Optional Parameters field.  If the local MP implements the MKD function, MKD-NAS-ID shall contain the value of dot11MeshMKDNASID.  Otherwise, MKD-NAS-ID shall contain the value that the local MP received during its Initial MSA Authentication within the same MKD domain.
· All other fields are set to zero.

Throughout clause 11A:

· Replace PTK-KD with MPTK-KD

· Replace KCK-KD with MKCK-KD

· Replace KEK-KD with MKEK-KD.
· (normative) ASN.1 encoding of the MAC and PHY MIB

Insert the following entry at the end of the dot11MeshPointConfig table:

dot11MeshMKDNASID OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(1..48))


MAX-ACCESS read-write


STATUS current


 DESCRIPTION

This attribute shall specify the MKD Key Holder identifier of the Authenticator of this entity.

NOTE: Backend protocol may allow longer NAS Client identifiers (e.g., RADIUS allows up to 253 octet NAS-Identifier), but when used with Initial MSA Authentication, the maximum length is limited to 48 octets.  The same value must be used for the NAS Client identifier and dot11MeshMKDNASID to allow EAP channel binding.


 ::= { dot11MeshPointConfigEntry 12}

Apply the resolutions to the comment resolution spreadsheet (11-07/0023) as illustrated below.

	CID
	Comment
	Proposed Change by Commenter
	Resolution
	Resolution Notes

	1605
	There is no way for an MP to authorize the entity claiming to be an MKD. Any MP could claim to be an MKD. 
	Define a separate protocol by which every MP can authorize the MKD when it joins the mesh. Or better yet get rid of EMSA.
	Accept
	Accept.  New section 8.8.9.2 added.  See 11-07/0618r0.

	1608
	There is no way for the NAS-Id to be communicated by MAs or Mps. It is not possible to support EAP channel binding and is therefore open to an impersonation attack.
	Come up with a way to communicate a NAS-Id. Or better yet get rid of EMSA.
	Accept
	Accept. Identity of NAS Client (NAS-ID) added and communicated during MSA authentication.  See 11-07/0618r0.



	1610
	Having the MKD act as the authenticator causes EAP channel binding to fail.


	Be compliant with the protocols we use. Enable EAP channel binding.


	Accept
	Accept. Identity of NAS Client (NAS-ID) added and communicated during MSA authentication, permitting EAP channel binding.  See 11-07/0618r0.

	1613
	We cannot redefine what an “IEEE 802.1X authenticator” is. And we can’t “distribute” the functionality of that construct.
	Be compliant with the protocols we use. Don’t redefine “IEEE 802.1X authenticator”.
	Accept
	Accept. Text about "distribute" removed and MA requirements updated.  See 11-07/0618r0.

	1958
	MKD role determination is not clear.  Without clarity here, the spec cannot be correctly implemented.
	Please clarify the following. How is the role of MKD determined? Can any MPP be an MKD? Can there be multiple MKDs (and hence, multiple MKD domains) in a given mesh network? If so, how do the MAs choose which MKD to use? 
	Accept
	Accept. New section 8.8.9.2 added. See 11-07/0618r0.



	2007
	This clause appears to be a modified version of the TGr key holder requirements, but from an older draft.  Errors in the TGr key holder requirements have been corrected in D4.0 (such as the naming of the R0 Key Holder), but the corresponding corrections have not been adopted by TGs in this draft.
	Sync the key holder requirements with the latest version in TGr.
	Accept
	Accept. Identity of NAS Client (NAS-ID) added and bound into key derivation.  Additional MKD & MA requirements added.  See 11-07/0618r0.

	2062
	The notation in the figure is not clear and not explained - what do the (a) and (b) refer to?
	Improve figure and text.
	Accept
	Accept.  Figures s84 and s85 modified, and new text added.  See 11-07/0618r0.

	2399
	MKD-ID is required to be set to “the MAC address of the physical entity that stores the MKD”. What if this entity has multiple network interfaces and thus, multiple MAC addresses?
	Replace “the MAC address” with “a MAC address” or clarify how the case of multiple MAC addresses is handled.
	Accept
	Accept.  Text changed for both MKD-ID and MA-ID. See 11-07/0618r0.

	2971
	Deja-vu all over again. This text looks very familiar. So familiar that comments that were received on 11r D4.0 clause 8.5A should be considered here, too.
	suggest TGs look at 11-06-1895-05, and consider the comments directed to clause 8.5A as if they were directed to TGs.
	Accept
	Accept.  See 11-07/0618r0.  Several technical comments reviewed.

	2984
	(11r D4.0 comment #452) Different entities "may" hold keying material. Since such a topology is not required there is no way you can say that the key hierarchy "ensures that compromise of such keying material is isolated".
	do not ascribe properties to this key hierarchy that MAY be only partly true. Strike the paragraph.
	Accept
	Accept.  See 11-07/0618r0.

	2990
	change "top level" to "first level"
	as in comment
	Accept
	Accept.  See 11-07/0618r0.

	3007
	(11r D4.0 comment #582) What's the precedence of shall and should?  This combination appears to promote the should to a shall: “The [MKD] shall meet the following requirements ... When the [PMK-MKD] lifetime expires, the [MKD] shall delete the [PMK-MKD] SA and should revoke all [PMK-MAs] derived from the [PMK-MKD].“
	Create a list of requirements that the [MKD] key holder should implement that's separate from the ones that the [MKD] shall implement, and move “should revoke all the [PMK-Mas] ...” into this new list.
	Counter
	Counter. Text modified to clarify appropriate requirement.  See 11-07/0618r0.

	3008
	(11r D4.0 comment #583) [MKD] is described to be co-resident with “NAS Client”. However, “NAS Client” or even “NAS” is not defined anywhere in [802.11s] draft or 802.11 base standard. What exactly is this “NAS Client functionality of the IEEE 802.1X Authenticator” referring to?
	Clarify the description or just remove the requirement of [MKD] being co-resident with NAS Client.
	Accept
	Accept. Requirement reworded and definition for NAS client provided in text. See 11-07/0618r0.

	3012
	the normative "shall" seems out of place here. Advertisement of the MKDD-ID should be covered along with all other capability advertisement, and doesn't need to appear here.
	delete the sentence
	Accept
	Accept.  See 11-07/0618r0.

	3014
	when the PMK-MKD lifetime expires, the PMK-MA lifetime will expire also.  No revocation is needed.
	Delete "and should revoke all PMK-Mas derived from the PMK-MKD." and the following sentence.
	Counter
	Counter. Text modified to clarify appropriate requirement.  See 11-07/0618r0.

	3015
	(11r D4.0 comment #590) IEEE 802.1X does not define GTK, so IEEE 802.1X Authenticator cannot have a function to derive and distribute it. This was defined in 802.11i and is part of the 802.11 Authenticator functionality.
	Replace “The [MA] shall provide the IEEE 802.1X Authenticator function to derive and distribute the GTK to all connected STAs” with “The [MA] shall provide the IEEE 802.11 Authenticator function to derive and distribute the GTK to all connected [MPs]”.
	Accept
	Accept.  See 11-07/0618r0.

	3020
	(11r D4.0 comment #596) The term "[key] context" is used here, but is not defined.
	Define the term "[key] context" or the term "context".
	Counter
	Counter. Term "context" removed and specific list of information is provided.  See 11-07/0618r0.

	3679
	This clause appears to be a modified version of the TGr key holder requirements, but from an older draft.  Errors in the TGr key holder requirements have been corrected in D4.0 (such as the naming of the R0 Key Holder), but the corresponding corrections have not been adopted by TGs in this draft.
	Sync the key holder requirements with the latest version in TGr.
	Accept
	Accept. Identity of NAS Client (NAS-ID) added and bound into key derivation.  Additional MKD & MA requirements added.  See 11-07/0618r0.

	3718
	This clause appears to be a modified version of the TGr key holder requirements, but from an older draft.  Errors in the TGr key holder requirements have been corrected in D4.0 (such as the naming of the R0 Key Holder), but the corresponding corrections have not been adopted by TGs in this draft.
	Sync the key holder requirements with the latest version in TGr.
	Accept
	Accept. Identity of NAS Client (NAS-ID) added and bound into key derivation.  Additional MKD & MA requirements added.  See 11-07/0618r0.

	4052
	KCK-KD, KDK and KEK-KD should be names so as to clearly refer to Mesh
	Suggest MKCK-KD or KCK-MKD…, similarly for KEK-KD, Mesh Key Distribution, MKDK, and for PTK-KD => PTK-MKD, line 43
	Accept
	Accept.  See 11-07/0618r0.  Names changed to MKDK, MPTK-KD, MKCK-KD, and MKEK-KD.

	4759
	The PMK-MA name does not match the PMK-MA as defined earlier in this section.
	The same non-secret parameters should be used in both constructions
	Accept
	Accept.  Comment actually refers to PMK-MKD (based on page/line number).  See 11-07/0618r0.
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Abstract


This document aims to resolve 21 comments from LB93 that are described at the end of this document.  The comments are related in general to the descriptions of the mesh key holders and the key derviations, in clause 8.8.  





Modifications to subclauses are shown using the “Track Changes” feature.  The document also contains embedded comments showing the CID prompting the text change.  





Modifications to 7.3.2.80 and 11A.2.2.2 in this document assume 11-07/0564r1 has been adopted. 
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