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General discussion:

These comments:

	CID
	Commentor
	Page
	Clause
	Proposed Resn Status
	Comment
	Proposed Change
	Proposed Resolution
	


	300
	Cam-Winget, Nancy
	90.19
	8.2
	
	This statement should be more proactive to the use of CCMP rather than a passive "should not use WEP or TKIP".
	Either delete the sentence or replace with "HT STA shall use CCMP when communicating with other STA."
	Counter – delete the text as per doc 11-07-0590r2. That doc proposes some changes to other parts of clause 8 that create the same effect as that desired by the commentor but in a manner that is more consistent with other parts of clause 8.

	830
	Lefkowitz, Martin
	90.19
	8.2
	
	"HT STA should not use WEP or TKIP when communicating with other STA that support stronger ciphers.
HT STA shall not use pre-RSNA security methods to protect unicast frames if the RA or address1 of the frame corresponds to an HT STA."  The two sentances above mean the same thing.
	Delete the second sentence.
	Counter – the two sentences are different – the second refers exlusively to HT-STA-HT-STA links and the first is more broad. However, CID 1113 suggested another change that resulted in a deletion of the referenced text as per 11-07-0590r2.

	1113
	Marshall, Bill
	90.38
	8.3.1
	
	pairwise ciphers are negotiated between the STAs. This statement says that when the negotiated results is TKIP, the STAs shall not communicate
	Delete this sentence. Insert at end of first paragraph of 8.4.2 "A STA that has dot11HighThroughputOptionImplemented set to true shall include CCMP as an available pairwise cipher suite." Insert at end of third paragraph of 8.4.3 "A STA that has dot11HighThroughputOptionImplemented set to true shall not select TKIP as the pairwise cipher suite if CCMP is advertised by the AP." 
	Counter – the conclusion drawn by the commentor is correct – HT STA shall not communicate using TKIP. Group agrees to add more language and delete some language in order to indicate how pairwise cipher is selected, not exactly as commentor suggests, but as per 11-07-0590r2.


TGn Editor: Delete all of the changes shown for subclause “8.2 Pre-RSNA Security methods” on page 90 at approximately lines 3 through 24 of TGn draft D2.0.
TGn Editor: Delete the editor instruction that begins with “Insert the following new paragraph” and continuing through and including the entirety of the sentence that begins with “An HT STA shall not use TKIP as the pairwise cipher suite” from the changes to sublcause “8.3.1 Overview” on page 90 near line 35 of TGn draft D2.0.
TGn Editor: Insert the following text and editing instructions immediately preceding the header for subclause “8.6.3 Mapping PTK to CCMP keys” on page 91 near line 58 of TGn draft D2.0:

8.4.3 RSNA policy selection in an ESS

Change the third paragraph of 8.4.3 as follows:

The STA’s SME initiating an association shall insert an RSN information element into its (Re)Association Request; via the MLME-ASSOCIATE.request primitive, when the targeted AP indicates RSNA support. The initiating STA’s RSN information element shall include one authentication and pairwise cipher suite from among those advertised by the targeted AP in its Beacon and Probe Response frames. It shall also specify the group cipher suite specified by the targeted AP. If at least one RSN information element field from the AP’s RSN information element fails to overlap with any value the STA supports, the STA shall decline to associate with that AP. An HT STA shall eliminate TKIP as a choice for the pairwise cipher suite if CCMP is advertised by the AP or if the AP included an HT Capabilities element in its Beacons and Probe Responses. The elimination of TKIP as a choice for the pairwise cipher suite may result in a lack of overlap of the remaining pairwise cipher suite choices, in which case, the STA shall decline to create an RSN association with that AP.
8.4.4 RSNA policy selection in an IBSS

Change the first paragraph of 8.4.4 as follows:

In an IBSS, all STAs must use a single group cipher suite, and all STAs must support a common subset of pairwise cipher suites. However, the SMEs of any pair of non-HT-STAs may negotiate to use any common pairwise cipher suite they both support. Each STA shall include the group cipher suite and its list of pairwise cipher suites in its Beacon and Probe Response messages. Two STAs shall not establish a PMKSA unless they have advertised the same group cipher suite. Similarly, the two STAs shall not establish a PMKSA if the STAs have advertised disjoint sets of pairwise cipher suites. A HT STA shall eliminate TKIP as a choice for the pairwise cipher suite if CCMP is advertised by the other STA or if the other STA included an HT Capabilities element in its Beacons and Probe Responses. The elimination of TKIP as a choice for the pairwise cipher suite may result in a lack of overlap of the remaining pairwise cipher suites choices, in which case, the STAs shall not exchange encrypted frames.
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Abstract


This document contains proposed resolutions for three CIDs from the MAC group comments of LB97 that relate to the use of WEP and TKIP by HT STA.
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