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Introduction

This is a normative text proposal that allows a non-AP STA to learn about how a network is configured, and what types of authentication it supports.  The reason for this is that such a STA may wish to ignore all the private networks in an area and search for networks that use a compatible type of authentication, or offer free access.
The specific points in the proposal are:
· Change the older term "ESSID" to "HESSID" where appropriate

· Add on bits to the HESSID to describe the type of network (private versus public, whether free Internet access is allowed, and whether further steps are required after 802.11 association)
· A new Generic Advertisement Service (GAS) native query that allows a non-AP STA to learn about the types of next steps that are required.
Editing Instructions
7.2.3.6 Probe Response frame format

Change row 25 in table 15 to be HESSID instead of ESSID:

Table 15—Probe Response frame body 
	Order
	Information
	Notes

	25
	HESSID
	HESSID shall be present if dot11InterworkingEnabled is present


Make the indicated changes to the following clause, renumbering figures where appropriate:
7.3.2.43 HESSID Information element
The Homogenous Extended Service Set ID (ESSID) Information element contains description of HESSID. The format of the HESSID element is shown in Figure u1.

	
	Element ID
	Length
	HESSID
	Network Type

	Octets:
	1
	1
	6
	1


Figure u1—HESSID Information element format

The Element ID field is equal to the HESSID value in Table 26.

The value of the Length field is 6.

The HESSID field specifies the definition of HESSID.  

In the infrastructure mode, the HESSID definition includes the BSSID value of one of the group of APs. The HESSID and the SSID together to provide is a unique value that is advertised in beacons and probe responses so that the non-AP STA is aware of continued applicability of previously discovered interworking and advertising services when moving from one AP to another within the scope of the HESSID.
The Network Type field is defined in Figure u13a.  This field is used to advertise the type of network for every SSID included in the HESSID set.
	
	b0
	b1
	b2
	b3
b7

	
	Private Network
	Free Internet Access
	NASR
	Reserved

	Bits:
	1
	1
	1
	5


Figure u13a—HESSID Network Type Field
Bit 0 is the Private Network bit.  This bit shall be set to one to communicate to the non-AP STA that the networks in the HESSID require user accounts.
Bit 1 is the Free Internet Access bit.  This bit shall be set to one to advertise that the network supports free access, and that users attaching to the network may reach the Internet.
Bit 2 is the Next Authentication Step Required (NASR) bit.  This bit shall be set to one to indicate that the network requires a further authentication step, such as UAM, EAPOL, or any other type defined in clause 7.3.2.54.
Bits 3 through 7 are reserved and shall be set to zero.
Insert a new Native Query Type in Table u2 in the following clause:
7.3.2.47 SSID Container Information element

Table u2—Native Query Info ID definitions
	Info Name
	Info ID
	Native Info Element (clause)

	Capability List
	0
	7.3.2.51

	mSSID List
	1
	7.3.2.52

	Emergency Networks List
	2
	7.3.2.53

	Network Authentication Type
	3
	7.3.2.54

	Reserved
	3 – 255
	


Insert the following new subclause, renumbering figures and tables as appropriate:
7.3.2.54 Native Info Network Authentication Type Information element
The Native Info Network Authentication Type Information Element provides a list of authentication types that are used on the indicated SSID.
	
	Info ID
(3)
	Length
	Status Code
	Network Authentication Type Unit #1
	Network Authentication Type Unit #2
	…
	Network Authentication Type Unit #N

	Octets:
	1
	2
	2
	variable
	variable
	…
	variable


Figure u27a—Native Info Network Authentication Type element format

The Info ID field is equal to 3, which corresponds to the Network Authentication Type element per Table u2.

The Length field is the length of the Network Authentication Type element and is the determined by the number and size of the Network Authentication Type Units, as described in this subclause.

The Status Code is a 2-octet field with values from Table 23.

Each Network Authentication Type Unit has the structure shown in Figure u27b.
	
	Network Authentication Type Indicator Value
	Network Authentication Type Unit Length
	Network Authentication Type Indicator data

	Octets:
	1
	1
	variable


Figure u27b—Network Authentication Type Unit
The Network Authentication Type indicator value has one of the values show in Table u2a.
The Network Authentication Type Unit Length field is set to the number of octets in the Network Authentication Type Unit.

Each indicator value defines additional information that may be communicated.
Table u2a—Network Authentication Type indicator value
	Value
	Meaning

	0
	Acceptance of legal terms and conditions

	1
	On-line enrollment supported

	2
	UAM

	3
	802.1X


If the Network Authentication Type indicator value is 0, the network requires the user to accept terms and conditions.  No Network Authentication Type data is present.
If the Network Authentication Type indicator value is 1, the network supports on-line enrolment.  Therefore, higher-layer software on the non-AP STA may indicate to the user that accounts may be created.
If the Network Authentication Type indicator value is 2, the network supports the browser-based Universal Access Method.  In this case, the Network Authentication Type data is used to indicate the version of UAM in use, as shown in Figure u27c.
	
	Network Authentication Type Indicator Value (2 - UAM)
	Network Authentication Type Unit Length (2)
	UAM Version

	Octets:
	1
	1
	1


Figure u27c—Network Authentication Type Unit for UAM
The UAM Version is a one-octet field indicating the version of UAM in use.  When the version number is equal to 1, there is no further data required.
If the Network Authentication Type indicator value is 3, the network supports 802.1X authentication.  The Network Authentication Type Indicator data describes the EAP type in use.
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Abstract


This document is the normative text proposal for network type selection, as first proposed in 11-07/0446.
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