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Tuesday, April 24th, 2007
Chair called the meeting to order at 9:20am local time.

Chair gave the IPR Notice. There were no IPR statements or questions on the IPR policy.

Attendees:


Henry Ptasinski


Clint Chaplin


Lily Chen


Bill Marshall


Rajneesh Kumar


Kapil Sood


Jouni Malinen

Agenda:

1. Status of Draft 5.0 Security Review
2. Discussion of 07/0498r3 Comments Spreadsheet 

Agenda Item 1 – Security Review Status
· Clint sent email to 21 reviwers, and 5 were not OK, 12 said OK, and 4 never responded.

· Stuart is saying 12 is too many, so no more reviwers will be followed up on.

· Review is asking for comments back by June, 2007.
Validity of Comments

· What defines if those comments are in changed text?  Any new comment as part of a new NO vote, requires that it be resolved.

· Clint in process of preparing a document to lay out such rules.
· Should we continue to resolve every comment?  The rules are fairly unclear.
Agenda Item 2 – Discussion of 07/0498r3 Comments Spreadsheet
· Bill mentioned that he’s been able to produce docs for voting on Friday, by working there.  We need to decide what we do with the comment, here.  And, it is important that the group sticks to this decision in May.
· If we reject these comments and carry forward, and we may not have any work in Toronto adhoc.
· It will be nice to go to ExCom in July asking for SB approval.  We can ask for conditional, or permission.  If we have comments coming out of next re-circ, then we have to reject those comments and issue a recirc, and ask for conditional approval from ExCom.

· Looked at other groups to see if a SB pattern can be determined – concluded that TGr is its own new area.
· What should we go with these comments:
· Resolve all comments, regardless if they can be pushed out to SB

· Resolve and accept all comments, as TGr is seeing a diminishing comments curve

· Practically, Can we implement the spec we have? And, about specification quality?

· Issues #52

· Fixed strings in KDF should be shorter.
· Issue #53
· Comments on adding a status code will be rejected, as not enough value of this feature is evident.
· Issue #54
· Remove PTKName completely from specification

· There are no “shall”, but a sentence that asks to calculate PTK and PTKName.
· A key name is used to make key distinguishable to other parties.  Use a keyed hash, and other is using a hash – we need to make the key name unique.

· Used for debug information.  

· If we switched from SHA-256 to CMAC, then for CMAC, we need to have a key inside.

· Should standard specify a key name for every key? If yes, then we are OK.  If not, then it does not matter.
· Propose that we reject comment (316) with implementations are not required to derive PTKName.
· First comment (222) should be in Issue 55, and comment 317 is Issue 52.  317 will be made to be consistent with Issue 52.

· Issue # 55
· Contents of PTKSA should be updated

· PTK is bound to the STA and AP’s MAC address

· 11r is using STA address and BSSID, os they should be added

· Change the 11r part of the PTKSA clause.

· CID 223: Accepted. CIS 225: Accepted.  11r parts changed.
· If AP that can support multiple BSSIDs, then it has one or multiple R1 key holders.  For PTK key holder, they are separate.

· CID 226: Accept with “If FT, then…”
· CID 222:
· Add PTKName to the PTKSA

· For consistency, we should add PTKName into the PTKSA
· Accept this comment with ‘If FT, then…”

· Issue # 56
· Have this discussion tomorrow with more stakeholders in this room.
· Make CCMP as mandatory, and leave it there.  Not everyone has converged on this yet.
· Specific opposition to including any text for TKIP.  

· Vendor specific ciphers will need to define their own PTKName and PTK.

· We do define, which algorithm (descriptor value) is used to MIC EAPOL-Key frames, and we also specify which FT MIC key to use.  If we do not use CCMP, we use RC4 and HMAC-MD5.  FT frames will use same keys but with different algorithms.  Current standard is fine, but if we open to any other ciphers, then we run into this trouble.
· 11i says that for vendor-specific ciphers, RC4/MD5 is used.
· If TGr were to change it such that we could go to AES-CMAC for vendor-specific.  This is not acceptable to some, as no change to TKIP should be made.

· Issue # 57
· Pre-Authentication “within the MD”

· 4 ways to resolve it:

· Roll back changes

· Accept Jouni’s changes

· Do Nothing – keep the draft the same (and, incomplete)

· Allow pre-auth to only 11i APs

· Do a straw-poll tomorrow and try to get to consensus within this group.

· Issue # 58
· Comment asks to remove SHA1.  Will be discussed tomorrow

· Issue #59

· Make reservations prior to association, as “provional”.  All resources prior to association were provional, and that was agreed upon by the group.  This was taken out in a previous draft.
· In LB82, Joe had inserted comments that all resources be made provisional – and, accepted.  LB87 backed out those changes.  LB91 has back out changes.  With LB98, voted to pull them back in.

· Bill has a patent on this “provisional”, and ATT refused to issue LOA.  

· Discussion on TGe versus TGr reservation schemes.
· Alternative to limit pre-reservations to a single AP.

· Go around multiple times on 6-way versus no reservations.
· Issue # 75

· CID 27: 

· Definition of Mobility Domain is incomplete.  
· Other groups looking at using MD concepts.

· Added text to include “FT services” into the definition.

· CID 143: 
· Decided to reject this, as no new changes proposed.

· CID 153:
· Extensibility of MD concept, is not clear
· Bits 0-2 will never be zero for TGr implementations
· Accepted.
· Also, deal with CID 453

· CID 318:
· Moved to SHA1 discussion issue

· CID 382, 385, and 445 :

· Include them in a new Issue, and need text.
· Text was created in the meeting, by inserting a new paragraph.

· CID 380: Bring for discussion tomorrow
· CID 450:

· Accepted.

· CID 470:
· Added “…R1KH of the AP with which…”

· CID 493, 513:
· This is pointing to a procedure in 11.3 that does not exist in 11.3

· The idea is to say that re-transmission of Auth frames follows the 802.11 procedures.

· Clarify the text

· Accepted.

· Make same text changes other 2 clauses also.

· CID 596:
· Added “new instance” of R1KH is created on a new FT or a new FT Initial Association.

· CID 610: To be discussed in Issue #51
· Issue #74

· CID 219:
· Accept.  And, add a new sentence with “If FT, then…”
· CID 221; Moved to Issue #55
· CID 263:
· PSK be different between S0KH and R0KH

· Jouni to withdraw the comment

Recessed at 5:10pm

Wednesday, April 25th, 2007
Chair called the meeting to order at 9:10am local time.

Chair gave the IPR Notice. There were no IPR statements or questions on the IPR policy.

Thanks to Lily and NIST for hosting the TGr adhoc meeting.

Attendees:


Henry Ptasinski


Clint Chaplin


Lily Chen


Bill Marshall


Rajneesh Kumar


Kapil Sood


Jouni Malinen


Dorothy Stanley


Nancy Cam-Winget


William Burr, NIST
Agenda Item 2 – Discussion of 07/0498r4 Comments Spreadsheet

· Bill uploaded r4 to the IEEE sever last night

· Issue # 58

· Motivation was to have the 11i 4WHS to still be useful, as we had added AES-CMAC in the D5.0
· We can deprecate 11i, and was attempted in .11ma

· Kapil’s comment 318 is asking to pull out those changes, as they apply to 11i
· Is TGr the right place to do so?  Is this is the right time to do this?

· Does this go into TGw? 
· CID 243: Rolled over to SB.
· There is a good reason to add SHA256.  
· Bit 6 is saying you support CMAC.  We are affectively changing the 11i key hierarchy.

· 11r is using SHA256, which is negotiated using AKM.

· 11i negotiation defines how keys are defined based on AKMs.  How is this new key hierarchy negotiated?
· Is this bit the right way, or we do the AKMs?  One bit will determine 2 functions – MAC and KDF.
· Current standard:

· 11i - AKM determines KDF
· 11i - Ciphersuite determines 4WHS MIC and key-wrap

· 11r - AKM determines FT message MICs, FT 4WHS MICs

· Doing new AKM looks like the way of introducing a new 11i capability

· CID 318: Why is this a -1, as the “and” was changed to “or” in this sentence?  
· Just touching the text does not open the whole section for comments.

· Group decided to make this as as 1.  Easiest to accept this comment.  Do as a new comment in SB, as a new submission.  If this is not determined to be in TGr, then, moved into a different group.
· No reason to hold up TGr, if people would like to hold up TGr on this issue.
· Burr:  SHA1 is good for everything else, but digital signatures.  SHA1 is good for almost everything else, and particularly good with HMAC.  There is no specific reason to actually move away from SHA1 for anything other than signing digital signatures.  Asking people to make good engineering decision.  Paranoia is always there – easier for everyone to say just don’t SHA1, but does not believe the draconian approach is not required, at this point.  SHA1 for uses except that for digital signatures, it looks to be good for half a century, or more, as of now.
· Some discussions on whether we need a negotiation on the algorithm to be used in KDF.  NIST thinks that is a good idea.  SHA1 usage for KDF and HMAC has no effective end date, as of now.  Collision resistence is the strongest requirement, and there is a big jump to pre-image resistence.
· So, no need to add new AKMs for SHA256 into 11i, and revert back to SHA1 in TGr KDFs.

· To stay consitent with TGw, we should keep CMAC-AES-128 in TGr.  Or, go with HMAC_SHA1-128.  Lily has no comparison on these, at this time.
· If we move to AES-CMAC for 11r, then we should move 11i to AES-CMAC, as well.

· Accept 318.  And, remove all of Bit 6 details in 7.3.2.25.
· Clause 8.5.2 needs to be dealt with in a wholistic scenario.  This will be discussed in the CMAC versus SHA1 discussion.
· For FT, use always Key Descriptor 3, regardless of ciphers.  Not clear what will be used for vendor ciphers.
· How to deal with comments that are not on changed text?
· Anyone can make an appeal, based on any discriminated comment
· There has to be uniformity across all LBs, and in previous LBs had a comment on the entire draft.
· A comment can be based on any other open comment
· There have been multiple appeals on this – case laws!

· Any text that has outstanding text against it, or affected by a changed text – are also valid comments
· We can do one way for LBs or same/different way in SB
· Both will lead to closure.  Chair not sure if addressing all comments will not lead to closure.
· Any new comment does not open the door for infinite re-circs.  MA took the same path.

· It depends on what group votes for, in Montreal.
· Out of 259 comments in LB98, 186 are valid according to re-circ rules, and 73 are not.  On comments tab in spreadsheet, column J and K indicate this distinction.  J=0, and K=0 are invalid comments.
· Chair will submit these comments as SB comments.  These comments will be used as same as used by MA.  Proposed resolutions to these comments will be captured in the spreadsheets, but the last one will have the SB comment.  Bill will add a new tab to the same spreadsheet.
· Look at values of J and K, and suggest those that are inconsistent or incorrect.
· Overall, what ciphers we use in TGr.  It will become clear after we get external security review comments.
· Discussion on entropy, and that it only decreases as we go down the key hierarchy.
· Issue # 56
· Removal of the constraint of excluding TKIP
· The issue is the selection of MIC algorithm and key wrap algorithm with TKIP.  In addition, same key is used for 2 MIC algorithms (MD5 and AES), when TKIP is used.

· Opossed to extend TKIP with CMAC MIC algorithms.
· There is issue of what ciphers we specify in 11r spec – we can specify what is mandatory to implement.  Then, issue of how we bind of MIC determined by the AKMs – is separate from the first one.
· Important:  Must be included into TGr draft.  The negotiated cipher suite shall remain the same on the entire key hierarchy.  This information shall be propagated to all R1KHs, so that all APs support that same negotiated cipher.  A roaming STA should not be able to change ciphers as it FTs among APs.
· Decide on the language of 8.4.3.  Remove the clause changed in 8.4.3.  The CCMP mandatory is already in REV-MA9.0 clause 8.3.3.
· We are not probihiting the use of TKIP, not specifying TKIP key hierarchy, allowing vendor-specific cipher, but mandating which authentication algorithms get used when TKIP is selected.  So, this is an incomplete resolution to CID 236, among others.
· TGr is an amendment to the base text, and when everything gets rolled in, we need a coherent standard.  What we have now is not very clear.  We are very silent on TKIP, and hence, an incomplete solution.  A sentence “Use of FT with TKIP is deprecated”.
· TGr has specified TKIP completely.  This was done with additions to 8.5.2.
· Proposal to add a sentence “TKIP is deprecated” in clause in REV-MA 6.1.2.
· It should be done in SB.  Why in SB, as TKIP is an active issue in LB.  Suggestion to add that language as part of the TKIP comments resolutions in this LB.
· Add a language for “TKIP for FT is deprecated” in this LB.
· Update CID 236 with “Counter. The use of TKIP for confidentiality, authentication, and access control is deprecated.”
· Some not entirely comfortable with this sentence.
· Deprecating TKIP is right thing to do – Market will decide when a product gets deprecated.  Market will follow on these things – We can only knudge the market in that direction.  “TKIP deprecation” guarantees WFA will not test this.  It makes no sense to wait for MB, which is 5 or more years ahead in future.
· Marked all TKIP comments and related changes as Group #6.
· Issue #57
· A comment from D4.0 allowed Pre-Auth to be used across Mobility Domains.
· Multiple options: Keep silent about it, Remove these 5 words, specify how to do pre-auth across MDs, do pre-auth to non-FT APs.
· Original comment asked for pre-authentication to be used between MDs.
· Everything about RSN applies to FT.
· I would commentors proposed resolution to allow pre-Auth between multiple MDs.  We have introduced a case where transitions between MDs which are slower than if they were using 11i.  11r is moral equivalent of pre-auth.  11r has heavy-weight backend stuff, all has to be from same vendor.  Totally interoperable solution is to use pre-auth.
· There is no engineering data that backs up TGr mechanisms.  Very little has been done, thus far, in TGr.  Whether pre-auth is important or not, hinges on this.
· Depends on deployment – however, no data.
· It is important for STA to establish keys in 2 MDs and move between them.  If not, then there is a problem.  The TGr standard allows that currently.
· Discusions on L2/L3 context transfer, APs wanting to transition may need to share some info- but that is not specific to TGr.  What new info- needs to be sent?
· Pre-Auth is solely for setting up key hierarchy – has nothing to do with QoS.
· A submission (11-07-0525) clarifies that there are minimal changes that allows a STA to establish new keys at the next MD.
· There are some security concerns, not clear what they are?
· Review the submission (11-07-0525).  

· There is no intent to do pre-auth.  So, there needs to be another contribution, and deal with it as a vote.  We need 75% in either direction to prevent deadlock.
· This issue will be resolved as the vote.
· Status Review of the Spreadsheet
· Issue #98
· Comment resolved

· Issue #99

· Resolving comments 
· Recessed at 5:05pm

Thursday, April 26th, 2007
Chair called the meeting to order at 9:08am local time.

Chair gave the IPR Notice. There were no IPR statements or questions on the IPR policy.

Thanks to Lily and NIST for hosting the TGr adhoc meeting.

Attendees:


Henry Ptasinski


Clint Chaplin


Lily Chen


Bill Marshall


Rajneesh Kumar


Kapil Sood


Jouni Malinen


Dorothy Stanley


Nancy Cam-Winget


William Burr, NIST

Agenda Item 2 – Discussion of 07/0498r5 Comments Spreadsheet

· Bill uploaded r5 to the IEEE sever last night

· Discuss comments that were mis-categorized

· CID 380
· Text on page 49, line 30 is unclear
· Discussion on:  What is an Autheticator?

· We have limited time.  People not OK with pushing out comments to #99.  Group of TGr changes with what the vote happens.

· The intent of PHX adhoc was to come up with a technically correct solution.
· A concern was raised that TGr has hashed through their security architecture for over 2 years, and this group still has trouble understanding our design.  Does that indicate that are we looking at the problem correctly?
· Important distinction is that the parties are muddling specification and implementation – the specification should be consistent.

· Changes that were introduced are the seprate R0KH and R1KH, and S0KH and S1KH.

· CID 462, 463
· This are deemed to be affected by the changed text
· Commenter has agreed to change 463 to Editorial

· Accepted.

· CID 649, 654, 655

· Affected by changed text

· Accepted.

· CID 464
· Define “Channel Binding”
· NIST researching “channel binding”, and asked several researchers/standards for defining this, and no-one can define this precisely.

· Key points of Channel Binding: Service Information is verfied, Authenticator needs authentication, AS to match lower layer IDs into the protocol

· Delete the first part of the sentence on pg 53, line 18.  EAP is not a relevant area for TGr.

· Make a change to MIB clause to remove “Channel Binding”.
· CID 236
· Add a 3rd option that “Deprecate TKIP for FT”.
· CID 46
· Accepted with counter.

· CID 473

· Counter Accept.  Replace the first part of the sentence, with the same text as the start of the previous paragraph.  
· 4WHS -> Port Open -> Set PTK Lifetime --- is serialized.  There is an unspecified delay in opening the port.
· CID 506

· The problem this fixes is that it indicates the clock is always running, and that the STA should not use the same TIE value as provided in Initial Association, but a decreased value.
· Counter Accept.  Delete “open port” and remove time units

· CID 19
· Mandatory comment from SA, and accepted the counter.
· Someone said “Go watch me on YouTube”.

· CID 557, 566, 569
· Be consistent with FT Frame names, protocol names

· Everyone OK with Option 2 of the comment 557

· For 566, we make title long, refernces to those titles short, and add “FT” when it is missed (79.61 and others).  Keep titles long in PICS and MIB.
· CID 353, 354
· 353 Rejected.  As TGr overloads AUTHENTICATION primitive
· 354 is Counter
· CID 359, 360

· Same as 353

· CID 376

· Why FT Resource Request is needed is outside of the scope?
· Counter with changed text, and replace resolution of 377 to reject.
· CID 387
· R0KH-ID and R1KH-ID are assumed to be unique in MD.  They “shall” be unique.  For security purposes, it should be a “Shall”.
· Rejected.

· CID 498, 499, 540, 541, 553, 559, 588
· Draft is “dense”, and hard to find references.
· Adequate references were added.

· CID 452
· Accept.  Updated CID 453 to match 452.
· CID 688

· Clarify the response message.
· Counter. Sentence removed.

· We have a lot of carry-over comments from previous ballots.  Those comments were obsoleted.  Modify these comments, to match with the text.  So, this question will be coming up in Canada.
· There were additional comments that people wanted to carry-over.  We should take a look at those, at some time.
· Adrian’s comment that we do something in Clause 7.5.  We need to add FT Action Frames on that list.  It is an MB issue.
· Summary

· 13 marked unresolved, 8 of which are valid re-circ comments.
· 2 Issues deferred to Montreal – Pre-Auth and Patent Issue.  Quesiton on whether we should include the technology.
· Which path do we take?

· A bunch with Group#2 – needs feedback from the group.  These are trivial editorial and trivial technical.
Adjourned at 12:15pm
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