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· 7.3.1.7 Reason Code field

Add to Table 22 as shown:

	· Reason codes

	Reason code
	Meaning

	· 
	“MESH-LINK-CANCELLED”. IEEE 802.11 SME cancels the link instance with the reason other than reaching the maximum number of neighbors

	· 
	“MESH-MAX-NEIGHBORS”. The Mesh Point has reached the supported maximum number of neighbors 

	· 
	“MESH-CAPABILITY-POLICY-VIOLATION”. The received information violates the Mesh Capability policy configured in the Mesh Point profile

	· 
	“MESH-CLOSE-RCVD”. The Mesh Point has received a Peer Link Close message requesting to close the peer link.

	· 
	“MESH-MAX-RETRIES”. The Mesh Point has re-sent dot11MeshMaxRetries Peer Link Open messages, without receiving a Peer Link Confirm message.

	· 
	“MESH-CONFIRM-TIMEOUT”. The confirmTimer for the mesh peer link instance times out.

	52
	“MESH-SECURITY-POLICY-AGREEMENT”. The received security parameters and policy information is incompatible with the Mesh Point configuration.

	53
	“MESH-SECURITY-AUTHENTICATION-IMPOSSIBLE”.  No common PMK-MA exists, and Initial MSA Authentication is also impossible, since no connection to the MKD exists.

	54
	“MESH-SECURITY-FAILED-VERIFICATION”. The security-related information received in the peer link confirm message does not match the expected values.

	4655-65 535
	Reserved


7.3.2.80 MSA information element [MSAIE]

Modify clause 7.3.2.80 as shown:

The MSA information element includes information needed to perform the authentication sequence during an MSA handshake.  This information element is shown in Figure s64.

	Octets: 1
	1
	1
	6
	4
	4
	variable

	Element ID
	Length
	Handshake Control
	MA-ID
	Selected AKM Suite
	Selected Pairwise Cipher Suite
	Optional Parameters

	· MSA information element [MSAIE]


The Element ID is set to the value given in Table 26 for this information element.  The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The Handshake Control field contains two subfields as shown in Figure A.
	B0
	B1      B7

	Request Authentication
	Reserved

	Bits:  1
	7


Figure A - Handshake Control field
The “Request Authentication” subfield is set to 1 to indicate an MP requests authentication during the Initial MSA Authentication procedure.  
The MA-ID field contains the MA’s identity, which is used by the supplicant MP for deriving the PMK-MA.  It is encoded following the conventions from 7.1.1.

The Selected AKM Suite field contains an AKM suite selector, as defined in 7.3.2.25.2, indicating the authentication type and key management type to be used to secure the link.
The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.
The format of the optional parameters is shown in Figure s65.

	Octets: 1
	1
	variable

	Sub-element ID
	Length
	Data

	· Optional parameters field


The Sub-element ID is one of the values from Table s6.

	· Sub-element IDs

	Value
	Contents of data field
	Length

	0
	Reserved
	

	1
	MKD-ID
	6

	2
	EAP Transport List
	variable

	3
	PMK-MKDName
	16

	4-255
	Reserved
	


MKD-ID indicates the MKD that the supplicant MP may contact to initiate the mesh key holder security handshake.

EAP Transport List contains a series of transport type selectors that indicate the EAP transport mechanism.  A transport type selector has the format shown in Figure s66.

	Octets: 3
	1

	OUI
	Transport Type

	· Transport type selector format


The order of the organizationally unique identifier (OUI) field follows the ordering convention for MAC addresses from 7.1.1.  The transport types defined by this standard are provided in Table s7.

	· Transport types

	OUI
	Transport Type
	Meaning

	00-0F-AC
	0
	None specified

	00-0F-AC
	1
	EAP Transport mechanism as defined in 11A.2.5 

	00-0F-AC
	2-255
	Reserved

	Vendor OUI
	Any
	Vendor specific

	Other
	Any
	Reserved


The transport type 00-0F-AC:1 is the default transport type selector value.
PMK-MKDName contains an identifier of a PMK-MKD as defined in 8.8.4.
Insert the following text (changing clause 8.4.1), including editing instructions:
8.4.1 Security associations

8.4.1.1 Security association definitions
Change the bulleted list in 8.4.1.1 as follows:

· PMKSA: A result of a successful IEEE 802.lX exchange, preshared PMK information, or PMK cached via some other mechanism.
· PMK-MKD SA: A result of a successful Initial MSA authentication.
· PMK-MA SA: A result of a successful Initial MSA authentication or Subsequent MSA authentication.
· PTKSA: A result of a successful 4-Way Handshake.

· GTKSA: A result of a successful Group Key Handshake or successful 4-Way Handshake.

· SMKSA: A result of a successful initial SMK Handshake.

· STKSA: A result of a successful 4-way STK Handshake following the initial SMK Handshake or subsequent rekeying.

Insert
 the following two new subclauses after 8.4.1.1:

8.4.1.1.1A PMK-MKD SA
The PMK-MKD SA is the result of successful authentication during the Initial MSA authentication mechanism.  The security association consists of the following elements:

· MKDD-ID

· PMK-MKD

· PMK-MKDName

· SPA, and

· authorization information including PMK-MKD lifetime.
8.4.1.1.1B PMK-MA SA

The PMK-MKD SA is the result of a successful Initial MSA authentication, or the successful completion of the Subsequent MSA authentication mechanism.  The security association consists of the following elements:
· PMK-MA,

· PMK-MA lifetime,

· PMK-MAName,

· MA-ID,

· PMK-MKDName,

· SPA, and

· authorization
 information.

· Mesh networking
· Mesh link security 

· Overview of MSA
· Role determination

Replace the text in 11A.2.1.3 with the following:

The MSA Authentication mechanism assigns roles
 during peer link management to permit the MSA 4-way handshake and, if required, 802.1X authentication.  The procedure for determining 802.1X authenticator and supplicant roles is given in 11A.2.2.2.

Modify the text as shown and replace Figure s89 in 11A.2.1.5 with the figure shown within:
11A.2.1.5 MSA authentication 

Pre-RSNA authentication shall not be supported for mesh link establishment.

The MSA Authentication mechanism permits an MP to establish a secure link with a peer MP.  The MSA authentication mechanism may also comprise the authentication of an MP (such as through the use of 802.1X authentication) and the establishment of its mesh key hierarchy.  This procedure, known as Initial MSA Authentication, is required, for example, when an MP establishes its first peer link within an MKD domain.  On the establishment of subsequent links within the MKD domain, an MP’s execution of the MSA authentication mechanism may utilize its mesh key hierarchy to omit the authentication and key establishment steps.
Initial MSA Authentication is described in 11A.2.2.2.2.  When Initial MSA Authentication occurs, and IEEE 802.1X is selected, 8.4.5 specifies the authentication procedure. If pre-shared keys (PSKs) are selected instead, then the key hierarchy is derived from the PSK.

The MSA Authentication mechanism includes an MSA 4-Way Handshake, as specified in 11A.2.2.2.3, which establishes a PTK, and allows each MP to provide its GTK to the peer MP.  After the MSA 4-Way Handshake completes, either MP may initiate a Group Key Handshake (see 8.5.4) at any time during the link’s lifetime, to update its GTK.

The MSA authentication mechanism, when Initial MSA Authentication is included, is shown in Figure s89, with procedures specified in 11A.2.2.2.


[image: image1]
Figure s89
 – MSA Authentication Mechanism, including Initial MSA Authentication

Delete subclause 11A.2.1.6 and renumber the following subclauses as needed.

· MSA establishment procedure
· General

Modify the text as shown:

MSA defines the following procedures for use within a mesh:

· MSA Authentication (11A.2.2.2) is used by an MP to securely establish links with peer MPs, and, if required, to authenticate and establish the mesh key hierarchy that may be used when securing future links.

· 
· MSA Key Holder Communication comprises three related mechanisms:

· The procedure for establishing communications and a security association between an MA and an MKD is the mesh key holder security handshake (11A.2.3).

· The mesh key transport protocol (11A.2.4) describes the mechanisms for key delivery and key management within the mesh key hierarchy.

· The mesh EAP message transport protocol (11A.2.5) describes a mechanism for transporting EAP messages between MKD and MA to facilitate authentication of a supplicant MP.

Replace 11A.2.2.2 with the following:
11A.2.2.2 MSA authentication mechanism

An MP uses the MSA authentication mechanism to establish a secure link with a peer MP.  The mechanism consists of the establishment of a peer link, in accordance with 11A.1.5, followed by an MSA 4-way handshake, which is based on the 4-way handshake described in 8.5.3.

The MSA authentication mechanism may also comprise the authentication of a MP (such as through the use of 802.1X authentication) and the establishment of its mesh key hierarchy.  This procedure, known as Initial MSA Authentication, is required, for example, when an MP establishes its first peer link within an MKD domain.  On the establishment of subsequent links within the MKD domain, an MP’s execution of the MSA authentication mechanism may utilize its mesh key hierarchy to omit the authentication and key establishment steps.
During the peer link management portion of the MSA authentication mechanism, the exchanged information determines whether Initial MSA Authentication will occur.  If so, the authentication of the MP and establishment of the mesh key hierarchy occurs after peer link management completes, but before the MSA 4-way handshake begins.  An MP indicates a request for Initial MSA Authentication by setting the “Requests Authentication” bit in the MSAIE that is included in the peer link open message.  An MP may request Initial MSA Authentication during its first peer link within an MKD domain, but also to refresh its key hierarchy due to, for example, its expiration.
Prior to beginning the MSA authentication mechanism, the MP determines if it is the Selector MP for the duration of the protocol.  The MP is the Selector MP if its MAC address is numerically larger than that of the candidate peer MP.

11A.2.2.2.1 Peer Link Management

An MP initiates the MSA authentication mechanism
 with a candidate peer MP by sending a peer link open message to the candidate peer MP, in accordance with the peer link management procedure. In addition to the peer link management element, which is set according to 11A.1.5, the peer link open message shall contain:

· RSNIE, which shall be configured as advertised by the local MP in its Beacon frames and Probe Response frames.  However, the PMKID list field may contain the following entries, in the order given:

· PMK-MAName(initiator), the identifier of the currently-valid PMK-MA belonging to the key hierarchy created by the local MP during a prior Initial MSA Authentication, that may be used to secure a link with the peer MP.  This entry shall be omitted if no currently valid PMK-MA exists, or if the local MP requests Initial MSA Authentication.
· PMK-MAName(responder), the identifier of a PMK-MA belonging to the key hierarchy created by the peer MP during its Initial MSA Authentication.  This entry is included only if a PMK-MAName(initiator) is included, and only if the MA function of the local MP has cached the identified PMK-MA that may be used to secure a link with the peer MP.

· MSCIE, configured exactly as advertised by the local MP in its Beacon frames and Probe Response frames.
· MSAIE, where
· Requests Authentication subfield of the Handshake Control field shall be set to 1 if the local MP requests Initial MSA Authentication during this MSA authentication mechanism.  This subfield shall be set to zero if the PMKID list field of the RSNIE contains one or more entries.

· Selected AKM Suite field shall be zero if the local MP is not the Selector MP.  If it is the Selector MP, the field shall indicate an AKM suite selected by the local MP.  

· Selected Pairwise Cipher Suite field shall be zero if the local MP is not the Selector MP.  If it is the Selector MP, the field shall indicate a pairwise cipher suite selected by the local MP.  

· PMK-MKDName shall be present if the RSNIE in this message contains a PMK-MAName(initiator) value in the PMKID list field.  If present, it shall identify the PMK-MKD created by the local MP during its prior Initial MSA Authentication. 

· All other fields shall be set to zero.

The reception of a peer link open message from a peer MP that contains an MSAIE indicates that the candidate peer MP is initiating the MSA authentication mechanism. Upon reception of such a message, the MP shall determine if it is the Selector MP.  Further, it shall:

· Verify that the “Default Role Negotiation” field included in the MSCIE of the peer link open message is identical to the value included in the local MP’s MSCIE in Beacon frames and Probe Response frames.

· Verify that the local MP supports the peer MP’s group cipher suite as indicated in the RSNIE received in the peer link open message.  Further, verify that the pairwise cipher suite list and AKM suite list in the received RSNIE each contain at least one entry that is also supported by the local MP.

· If the local MP is not the Selector MP, verify that the AKM suite and pairwise cipher suite selected in the MSAIE are among those supported by the local MP. 
· Verify that it wishes to establish a link with the peer MP that sent the peer link open message, based on the policies advertised in the peer link open message, and, if present, the Selector MP’s choice of AKM suite and pairwise cipher suite.  

If any of these verifications fail, an OPN_RJCT event (see 11A.1.5.2.3) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-POLICY-AGREEMENT.  
As required by peer link management, a peer link open message shall be sent in response to an MSA authentication peer link open message, if it has not already been sent for this link instance.  The local MP shall configure the peer link open message as previously described in this subclause.  The local MP shall perform the key selection procedure (described below) prior to sending the peer link open message, if it has not already been sent.
The local MP performs the key selection procedure based on the contents of the peer link open message.  The result of the procedure determines if a PMK-MA is available to be used to secure the link, or if Initial MSA Authentication must occur.  One of two PMK-MAs may be selected: PMK-MA(local) is a PMK-MA belonging to the key hierarchy created by the local MP during its prior Initial MSA Authentication; PMK-MA(peer) is a PMK-MA belonging to the key hierarchy created by the peer MP during its prior Initial MSA Authentication. 

The key selection procedure first considers the PMKID entries in the received peer link open message and in the peer link open message created by the local MP.  If either PMKID list is empty, no common PMK-MA is available, and Initial MSA Authentication shall occur before the MSA 4-way handshake.  Further, the MKDD-ID values included in the received peer link open message and in the peer link open message created by the local MP are compared; if different, no common PMK-MA will be available, and Initial MSA Authentication shall occur before the MSA 4-way handshake.
Otherwise, the key selection procedure is given in Table a.  

The table input Valid-local-key is set to true if PMK-MAName(responder), contained in the PMKID list field in the RSNIE of the received peer link open message, identifies the PMK-MA belonging to the local MP’s key hierarchy that is currently valid for securing the link with the peer MP; otherwise, and when there is only one PMK-MAName entry, it is false.  

The table input Cached-peer-key is set to true if the key named by PMK-MAName(initiator), contained in the PMKID list field in the RSNIE of the received peer link open message, is cached by the MA function of the local MP and is currently valid for securing the link.  Otherwise, it is false.  

The “Connected to MKD” bits in the MSCIE, as in the local MP’s peer link open message, and as included by the peer MP in the peer link open message, are also inputs to the procedure.  A final input for the key selection procedure is the determination of whether the local MP is the Selector MP. 

Table a - Key selection procedure

	Valid-local-key
	Cached-peer-key
	“Connected to MKD” of
	Local MP is Selector MP?
	Selected Key

	
	
	Peer MP
	Local MP
	
	

	False
	False
	0
	0
	(any)
	Abort handshake. (No PMK-MA available, and no connection to MKD available.)

	False
	False
	0
	1
	(any)
	PMK-MA(peer), identified by PMK-MAName(initiator) in the received message, which the local MP must retrieve from the MKD.

	False
	False
	1
	0
	(any)
	PMK-MA(local), which is identified by PMK-MAName(initiator) in the local MP’s peer link open message.

	False
	False
	1
	1
	True
	PMK-MA(peer), identified by PMK-MAName(initiator) in the received message, which the local MP must retrieve from the MKD.

	False
	False
	1
	1
	False
	PMK-MA(local), which is identified by PMK-MAName(initiator) in the local MP’s peer link open message.

	False
	True
	(any)
	(any)
	(any)
	PMK-MA(peer), which is identified by PMK-MAName(initiator) in the received message.

	True
	False
	(any)
	(any)
	(any)
	PMK-MA(local), which is identified by PMK-MAName(responder) in the received message.

	True
	True
	(any)
	(any)
	True
	PMK-MA(peer), which is identified by PMK-MAName(initiator) in the received message.

	True
	True
	(any)
	(any)
	False
	PMK-MA(local), which is identified by PMK-MAName(responder) in the received message.


If the key selection procedure resulted in the choice of PMK-MA(peer), but the local MA function does not have PMK-MA(peer) in its cache, then the MA shall contact the MKD and retrieve the selected key. The MA shall use the PMK-MKDName value received in the peer link open message to identify the PMK-MA to be retrieved.  

If the key selection procedure resulted in an indication that Initial MSA Authentication shall occur, the “Connected to MKD” bits contained in the peer link open messages shall be examined.  If both MPs have “Connected to MKD” bits set to zero, an OPN_RJCT event (see 11A.1.5.2.3) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-AUTHENTICATION-IMPOSSIBLE, since authentication cannot occur.
If the key selection procedure resulted in an indication that the handshake must be aborted, an OPN_RJCT event (see 11A.1.5.2.3) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-AUTHENTICATION-IMPOSSIBLE.  

Otherwise, the MP shall send the peer link open message if it was not previously sent.
Following the key selection procedure, the MP shall perform the 802.1X role selection procedure
 based on the contents of the peer link open messages and its own configuration.  If the “Default Role Negotiation” bits sent by the MPs in the peer link open messages are set to zero, the determination of 802.1X roles is outside the scope of this standard.  Otherwise, the following procedure indicates which node plays the 802.1X authenticator role; the other MP is the 802.1X supplicant. 
 The inputs to the 802.1X role selection procedure are:

· The “Connected to MKD” bit in the MSCIE and the “Request Authentication” bit in the MSAIE, both in the peer link open message received from the peer, 
· The “Connected to MKD” bit in the MSCIE and the “Request Authentication” bit in the MSAIE, both in the peer link open message sent by the local MP, and 
· Whether the local MP is the Selector MP.
The 802.1X role selection procedure is as follows:

· If neither MP has the “Connected to MKD” bit set to 1, then the 802.1X Authenticator is the Selector MP.

· If only one MP has the “Connected to MKD” bit set to 1, then that MP is the 802.1X Authenticator.

· If both MPs have “Connected to MKD” bit set to 1, then:

· If the “Request Authentication” bits of the two MPs are set to the same value, then the 802.1X Authenticator is the Selector MP.

· Otherwise, the MP that has “Request Authentication” set to 1 is the 802.1X Supplicant, and the MP that has “Request Authentication” set to 0 is the 802.1X Authenticator.

The processing of the peer link open message is completed after the 802.1X roles are determined.  Subsequently, a peer link confirm message shall be sent according to the peer link management procedures of 11A.1.5.  In addition to the peer link management element, the peer link confirm message shall contain:

· RSNIE, identical to the RSNIE included in the peer link open message sent by the local MP during this protocol.  However, the PMKID list shall be empty if Initial MSA Authentication will occur; otherwise, it shall contain the PMK-MAName identifying the PMK-MA chosen by the key selection procedure.
· MSCIE, identical to the MSCIE included in the peer link open message sent by the local MP during this protocol.  
· MSAIE, where

· Handshake Control field shall be identical to that included in the peer link open message sent by the local MP during this protocol.

· MA-ID is set to the MAC address of the 802.1X authenticator 
· Selected AKM Suite shall contain the AKM suite chosen by the Selector MP in the MSAIE of the peer link open message that it sent during this protocol.

· Selected Pairwise Cipher Suite shall contain the pairwise cipher suite chosen by the Selector MP in the MSAIE of the peer link open message that it sent during this protocol.

· If Initial MSA Authentication will occur and if the local MP is the 802.1X authenticator, MKD-ID shall be included in the Optional Parameters field, and shall contain the identifier of the MKD with which the local MP’s MA has a security association.

· If Initial MSA Authentication will occur and if the local MP is the 802.1X authenticator, EAP Transport List shall be included in the Optional Parameters field.  If the local MP’s MA implements the MKD function, the EAP Transport List shall contain the list of transport types supported by the MKD.  If the MKD function does not support external communication with other MAs, the EAP Transport List shall contain the single entry 00-0F-AC:0.  If the local MP’s MA does not implement the MKD function, EAP Transport List shall contain the list that the local MP received during its Initial MSA Authentication within the same MKD domain.
· All other fields are set to zero.

Upon reception of a peer link confirm message during the MSA authentication mechanism, an MP shall:

· Verify that the MSCIE and the Handshake Control field of the MSAIE that were received in the peer link confirm message are identical to those received from the peer MP in the peer link open message during this handshake.

· Verify that the contents of the PMKID list field of the RSNIE in the received message are identical to those sent by the local MP in its peer link confirm message (i.e., it agrees with the local MP’s key selection procedure).  Verify that the remaining fields of the RSNIE match those received from the peer MP in its peer link open message during this handshake.

· Verify that the assertion of the 802.1X authenticator in the MA-ID field of the MSAIE is correct, based on the role selection procedure.

· Verify that the selected AKM suite and pairwise cipher suite values contained in the MSAIE match those chosen by the Selector MP in the MSAIE of the peer link open message that it sent during this protocol.

· If the local MP is the Selector MP, confirm its selection of AKM suite and pairwise cipher suite, based on the RSNIE received in the peer link confirm message, in order to prevent downgrade attacks.
If any of these message components are not verified, a CNF_RJCT event (see 11A.1.5.2.4) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-FAILED-VERIFICATION.  

11A.2.2.2.2 Initial MSA Authentication
If Initial MSA Authentication was negotiated during peer link management, authentication and establishment of the 802.1X supplicant’s key hierarchy shall occur after peer link management completes.  If the negotiated AKM suite requires 802.1X authentication, it is initiated by the 802.1X authenticator MP. The IEEE 802.1X exchange is sent between the 802.1X supplicant and the 802.1X authenticator using EAPOL messages carried in IEEE 802.11 data frames. The 802.1X authenticator may transport the IEEE 802.1X exchange to the MKD using the optional mesh EAP message transport protocol, as specified in 11A.2.5.
Upon successful completion of IEEE 802.1X authentication, the MKD receives the MSK and authorization attributes associated with it and with the supplicant MP. If a mesh key hierarchy already exists for this supplicant, the MKD shall delete the old PMK-MKD SA and PMK-MA SAs. It then generates the PMK-MKD SA as well as a PMK-MA SA.
The MKD then delivers the PMK-MA to the MA using the mesh key distribution protocol defined in 11A.2.4. Once the PMK-MA is delivered, the MSA authentication mechanism proceeds with the MSA 4-way handshake.
11A.2.2.2.3 MSA 4-way Handshake
Following peer link management and, if required, Initial MSA Authentication, the 802.1X authenticator initiates an MSA 4-way handshake. The EAPOL-Key frame notation is defined in 8.5.2.1.
Authenticator -> Supplicant: Data(EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0, DataKD_M1)) where DataKD_M1 = 0.

Supplicant -> Authenticator: Data(EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, DataKD_M2)) where DataKD_M2 = (RSNIE, MSCIE, MSAIE, GTK KDE).

Authenticator -> Supplicant: Data(EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, DataKD_M3)) where DataKD_M3 = (RSNIE, MSCIE, MSAIE, GTK KDE, Lifetime KDE).

Supplicant -> Authenticator: Data(EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC, DataKD_M4)) where DataKD_M4 = 0.

The message sequence is similar to that of 8.5.3.  The contents of each message shall be as described in 8.5.3, except as follows:

· Message 1: ANonce is the value received by the Authenticator from the MKD during PMK-MA delivery. The Key Data field is empty.
· Message 2: The RSNIE, MSCIE, and MSAIE shall be the same as those contained in the peer link confirm message sent by the Supplicant. However, if Initial MSA Authentication occurred, the RSNIE shall also contain the PMK-MAName in the PMKID list field of the RSNIE. The GTK KDE shall contain the GTK of the supplicant MP. The Key Data field shall be encrypted. 

· Message 3: The RSNIE, MSCIE, and MSAIE shall be the same as those contained in the peer link confirm message sent by the Authenticator. However, if Initial MSA Authentication occurred, the RSNIE shall also contain the PMK-MAName in the PMKID list field of the RSNIE. The Lifetime KDE shall contain the lifetime of the PMK-MA
.
The processing
, upon reception, of Message 1 of the 4-way handshake shall be as described in 8.5.3.1 (following “Processing for PTK Generation”).
The processing of Message 2 is as described in 8.5.3.2 (following “Processing for PTK Generation”), except that verification of the Message 2 MIC (step b) shall be as follows: If the calculated MIC does not match the MIC that the Supplicant included in the EAPOL-Key frame, the Authenticator silently discards Message 2. If the MIC is valid, the Authenticator checks that the RSNIE, excluding the PMKID Count and PMKID List fields, bit-wise matches the RSNIE sent by the Supplicant in its peer link confirm message. Additionally, the Authenticator checks that the MSCIE and MSAIE each bit-wise match those sent by the Supplicant in its peer link confirm message.  The Authenticator also unwraps the supplicant’s encrypted GTK.  If any of these comparisons fail, or if the unwrapping of the GTK failed, the Authenticator shall close the link.

The processing of Message 3 is as described in 8.5.3.3 (following “Processing for PTK Generation”), except that step (a) is replaced with the following: Verifies that the RSNIE, excluding the PMKID Count and PMKID List fields, bit-wise matches the RSNIE sent by the Authenticator in its peer link confirm message. Additionally, the Supplicant checks that the MSCIE and MSAIE each bit-wise match those sent by the Authenticator in its peer link confirm message.  If any of these comparisons fail, the Authenticator shall close the link.
The processing of Message 4 is as described as in 8.5.3.4 (following “Processing for PTK Generation”), except that step (b) contains the following additional action: If the MIC is valid, the Authenticator uses the MLME-SETKEYS.request primitive to configure the GTK received in Message 2 into the IEEE 802.11 MAC. 

During processing of the 4-way handshake, the PTK shall be calculated by both MPs according to the procedures given in 8.8.6.

Following a successful MSA 4-way handshake, the IEEE 802.1X controlled port shall be opened at both MPs (for communication with the peer). Subsequent EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed. Messages protected with the PTK shall use the Pairwise cipher suite given in the MSAIE of the peer link confirm messages exchanged as part of Initial MSA Authentication.
Remove subclause 11A.2.2.3 and renumber the following subclauses as needed.

 Apply the resolutions to the comment resolution spreadsheet (11-07/0023) as illustrated below.
	CID
	Comment
	Proposed Change by Commenter
	Resolution
	Resolution Notes

	679
	For subsequent EMSA Authentication, it may also need role determination. For example, the both MPs may be MA. They have PMK-MA for each other. 
	The role determination may be eaiser than an EMSA exchange, since the initiator will play the role of supplicant. 
	Accept
	Accept.  Subsequent EMSA Authentication merged with Initial MSA Authentication, and role selection procedure revised.  See submission 11-07/0564r1.

	1058
	The role determination described in 8.8.1.3 restricts which node plays the 802.1X supplicant role.  However, any MP must be able to initiate the Initial EMSA Authentication mechanism, regardless of the values set in its MKDDIE, in order to create a (new) key hierarchy at any time.  
	Modify the description of the role determination in 8.8.1.3 or the description of the Initial EMSA Authentication mechanism here to indicate that a MP sending a RSNIE with an empty PMKID list field shall be the 802.1X Supplicant for the handshake.  Further, indicate that if two MPs attempt to initiate the Initial EMSA Authentication mechanism simultaneously with one another (by including empty PMKID list fields), the handshake fails.
	Counter
	Counter. Role determination procedure updated to permit simultaneous initiation, and text changed in both locations.  See submission 11-07/0564r1.

	1063
	If "both MPs set Bit 0 to 0", then, by definition of Bit 0, both MPs are asserting that they cannot act in the 802.1X Authenticator role during an EMSA handshake.  It does not make sense to assign one MP the 802.1X authenticator role.
	Replace this list item with the following: "If both MPs set Bit 0 to 0, then neither MP can assume the IEEE 802.1X Authenticator role.  The EMSA handshake shall fail."
	Counter
	Counter. Role determination procedure updated and included in description of merged MSA authentication mechanism.  See submission 11-07/0564r1.

	1064
	The role negotiation described here does not allow the subsequent EMSA handshake to complete in all possible cases.  When both MPs set Bit 0 to 1, and Bit 1 to 0, then the MP with the higher MAC address must assume the 802.1X authenticator role.  If, however, only the MP with the lower MAC address is able to act as the authenticator (due to, for example, possession of the appropriate cached PMK-MA), this role negotiation scheme prevents the subsequent handshake from completing.
	Improve the role determination procedure for the subsequent EMSA handshake to allow the handshake to complete in the maximum number of scenarios.
	Accept
	Accept. Role determination procedure updated and included in description of merged MSA authentication mechanism.  See submission 11-07/0564r1.

	1603
	If both MPs have set bit 0 they must also set bit 1 to zero according to 8.8.1.2. Since neither is configured as an authenticator according to 8.8.1.2 there is no way the side with the higher MAC address can play a role it is specifically not configured for. Deadlock! EMSA has not been thoroughly thought out and is flawed.
	Come up with a mesh formation strategy that actually works or better yet get rid of EMSA.
	Counter
	Counter. Role determination procedure updated and included in description of merged MSA authentication mechanism.  See submission 11-07/0564r1.

	2402
	PMK-MKD SA is described to include “authorization information”, but PMK-MA does not have such an entry. Wouldn't some of the authorization information be needed at the MA? Copying this information from the PMK-MKD SA into PMK-MA SA could be useful, e.g., for delivering authentication server attributes to the MA.
	Add “authorization information” as a new item into the list of PMK-MA SA contents.
	Accept
	Accept. See submission 11-07/0564r1.

	2403
	4-way handshake messages are described to use a modified version of RSN IE. However, 8.5 includes text requiring bitwise comparison of the RSN IE between the IE from Beacon/ProbeResp (and (Re)AssocReq) and the IE in the EAPOL-Key frame. 802.11s does not seem to modify this requirement in 8.5 which could mean that the text here in 8.8.3.1 would conflict with validation requirements in 8.5.
	Update text in 8.5 to take into account the possibility of RSN IE not being identical in this particular instance of 4-way handshake. The comparison should be doing bitwise comparison of other parts of the RSN IE except for the PMKID list field (and count). This applies to both the Message 2 and 3.
	Accept
	Accept. See submission 11-07/0564r1.

	2958
	figure doesn't match procedures in 8.8.3.1.  Specifically, the bi-directional Association Requests are not described in 8.8.3.1.
	Delete "Peer Link Open" from mesh authenticator to supplicant, and "Peer Link Confirm" from supplicant to mesh authenticator
	Counter
	Counter. Text updated to match figure.  See submission 11-07/0564r1.

	2962
	figure doesn't match procedures in 8.8.3.2.  Specifically, the bi-directional Association Requests are not described in 8.8.3.2.
	Delete "Peer Link Open" from mesh authenticator to supplicant, and "Peer Link Confirm" from supplicant to mesh authenticator
	Counter
	Counter. Section and figure deleted due to merging into MSA authentication mechanism.  See submission 11-07/0564r1.

	3035
	PMK-MKD SA should appear in its own subclause in 8.4.1.1
	move this to a new subclause in 8.4.1.1
	Accept
	Accept. See submission 11-07/0564r1.

	3036
	PMK-MA SA should appear in its own subclause in 8.4.1.1
	move this to a new subclause in 8.4.1.1
	Accept
	Accept. See submission 11-07/0564r1.

	3041
	"expressed in seconds" already appears as normative text in 8.5.2
	delete the phrase here
	Accept
	Accept. See submission 11-07/0564r1.

	4725
	The "Connected to MKD" bit is defined as an ephemeral value, since it changes based on whether the MKD appears reachable. However, clause 8.8 (e.g., 8.8.3.1) treats it as a bit with a static value, as the text there requires that the MKDDIE received in an open request be identical to that in subsequent 4-way handshakes. Since the bit is ephemeral and not static, this does not work.
	Either redefine the bit so that it is static, or else remove the comparisons in Clause 8.8 that require the bit to be static, or remove the "Connected to MKD" bit entirely
	Accept
	Accept. In revised MSA authentication mechanism, comparisons to ephemeral values (beacons/probe responses) have been removed.  See submission 11-07/0564r1.

	4756
	Figure s89 is drawn indicating that the peer link establishment messages are executed sequentially. This is misleading at best. The peer link establishment protocol support both sequential and simultaneous execution of the messages. In fact, it doesn't require any ordering of the messages. 
	To make the example more representative, the arrows for the peer link establishment Open and Confirm messages should be drawn cross to each other to show the simultaneity possible.
	Accept
	Accept. See submission 11-07/0564r1.

	4757
	Figure s90 is drawn indicating that the peer link establishment messages are executed sequentially. This is misleading at best. The peer link establishment protocol support both sequential and simultaneous execution of the messages. In fact, it doesn't re
	To make the example more representative, the arrows for the peer link establishment Open and Confirm messages should be drawn cross to each other to show the simultaneity possible.
	Counter
	Counter. Figure deleted due to merging into MSA authentication mechanism.  See submission 11-07/0564r1.

	4760
	"In this sequence..." The description in this paragraph of how to establish a mesh link prior authentication is not consistent to the peer link establishment protocol defined in clause 11A.1.5. It reads like there are two messages exchanged, which in fact should be four: both parties send and receive both Open and Confirm messages
	Replace the paragraph with the following: "In this sequence, an MP execute the peer link establishment protocol as defined in Clause 11A.1.5, where the association request frame contains a Peer Link Open IE and the association response frame contains a Peer Link Confirm IE. The authentication procedure and an EMSA 4-way handshake follow the peer link establishment.
	Accept
	Accept in principle.  Text revised to be explicit about all peer link messages sent/received.  See submission 11-07/0564r1.

	4761
	"...shall contain the PMKID list entry sent by the supplicant..." What is the purpose of this reflection? And how is it even feasible if a key is not yet available? This text presupposes that the appropriate PMK has been distributed to the "MA" MP in time to send the Confirm, but it is clear that this assumption is unwarranted in general. Furthermore, changing the PMKID content during the handshake is a dangerous security flaw, as it is totally alien to the entire body of cryptographic thought, so is such a radical novelty that we can be almost assured that it won't work. In fact, we can go one step further and conclude it won't work: it is no longer possible to detect replay attacks or forgeries with this type of algorithm. The only reasonable thing the receiver of such a message can do is drop it as a complete forgery.
	This section is a complete mess and if left unchanged, will again bring 802.11 all the publicity benefits WEP provided in 2000-2003. Rethink all of the algorithms from scratch and write new text replacing it.
	Accept
	Accept.  Subsequent MSA authentication merged into Initial MSA to create single MSA authentication mechanism with revised key selection and role selection procedures.  See submission 11-07/0564r1.

	4763
	The process specified here to decide whether a shared PMK-MA is in place is unreliable. This appears to be due to an arbitrary decision to decide 802.1X roles prior to peer link establishment. This design interjects gratuitous complexity into the specification and fails to exploit the properties of the peer link establishment protocol. In it, the MPs can't fully utilize the resource available to speed up the security handshake. As one example among many completely obvious ones, consider the following case. Both MPs are unncessarily configured as an MA, one of which was decided to be MA for this session because of higher MAC address. However, it doesn't have the supplicant's PMK-MA. In fact, the supplicant does have the authenticator's PMK-MA. However, in the current design, the authenticator either executes the key transport protocol to fetch the PMK-MA or startover the authentication if key transport is not successful. This introduces unnecessary communication overhead and affects security in ways which have no obvious remedy.
	Rethink this entire section from scratch--bothering to take some notice of the requirements this time--and re-design the PMK negotiation process for subsequential EMSA security handshake; rewrite the text in its entirety.
	Accept
	Accept.  Subsequent MSA authentication merged into Initial MSA to create single MSA authentication mechanism with revised key selection and role selection procedures.  See submission 11-07/0564r1.
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Abstract


This document resolves the 18 comments from LB 93 as described at the end of this document. 





Modifications to subclauses are shown using the “Track Changes” feature.  The document also contains embedded comments showing the CID related to the text change. 
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