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Insert the following text (changing clause 8.4.1), including editing instructions:
8.4.1 Security associations

8.4.1.1 Security association definitions
Change the bulleted list in 8.4.1.1 as follows:

· PMKSA: A result of a successful IEEE 802.lX exchange, preshared PMK information, or PMK cached via some other mechanism.
· PMK-MKD SA: A result of a successful Initial MSA authentication.
· PMK-MA SA: A result of a successful Initial MSA authentication or Subsequent MSA authentication.
· PTKSA: A result of a successful 4-Way Handshake.

· GTKSA: A result of a successful Group Key Handshake or successful 4-Way Handshake.

· SMKSA: A result of a successful initial SMK Handshake.

· STKSA: A result of a successful 4-way STK Handshake following the initial SMK Handshake or subsequent rekeying.

Insert
 the following two new subclauses after 8.4.1.1:

8.4.1.1.1A PMK-MKD SA
The PMK-MKD SA is the result of successful authentication during the Initial MSA authentication mechanism.  The security association consists of the following elements:

· MKDD-ID

· PMK-MKD

· PMK-MKDName

· SPA, and

· authorization information including PMK-MKD lifetime.
8.4.1.1.1B PMK-MA SA

The PMK-MKD SA is the result of a successful Initial MSA authentication, or the successful completion of the Subsequent MSA authentication mechanism.  The security association consists of the following elements:
· PMK-MA,

· PMK-MA lifetime,

· PMK-MAName,

· MA-ID,

· PMK-MKDName,

· SPA, and

· authorization
 information.

Replace Figure s89 in 11A.2.1.5 with the figure shown below:
11A.2.1.5 Initial MSA authentication 

Pre-RSNA authentication shall not be supported for mesh link establishment.

The Initial MSA Authentication mechanism permits an MP to enable the use of the mesh key hierarchy when establishing security for subsequent links.

If the link establishment mechanism specified in 11A.1.5 succeeds in creating a link, and if it selects IEEE 802.1X authentication, then the Authenticator MP shall initiate the authentication. 8.4.4 specifies the authentication procedure used when IEEE 802.1X is selected. If pre-shared keys (PSKs) are selected instead, then the PMK is derived from the PSK.

If authentication succeeds from the Authenticator MP’s perspective, then the Authenticator MP shall initiate a 4-Way Handshake, as specified in 11A.2.2.2. After the 4-Way Handshake completes, either MP may initiate a Group Key Handshake (8.5.4) at any time during the link’s lifetime, to update the GTK.

The Initial MSA Authentication sequence is shown in Figure s89, with procedures specified in 11A.2.2.2.
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Figure s89
 - Initial MSA Authentication

Change the text as shown:

11A.2.2.2 Initial MSA authentication mechanism

During its first authentication in a mesh, an MP establishes the mesh key hierarchy to be used when securing future links. This is referred to as the Initial MSA Authentication Mechanism, and contains communication exchanged between an MP and an MA with which it is associating.

In this sequence
, an MP executes the peer link establishment protocol as defined in 11A.1.5. The authentication procedure (such as IEEE 802.1X authentication) and an MSA 4-way handshake follow peer link establishment.

During the peer link establishment protocol, the supplicant MP in the Initial MSA Authentication mechanism sends a peer link open message to the MA. In addition to the peer link management element, which is set according to 11A.1.5, the peer link open message shall also contain:

· 
· MSCIE, configured exactly as advertised by the supplicant MP in its Beacon frames and Probe Response frames.
· RSNIE, which shall be set according to the policy in 8.4.3 and 11A.2.1.4, and with the PMKID list field empty.
The peer link confirm message that the supplicant MP sends in accordance with the peer link establishment protocol is set according to 11A.1.5, and shall not contain the MSCIE and RSNIE.  Likewise, the peer link open message that the MA sends in accordance with the peer link establishment protocol is set according to 11A.1.5, and shall not contain the MSCIE and RSNIE.  
The peer link confirm message sent by the MA contains a peer link management element, set according to 11A.1.5.  The peer link confirm message shall also contain:

· 
· MSCIE, configured exactly as advertised by the MA in its Beacon frames and Probe Response frames.
· MSAIE, where

· MA-ID is set to the MAC address of the MA

· The Optional Parameters field includes the MKD-ID, which contains the identifier of the MKD with which the MA has a security association.

· The Optional Parameters field includes the EAP Transport List.  If the MA implements the MKD function, the EAP Transport List shall contain the list of transport types supported by the MKD.  If the MKD function does not support external communication with other MAs, the EAP Transport List shall contain the single entry 00-0F-AC:0.  An MA that does not implement the MKD function shall include the EAP Transport List that it received during its Initial MSA Authentication within the same MKD domain.
· All other fields are set to zero.

· RSNIE, configured exactly as advertised by the MA in its Beacon frames and Probe Response frames, with the PMKID list field empty.
After successful peer link establishment, the supplicant MP and the MA proceed with IEEE 802.1X authentication, if required. The IEEE 802.1X exchange is sent between the supplicant MP and the MA using EAPOL messages carried in IEEE 802.11 data frames. The MA initiates the IEEE 802.1X exchange with the supplicant MP and may transport the IEEE 802.1X exchange to the MKD using the optional mesh EAP message transport protocol, as specified in 11A.2.5.
Upon successful completion of the IEEE 802.1X authentication, the MKD receives the MSK and authorization attributes associated with it and with the supplicant MP. If a mesh key hierarchy already exists for this supplicant, the MKD shall delete the old PMK-MKD SA and PMK-MA SAs. It then generates the PMK-MKD SA 
· 
· 
· 
· 
· 
as well as a PMK-MA SA.
· 
· 
· 
· 
· 
· 
The MKD then delivers the PMK-MA to the MA using the mesh key distribution protocol defined in 11A.2.4. Once the PMK-MA is delivered, the MA and supplicant MP then perform an MSA 4-way handshake. The EAPOL-Key frame notation is defined in 8.5.2.2.
MA -> Supplicant: Data(EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0, DataKD_M1)) where DataKD_M1 = 0.

Supplicant -> MA: Data(EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, DataKD_M2)) where DataKD_M2 = (RSNIE, MSCIE, GTK KDE).

MA -> Supplicant: Data(EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, DataKD_M3)) where DataKD_M3 = (RSNIE, MSCIE, MSAIE, GTK KDE, Lifetime KDE).

Supplicant -> MA: Data(EAPOL-Key(1, 1, 0, 0, P, 0, 0, MIC, DataKD_M4)) where DataKD_M4 = 0.

The message sequence is similar to that of 8.5.3.  The contents of each message shall be as described in 8.5.3, except as follows:

· Message 1: ANonce is the value received by the MA from the MKD during PMK-MA delivery. The Key Data field is empty.
· Message 2: The RSNIE shall contain only the PMK-MAName in the PMKID list field. The remaining fields of the RSNIE and the MSCIE shall be the same as that provided in the peer link open message sent by the supplicant MP. The GTK KDE shall contain the GTK of the supplicant MP. The Key Data field shall be encrypted. 

· Message 3: The RSNIE shall contain only the PMK-MAName, as calculated by the MA, in the PMKID list field. The remaining fields of the RSNIE, as well as the MSCIE and MSAIE shall be the same as that provided in the peer link confirm message sent by the MA. The Lifetime KDE shall contain the lifetime of the PMK-MA
.
The processing
, upon reception, of each message of the 4-way handshake shall be as described in 8.5.3, except as follows:

Message 2: After verifying the MIC, the MA checks that the RSNIE, excluding the PMKID Count and PMKID List fields, bit-wise matches the RSNIE sent by the supplicant MP in its peer link open message.  The MA similarly checks that the MSCIE bit-wise matches that sent in the supplicant MP’s peer link open message.  If either check fails, the MA shall close the link.  If both information elements match, the MA constructs Message 3.

Message 3: The supplicant MP checks that the RSNIE, excluding the PMKID Count and PMKID List fields, bit-wise matches the RSNIE sent by the MA in its peer link confirm message.  The supplicant MP also checks that both the MSCIE and MSAIE bit-wise match those sent by the MA in its peer link confirm message.  If any check fails, the supplicant MP shall close the link.  Subsequently, the supplicant MP verifies the message 3 MIC as described in 8.5.3.3.
The PTK shall be calculated by the supplicant and the MA according to the procedures given in 8.8.6.

Following a successful MSA 4-way handshake, the IEEE 802.1X controlled port shall be opened on both the supplicant and MA. Subsequent EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.
 Apply the resolutions to the comment resolution spreadsheet (11-07/0023) as illustrated below.
	CID
	Comment
	Proposed Change by Commenter
	Resolution
	Resolution Notes

	2402
	PMK-MKD SA is described to include “authorization information”, but PMK-MA does not have such an entry. Wouldn't some of the authorization information be needed at the MA? Copying this information from the PMK-MKD SA into PMK-MA SA could be useful, e.g., for delivering authentication server attributes to the MA.
	Add “authorization information” as a new item into the list of PMK-MA SA contents.
	Accept
	Accept. See submission 11-07/0564r0.

	2403
	4-way handshake messages are described to use a modified version of RSN IE. However, 8.5 includes text requiring bitwise comparison of the RSN IE between the IE from Beacon/ProbeResp (and (Re)AssocReq) and the IE in the EAPOL-Key frame. 802.11s does not seem to modify this requirement in 8.5 which could mean that the text here in 8.8.3.1 would conflict with validation requirements in 8.5.
	Update text in 8.5 to take into account the possibility of RSN IE not being identical in this particular instance of 4-way handshake. The comparison should be doing bitwise comparison of other parts of the RSN IE except for the PMKID list field (and count). This applies to both the Message 2 and 3.
	Counter
	Counter. Protocol text updated (11A.2.2.2). See submission 11-07/0564r0.

	2958
	figure doesn't match procedures in 8.8.3.1.  Specifically, the bi-directional Association Requests are not described in 8.8.3.1.
	Delete "Peer Link Open" from mesh authenticator to supplicant, and "Peer Link Confirm" from supplicant to mesh authenticator
	Counter
	Counter. Text updated to match figure.  See submission 11-07/0564r0.

	3035
	PMK-MKD SA should appear in its own subclause in 8.4.1.1
	move this to a new subclause in 8.4.1.1
	Accept
	Accept. See submission 11-07/0564r0.

	3036
	PMK-MA SA should appear in its own subclause in 8.4.1.1
	move this to a new subclause in 8.4.1.1
	Accept
	Accept. See submission 11-07/0564r0.

	3041
	"expressed in seconds" already appears as normative text in 8.5.2
	delete the phrase here
	Accept
	Accept. See submission 11-07/0564r0.

	4756
	Figure s89 is drawn indicating that the peer link establishment messages are executed sequentially. This is misleading at best. The peer link establishment protocol support both sequential and simultaneous execution of the messages. In fact, it doesn't require any ordering of the messages. 
	To make the example more representative, the arrows for the peer link establishment Open and Confirm messages should be drawn cross to each other to show the simultaneity possible.
	Accept
	Accept. See submission 11-07/0564r0.

	4760
	"In this sequence..." The description in this paragraph of how to establish a mesh link prior authentication is not consistent to the peer link establishment protocol defined in clause 11A.1.5. It reads like there are two messages exchanged, which in fact should be four: both parties send and receive both Open and Confirm messages
	Replace the paragraph with the following: "In this sequence, an MP execute the peer link establishment protocol as defined in Clause 11A.1.5, where the association request frame contains a Peer Link Open IE and the association response frame contains a Peer Link Confirm IE. The authentication procedure and an EMSA 4-way handshake follow the peer link establishment.
	Accept
	Accept in principle.  See submission 11-07/0564r0.


Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "stuart@ok-brit.com" ��stuart@ok-brit.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.





Abstract


This document resolves the 8 comments from LB 93 as described at the end of this document. 





Modifications to 11A.2.2.2 are shown using the “Track Changes” feature.  The document also contains comments showing the CID related to the text change. 
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