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Proposed changes

8.4.6.1 Preauthentication and RSNA key management

Change the new (underlined) text as follows (this text will be underlined in the 802.11r draft, but that is difficult to show in editing instructions here):

A STA shall not use pre-authentication within the same Mobility Domain if AKM suite type 00-0F-AC:3 or 00-0F-AC:4 is used in the current association. When using pre-authentication between different Mobility Domains, the STA shall follow the procedures described in 11A.11.
Add following clause after 11A.10.3.2:

11A.11 Preauthentication between Mobility Domains

FT protocol supports fast transition within a Mobility Domain, but it cannot be used for transitions between Mobility Domains. RSN preauthentication can be used to reduce the time needed for these transitions by completing EAP authentication prior to dropping data connection at the old Mobility Domain. FT preauthentication is similar to RSN preauthentication, but it has some additional steps to allow the needed parameters for FT to be exchanged.

FT preauthentication starts with two frames of a 4-way handshake, though, with the difference of non-AP STA acting as the initiator for the handshake. This initial step is used to request FT preauthentication and to exchange RSNIEs and FTIEs and nonces. This step is followed by the EAP exchange in the same way as in RSN preauthentication, see 8.4.6.1. Finally, the last two messages of the 4-way handshake are used to verify the information exchanged in the first two messages and to verify that the authentication and key derivation has been completed successfully. In addition, the AP can send information like reassociation deadline and key lifetime in the same way as is done in the message 3 of FT initial MD association.

The following sequence describes the messages used in the FT preauthentication. All messages are sent using the preauthentication EtherType as described in 8.4.6.1. STA may retransmit EAPOL-Key messages if it does not receive a response from the AP.

STA → AP:
EAPOL-Key(0, 0, 1, 0, P, 0, 0, SNonce, 0, RSNIE, MDIE)

AP → STA:
EAPOL-Key(0, 0, 0, 0, P, 0, 0, ANonce, 0, RSNIE, MDIE, FTIE[R0KH-ID, R1KH-ID])

STA → AP:
EAPOL-Start

STA ↔ AP:
<EAP authentication>

AP → STA:
EAP-Success

STA → AP:
EAPOL-Key(0, 1, 1, 0, P, 0, 0, SNonce, MIC, RSNIE[PMKR1Name])

AP → STA:
EAPOL-Key(0, 1, 0, 0, P, 0, 0, ANonce, MIC, RSNIE[PMKR0Name], MDIE,




FTIE[R0KH-ID, R1KH-ID], TIE[ReassociationDeadline], TIE[KeyLifetime])

The first two messages exchange fresh nonces for FT preauthentication and allow the STA to learn the MDID, R0KH-ID, and R1KH-ID of the target AP. When preauthentication uses this exchange, the MSK is used to derive the PMK-R0 instead of the PMK. At the completion of successful EAP authentication, both the S0KH and R0KH derive the PMK-R0 and PMKR0Name (see 8.5.1.5.3) and generate the PMK-R0 SA. This SA can be used to enable the FT protocol to be used to transition to any AP in the target Mobility Domain. In addition, S0KH and R0KH derive the PMK-R1 and PMKR1Name (see 8.5.1.5.4) for the R1KH of the target AP. The generated PMK-R1 SA can be used if the STA transitions to this AP. PMK-R1 is then used to derive the PTK (see 8.5.1.5.5) for the purposes of generating the MIC for the final two messages of the FT preauthentication exchange. The TK from this PTK is not used to encrypt any data frames since only the KCK, and KEK, if needed, are used during this FT preauthentication exchange.

The AP validates the MIC in the third EAPOL-Key message, verifies that the RSNIE (except for the PMKID) matches the RSNIE used in the first EAPOL-Key message, and verifies that the R0KH derived the same PMKR1Name. If any errors are detected, the generated PMK-R0 SA and PMK-R1 SA are discarded. Otherwise, these SAs are cached to allow FT transitions in the new Mobility Domain.

The STA validates the MIC in the fourth EAPOL-Key messages, verifies that the RSNIE (except for the PMKID), MDIE, and FTIE match the IEs sent in the second EAPOL-Key message, and verifies that S0KH derived the same PMKR0Name. If any errors are detected, the generated PMK-R0 SA and PMK-R1 SA are discarded. Otherwise, these SAs are cached to allow FT transitions in the new Mobility Domain.

After successfully completing FT preauthentication, the STA may transition into the new Mobility Domain using the PMK-R0 SA generated during the FT preauthentication.

Abstract


IEEE 802.11r/D5.0, 8.4.6.1 mandates that pre-authentication shall not be used within the same Mobility Domain (MD). However, it allows pre-authentication for cases where a STA is moving from one Mobility Domain to another Mobility Domain within the same ESS.





While the pre-authentication itself seems to be allow, 802.11r/D5.0 does not cover all the needed functionality for this. The main missing components are message exchange for requesting R0KH-ID and R1KH-ID from the target AP (though, Probe Request could be used for this) and a mechanism for indicating that the pre-authentication should generate PMK-R0, not PMK (i.e., something for 802.11r, not for  802.11i). Taken into account that pre-authentication can be used to reduce the amount of time data connection is down during a transition to an AP that is within the same ESS, but in a different MD, the missing functionality should be added to complete support for pre-authentication between MDs.
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