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1 Comment CID 483

CID 483

MAC address spoofing by non-MP associating with MAP
Resolution by Commenter

informal note that it may be checked that the MAC address of the associating non-MP STA does not exist within mesh as MP, motivation for this is given in submission 11-06/1837
2 Proposed Resolution

A presentation on this topic is available as document 11-06/1837r2.

Note to the editor: All clause numbers are based on IEEE 802.11s Draft D1.01

Insert new clause 11.3.3 at the end of clause 11.3 “STA Authentication and Association”:

11.3.3 Additional Mechanisms for APs with Mesh Functionality

After the initial state for a non-AP STA with no mesh functionality has been established for authentication / association, the AP with mesh functionality may verify in a timely fashion that the MAC address of the non-AP STA does not belong to another STA with mesh functionality in the mesh network.
If the MAC address of the non-AP STA does already exist in the mesh network, the AP with mesh functionality will reject the station. Depending on the progress of the authentication / association, the rejected station will be disassociated and/or deauthenticated with Status Code “unspecified reason”.

The mechanism for verfying disjunct MAC addresses depends on the active path selection protocol and might be vendor specific. See clause 11A.6.8 for HWMP and clause 11A.7.13.7 for RA-OLSR.

Insert new clause 11A.6.8
11A.6.8 Considerations for support of STAs without mesh functionality

The verification of disjunct MAC addresses between a non-AP STA without mesh functionality and mesh points during authentication/association of the non-AP STA (cf. clause 11.3.3) may be done by issuing a RREQ for the MAC address of the non-AP STA by the AP with mesh functionality. The destination only flag of the RREQ shall be set to 1.

The MAC address of the non-AP STA does already exist in the mesh network if the AP with mesh functionality receives a RREP for the MAC address of the non-AP STA and it can be derived from the RREP that the requested MAC address is originated from a mesh point. (The AE flag of the RREP is set to 0, see clause 7.3.2.71). 
Insert new clause 11A.7.13.7

11A.7.13.7 Considerations for support of STAs without mesh functionality

The verification of disjunct MAC addresses between a non-AP STA without mesh functionality and mesh points during authentication/association of the non-AP STA (cf. clause 11.3.3) may be done by a lookup of the MAC address of the non-AP STA in the forwarding information of the AP with mesh functionality.

The MAC address of the non-AP STA does already exist in the mesh network if the AP with mesh functionality already contains the MAC address in its forwarding information.
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Abstract


This document provides text to be included in the TGs draft as resolution of comment CID 483 (MAC address spoofing). A motivation for this is given in submission 11-06/1837.
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