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7.3.2.64 EMSA Handshake element [EMSAIE]

Modify the text in 7.3.2.64 as shown:
The Sub-element ID is one of the values from Table a.

Table a - Sub-element IDs

	Value
	Contents of data field
	Length

	0
	Reserved
	

	1
	MKD-ID
	6

	2
	EAP Transport List
	variable

	3-255
	Reserved
	


MKD-ID indicates the MKD that the supplicant MP may contact to initiate the mesh key holder security handshake.

EAP Transport List contains a series of transport selectors that indicate the EAP transport mechanism.  A transport selector has the format shown in Figure A.

	
	OUI
	Transport Type

	Octets:
	3
	1


Figure A - Transport selector format

The order of the organizationally unique identifier (OUI) field shall follow the ordering convention for MAC addresses from 7.1.1.  The transport selectors defined by this amendment are provided in Table b.

Table b - Transport selectors

	OUI
	Transport Type
	Meaning

	00-0F-AC
	0
	None specified

	00-0F-AC
	1
	EAP Transport mechanism as defined in 8.8.6.

	00-0F-AC
	2-255
	Reserved

	Vendor OUI
	Any
	Vendor specific

	Other
	Any
	Reserved


The transport selector 00-0F-AC:1 shall be the default transport selector value.

8.8.1 Overview of EMSA

Modify the last paragraph in 8.8.1 as shown:
If a MP implements a MA key holder but does not implement a MKD key holder,, EMSA provides mechanisms for secure communications between mesh key holders.  The “Mesh Key Holder Security Association” provides the mechanism for establishing a security association between a MA and MKD.  Secure mesh key transport protocols and an EAP message transport protocol are defined.  
8.8.1.1 Mesh Key Holders

Insert the following paragraphs at the end of 8.8.1.1:
An EAP transport mechanism is defined in 8.8.6, and may be used to facilitate EAP authentication of MPs by transporting EAP messages between a MA and MKD.  An EAP transport mechanism is needed when a MP implements the MA function, but not the MKD function.  In addition to the EAP transport mechanism defined in 8.8.6, other mechanisms, such as vendor specific mechanisms, may be used to facilitate EAP authentication.  An EAP transport mechanism must satisfy the following requirements:
· The mechanism shall permit the MKD to provide a secure indication of the result of EAP authentication to the MA.  Here, “secure” means the mechanism provides data origin authentication (of the MKD) and message integrity.

· The mechanism shall explicitly identify the supplicant MP involved in EAP authentication during the transport of an EAP message.  In other words, since multiple supplicant MPs may be undergoing EAP authentication through a single MA, the mechanism shall permit the MA and MKD to distinguish the transported EAP message using the identity of the supplicant MP.
8.8.1.2 Discovery & EMSA Capability Advertisement

Modify the last paragraph in 8.8.1.2 as shown:
A MKD may support zero or more EAP transport mechanisms.  A MA advertises the mechanisms supported by the MKD with which it has a security association during the Initial EMSA Authentication (using the EAP Transport List optional parameter in the EMSAIE).

8.8.1.8 Mesh key and EAP message transport protocols

Modify the final two paragraphs in 8.8.1.8 as shown:
The EAP message transport protocol may be initiated by the MA to facilitate EAP authentication with the supplicant during a supplicant MP’s Initial EMSA Authentication.  The protocol permits an EAP message received from the supplicant to be transported from MA to MKD, and permits EAP messages received from the authentication server to be transported from MKD to MA.  

A single request/response EAP message transport frame exchange is depicted in Figure s95.  The authentication of a supplicant will typically require several such exchanges.  The protocol is specified in 8.8.6.

8.8.3 EMSA Establishment Procedure

Modify the text as shown:
EMSA defines the following procedures for use within a mesh:

· Initial EMSA Authentication (8.8.3.1) is used by a MP to authenticate and establish the mesh key hierarchy that may be used when securing future links.

· Subsequent EMSA Authentication (8.8.3.2) is used by a MP to securely establish links with peer MPs after it has established a mesh key hierarchy using Initial EMSA Authentication.

· EMSA Key Holder Communication comprises three related mechanisms:

The procedure for establishing communications and security between a MA and a MKD is the mesh key holder security association (8.8.4).

The mesh key transport protocol (8.8.5) describes the mechanisms for key delivery and key management within the mesh key hierarchy.

The mesh EAP message transport protocol (8.8.6) describes a mechanism for transporting EAP messages between MKD and MA to facilitate authentication of a supplicant MP.

8.8.3.1 Initial EMSA Authentication Mechanism

Modify the text in 8.8.3.1 as shown:

During its first authentication in a mesh, a MP establishes the mesh key hierarchy to be used when securing future links.  This is referred to as the Initial EMSA Authentication Mechanism, and contains communication exchanged between an MP and a MA with which it is associating.

In this sequence, a MP issues an association request frame containing a Peer Link Open IE and an indication (the MKDDIE) that it wishes to establish the mesh key hierarchy.  The MP receives an association response frame containing a Peer Link Confirm IE and information required for the MP to perform key derivations and establish link security.  If required, 802.1X authentication occurs next, followed by an EMSA 4-way handshake.

The supplicant MP in the Initial EMSA Authentication mechanism sends an association request frame to the MA.  The association request frame shall contain:

· Peer Link Open IE, which shall be set according to 11A.1.5

· MKDDIE, configured exactly as advertised by the supplicant MP in its beacons and probe responses.

· RSNIE, which shall be set according to the policy in 8.4.3 and 8.8.1.4, and with the PMKID list field empty.

The association response frame from the MA shall contain:

· Peer Link Confirm IE, which shall be set according to 11A.1.5

· MKDDIE, configured exactly as advertised by the MA in its beacons and probe responses.

· EMSAIE, where

MA-ID is set to the MAC address of the MA

The Optional Parameters field includes the MKD-ID, which contains the identifier of the MKD with which the MA has a security association.

The Optional Parameters field includes the EAP Transport List.  If the MA implements the MKD function, the EAP Transport List shall contain the list of transport types supported by the MKD.  If the MKD function does not support external communication with other MAs, the EAP Transport List shall contain the single entry 00-0F-AC:0.  An MA that does not implement the MKD function shall include the EAP Transport List that it received during its Initial EMSA Authentication within the same MKD domain.
All other fields are set to zero.

· RSNIE, configured exactly as advertised by the MA in its beacons and probe responses, with the PMKID list field empty.

After successful peer link establishment, the supplicant MP and the MA proceed with IEEE 802.1X authentication, if required.  The IEEE 802.1X exchange is sent between the supplicant MP and the MA using EAPOL messages carried in IEEE 802.11 data frames.  The MA initiates the IEEE 802.1X exchange with the supplicant MP and, if necessary, may transport the 802.1X exchange to the MKD using an EAP message transport protocol, such as that specified in 8.8.6.
8.8.4.2 Mesh key holder security handshake

Modify the second paragraph in 8.8.4.2 as shown:

The aspirant MA initiates the exchange by constructing mesh key holder security handshake message 1, and sending the message to the MKD identified by the MKD-ID received in the Association Response frame during the aspirant MA’s Initial EMSA Authentication.  The aspirant MA selects an EAP Transport mechanism from among those listed in the EMSAIE received in the Association Response frame during the aspirant MA’s Initial EMSA Authentication.  The aspirant MA shall decline to establish a mesh key holder security association with the MKD if the EAP transport mechanisms supported by the aspirant MA and MKD do not overlap, or if the EAP Transport List received by the aspirant MA contains the single entry 00-0F-AC:0.  The contents of handshake message 1 are given in 8.8.4.2.1.
8.8.4.2.1 Mesh key holder security handshake message 1

Modify the text in 8.8.4.2.1 as shown:

The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 1.

· MA-Nonce shall be set to a value chosen randomly by the aspirant MA, following the recommendations of 8.5.8.

· MKD-Nonce shall be set to zero.

· MA-ID shall be set to the MAC address of the aspirant MA.

· MKD-ID shall be set to the MAC address of the MKD.

· The Transport Type Selector field shall contain a single transport selector (with format as given in Figure s62).  The specified transport type shall be from among those listed in the EMSAIE received in the Association Response frame during the aspirant MA’s Initial EMSA Authentication.  The value 00-0F-AC:0 shall not be specified.
8.8.6 Mesh EAP message transport protocol 

Modify the first paragraph in 8.8.6 as shown:

This protocol describes how the MA may initiate and perform EAP authentication with the supplicant during the supplicant MP’s Initial EMSA Authentication.  The use of this protocol is selected during the mesh key holder security handshake defined in 8.8.4.2 and is described by transport selector 00-0F-AC:1.  When the transport selector specifies any other value, the mechanism for EAP Transport is outside the scope of this standard.

Annex A

Protocol Implementation Conformance Statement (PICS) proforma

A.4 PICS proforma - IEEE Std 802.11, 2006 Edition
A.4.4 MAC protocol 

A.4.4.1 MAC protocol capabilities
Add the following to end of table in A.4.4.1: 
	Item
	Protocol capability
	References
	Status
	Support

	*PC36
	Wireless LAN Mesh
	11A
	O
	Yes o  No o

	PC36.1
	EAP Encapsulation Mechanism
	8.8.6
	PC34&PC36:O
	Yes o  No o  N/A o
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Abstract


This submission clarifies the specification of the EAP Encapsulation protocol defined in 8.8.6 as optional.  An entry is placed into the PICS proforma to specify that the protocol described in 8.8.6 is optional, and the word “optional” is removed from the text (see CID 3492).





The method of advertising and selecting an EAP Transport mechanism is improved.  Specifically, an entry is included that allows a MKD to advertise that it does not support any EAP Transport mechanisms, thus making the protocol in 8.8.6 truly optional.  For example, the MKD may not support EAP Transport if it will only communicate with a locally-implemented MA.  Such a scenario may be present in architectures where the MKD function is present at many or all MPs in the mesh, but is not configured to communicate with externally-implemented MAs.





This submission resolves the following comments: 591, 1409, 1607, and 3492.





This submission assumes 11-07/0286r0, 11-07/0287r0 and 11-07/0435r0 have been accepted.
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