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Replace 7.3.2.76 with the following:
7.3.2.76 MSA Handshake element [MSAIE]

The MSA handshake information element includes information needed to perform the authentication sequence during an MSA handshake.  This information element is depicted in Figure s61.

	Octets: 1
	1
	6
	variable

	Element ID
	Length
	MA-ID
	Optional Parameters


Figure s61 - MSA Handshake information element

The Element ID is set to the value given in Table 26 for this information element. The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The MA-ID field contains the MA’s identity, which is used by the supplicant MP for deriving the PMK-MA.  It is encoded following the conventions from 7.1.1.

The format of the optional parameters is shown in Figure s62.

	Octets: 1
	1
	variable

	Sub-element ID
	Length
	Data


Figure s62 - Optional parameters field

The Sub-element ID is one of the values from Table s7.

Table s7 - Sub-element IDs

	Value
	Contents of data field
	Length

	0
	Reserved
	

	1
	MKD-ID
	6

	2
	EAP Transport List
	Variable

	3-255
	Reserved
	


MKD-ID indicates the MKD that the supplicant MP may contact to initiate the mesh key holder security handshake.

EAP Transport List contains a series of transport type selectors that indicate the EAP transport mechanism.  A transport selector has the format shown in Figure s63.

	Octets: 3
	1

	OUI
	Transport Type


Figure s63 - Transport type selector format

The order of the organizationally unique identifier (OUI) field follows the ordering convention for MAC addresses from 7.1.1.  The transport types defined by this amendment are provided in Table s8.

Table s8 - Transport types
	OUI
	Transport Type
	Meaning

	00-0F-AC
	0
	EAP Transport mechanism as defined in 11A.2.5.

	00-0F-AC
	1-255
	Reserved

	Vendor OUI
	Any
	Vendor specific

	Other
	Any
	Reserved


The transport type 00-0F-AC:0 is the default transport type selector value.
8 Security

8.5 Keys and key distribution

Insert the following text, including editing instructions:
8.5.2 EAPOL-Key frames
Change List Item 1 of “Key Information” (list entry b) in 8.5.2 as shown:

1) Key Descriptor Version (bits 0-2) specifies the key descriptor version type.

i) The value 1 shall be used for all EAPOL-Key frames to and from a STA when neither the group nor pairwise ciphers are CCMP for Key Descriptor 1. This value indicates the following: 

—HMAC-MD5 is the EAPOL-Key MIC.

—ARC4 is the EAPOL-Key encryption algorithm used to protect the Key Data field.

ii) The value 2 shall be used for all EAPOL-Key frames to and from a STA when either the pairwise or the group cipher is AES-CCMP for Key Descriptor 2. This value indicates the following:

—HMAC-SHA1-128 is the EAPOL-Key MIC. HMAC is defined in IETF RFC 2104; and SHA1, by FIPS PUB 180-1-1995. The output of the HMAC-SHA1 shall be truncated to its 128 MSBs (octets 0-15 of the digest output by HMAC-SHA1), i.e., the last four octets generated shall be discarded.

—The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the Key Data field. IETF RFC 3394 defines the NIST AES key wrap algorithm.

iii) The value 3 shall be used for all EAPOL-Key frames between MPs when dot11RSNAAuthenticationSuiteSelected is 5 or 6. This value indicates the following:

—AES-128-CMAC is the EAPOL-Key MIC. AES-128-CMAC is defined by FIPS SP800-38B. The output of the AES-128-CMAC shall be 128 bits.

—The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the Key Data field. IETF RFC 3394 defines the NIST AES key wrap algorithm.

Change list entry h, “Key MIC” in 8.5.2 as shown:

h)  Key MIC. This field is 16 octets in length when the Key Descriptor Version subfield is 1, 2 or 23. The EAPOL-Key MIC is a MIC of the EAPOL-Key frames, from and including the EAPOL protocol version field to and including the Key Data field, calculated with the Key MIC field set to 0. If the Encrypted Key Data subfield (of the Key Information field) is set, the Key Data field is encrypted prior to computing the MIC. 

1) Key Descriptor Version 1: HMAC-MD5; IETF RFC 2104 and IETF RFC 1321 together define this function.

2) Key Descriptor Version 2: HMAC-SHA1-128.

3) Key Descriptor Version 3: AES-128-CMAC.

8.5.3 4-Way Handshake

8.5.3.1 4-Way Handshake Message 1

Change 8.5.3.1 as follows:

Key Information:

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) or 3 (NIST AES key wrap with AES-128-CMAC)
8.5.3.2 4-Way Handshake Message 2

Change 8.5.3.2 as follows:

Key Information:

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) or 3 (NIST AES key wrap with AES-128-CMAC) - same as Message 1.

8.5.3.3 4-Way Handshake Message 3

Change 8.5.3.3 as follows:

Key Information:

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) or 3 (NIST AES key wrap with AES-128-CMAC) - same as Message 1.

8.5.3.4 4-Way Handshake Message 4

Change 8.5.3.4 as follows:

Key Information:

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) or 3 (NIST AES key wrap with AES-128-CMAC) - same as Message 1.
8.5.4 Group Key Handshake

8.5.4.1 Group Key Handshake Message 1

Change 8.5.4.1 as follows:

Key Information:
Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) or 3 (NIST AES key wrap with AES-128-CMAC) 
8.5.4.2 Group Key Handshake Message 2

Change 8.5.4.2 as follows:

Key Information:

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrapwith HMAC-SHA1-128) or 3 (NIST AES key wrap with AES-128-CMAC) - same as Message 1.
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Abstract


This submission updates the MIC algorithm used by the 4-way handshake and GTK handshake within a mesh that employs MSA, to resolve comments such as 592 and 4732.  See also 11-07/0286 and 11-07/0287 for updates to the MIC algorithm in other clauses.





Further, the MSAIE is updated to remove all fields that were not in use (e.g., see comment 1073). 





This submission resolves the following comments: 1073, 1408, 2800, 4038.


This submission partially resolves the following comments: 592, 1488, 4732, 5111, 5112, 5113, 5114, 5118, 5119, 5120, 5121.


This submission is based on TGs D1.01.
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