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Introduction

This submission provides an informative diagram for the frame exchange for use of public credentials with emergency services, and describes how the 802.11i security association is established.

Changes to TGu Draft 0.03:

Annex P

P.1.4 Emergency Call Services for Clients Only Having With Public Security Credentials

Replace existing section with the following, renumbering the figure as appropriate:
If a network requires authentication and encryption with RSN, a STA placing an emergency call must provide user credentials.  If the STA has user credentials that allow it to use a particular network, the STA may authentication to the SSPN through the access network and place an emergency call.  RSN keys will be supplied through the SSPN AAA system, and once they are distributed to the STA, it can place the call by exchanging higher-layer network packets.

Some networks may also offer emergency services to the public without subscriptions to any available SSPNs.  This may be the case if an access network is required by regulation to be available for emergency calls to the public.  To inform STAs of the credentials to use, the WLAN access network advertises the emergency services credentials necessary in the Default Emergency Services NAI element in transmitted Beacon frames.  A STA that is requesting access to emergency services only will attempt RSN association with the user name specified in the Default Emergency Services NAI element.
Figure u23 shows the procedure that a STA will authenticate to the network using public credentials provided by the Default Emergency Services NAI.  The presence of the Default Emergency Services NAI indicates that the SSID advertised by the AP can support the use of public credentials.  The STA assocates with the AP in the normal manner, choosing an AP that has advertised an Emergency Services NAI.  The first step in the EAPOL exchange is the EAP-Request/Identity frame.  Rather than supplying any of the provisioned user accounts on the STA, a STA seeking emergency services should use the Default Emergency Services NAI.  By asserting the advertised NAI, the STA is requesting emergency services, and the AP can attach the STA to a network designed specifically for that use.  The AP may look up the VLAN ID to use against a AAA server, or it may have an emergency services VLAN configured.  Similarly, it may also have other policies configured locally for quality of service parameters and network access restrictions, or it may also look them up through external authorization servers.

To complete the 802.11 security association, a PMK is necessary on both sides of the exchange.  The exact procedure by which the PMK may be exchanged or derived is beyond the scope of 802.11, but may be based on an EAP method, a well-known passphrase, or direct exchange of the PMK in EAP messages.  Once it has the PMK, the STA may proceed with the 4-Way Handshake to establish keys for the session.
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Figure u23: Emergency Services 

When public credentials are used, the access network should be designed to restrict access to emergency call users.  Methods of such restriction are beyond the scope of 802.11, but may include an isolated VLAN for emergency services, filtering rules in the AP or DS to limit network access to only network elements involved in emergency calls, and per-session bandwidth control to place an upper limit on resource utilization.
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Abstract


This submission describes how stations access the network for emergency services by using public credentials.
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