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Abstract

This document contains proposed changes to the IEEE P802.11n Draft to address the following LB97 comments assigned to the author: (arranged in page.line order)

· 289, 302, 643, 1117, 1822, 2144, 2835, 3000, 3286
The changes marked in this document are based on TGn Draft version 2.02.
Introduction

This submission defines a means to allow the protection of A-MSDUs and coexistence with STAs that do not support A-MSDU protection
Interpretation of a Motion to Adopt

A motion to approve this submission means that the editing instructions and any changed or added material are actioned in the TGn Draft.  This introduction, is not part of the adopted material.

TGn Editor:  Editing instructions preceded by “TGn Editor” are instructions to the TGn editor to modify existing material in the TGn draft.   As a result of adopting the changes, the TGn editor will execute the instructions rather than copy them to the TGn Draft.

Summission Note: Notes to the reader of this submission are not part of the motion to adopt.  These notes are there to clarify or provide context
CID 289

	289
	 
	 
	General
	A-MSDU is a different encapsulation than MSDU, it's designation as an A-MSDU, e.g. QoS bit 7 should be protected to guard against attack that at minimum leads to a flood of traffic even on the wired side.
	The QoS bit 7 should be protected when dot11HighThroughputOptionImplemented is TRUE and the frame is an A-MSDU.


Proposed Resolution: Counter
Two MIB variables are defined in 11-07-0397, a capability bit, and a policy bit.  A truth table is defined for these two bits with respect to each STA and its peer.  Some combinations in the truth table lead to QoS bit 7 being protected, some do not.
CID 302

	302
	91
	19
	8.3.3.3.2
	To protect A-MSDU, the only addition needed is the inclusion of QoS bit 7 in the AAD construction.  So, when using HT Qos bit 7 should not be muted.
	Suggestion is to define new MIB, dot11AMSDUProtected as a TruthValue in Annex D and change the text in this clause to read " g) QC – QoS Control field, if present, a 2-octet field that includes the MSDU priority. The QC TID and, when dot11AMSDUProtected is TRUE, bit 7 (A-MSDU presence) are is used in the construction of the AAD, and the remaining QC fields are set to 0 for the AAD calculation (bits 4 to 6 and bits 8 to 15 are set to 0).


Proposed Resolution: Counter

This document defines two new MIB variables:

 dot11SPPAMSDUCapable which signifies a capability to protect QoS bit 7

 dot11SPPAMSDURequired which signifies a policy for whether protect QoS bit 7 must be protected.
CID 643

	643
	91
	19
	8.3.3
	Bit 7 is masked out, which may become a problem inviting man-in-middle attacks.  It may be flipped by an attacker which causes the receiver to mistake if A-MSDU is present.
	Protect QoS control field bit 7.


Proposed Resolution: Counter
This document defines a mechanism for protecting QoS bit 7 by including it in the AAD.  Whether it is protected depends on the capability bit and the policy bit of each STA and its peer.  The dependency is defined in the truth table in 11-07-0397.
CID 1117

	1117
	91
	19
	8.3.3.3.2
	masking the A-MSDU indication in the QoS Control field allows a MITM attack. This bit shold be protected
	change g) to keep bit 7 intact for this calculation


Proposed Resolution: Counter

This document defines a mechanism for protecting QoS bit 7 by including it in the AAD.  Whether it is protected depends on the capability bit and the policy bit of each STA and its peer.  The dependency is defined in the truth table in 11-07-0397
CID 1822
	1822
	91
	20
	8.3.3.3.2
	The QoS bit 7 should nto be set to zero in makign this calculation, as it leads to a security flaw where rogue devices can recover a pcaket, flip this bit and resend it.
	Indicate that the A-MSDU Present indicator (QoS bit 7) is not set to zero in making this computation.


Proposed Resolution: Counter

This document defines a mechanism for protecting QoS bit 7 by including it in the AAD.  Whether it is protected depends on the capability bit and the policy bit of each STA and its peer.  The dependency is defined in the truth table in 11-07-0397.

CID 2144

	2144
	91
	21
	8.3.3.3.2
	The A-MSDU indicator bit (QoS Control field bit 7) should be unmasked in the AAD calculation.   As it is currently masked,  an attacker can modify the value of this bit without detection,  resulting in injection of garbage MSDUs up the stack (i.e. by turning a replayed A-MSDU into an MSDU and vice versa).

While it is hard to see how this can be exploited,  it is clearly a flaw that is capable of being fixed.
	Unmask QoS control field bit 7 from the AAD.

Note,  we have to face up to the reality of the final TGn draft coexisting with large numbers of "pre-N" devices designed to support D2.0 and earlier drafts in circulation.  The unmasking needs to be done in a backwards compatible fashion,  i.e. using a capability bit set to 1 to indicate the new behaviour.


Proposed Resolution: Accept

This document defines a mechanism for protecting QoS bit 7 by including it in the AAD.  This submission also provides a means for stations capable of protection QoS bit 7 to interoperate with Draft 2.0 devices.
CID 2835

	2835
	91
	20
	8.3.3.3.2
	Unmasking of the QoS bit 7 may improve A-MSDU protection but will lead to incompatibility with devices that does not unmask this bit
	Solve the incompatibility problem


Proposed Resolution: Accept

This document defines a mechanism for protecting QoS bit 7 by including it in the AAD.  This submission also provides a means for stations capable of protection QoS bit 7 to interoperate with Draft 2.0 devices.
CID 3000
	2835
	91
	20
	8.3.3.3.2
	Unmasking of the QoS bit 7 may improve A-MSDU protection but will lead to incompatibility with devices that does not unmask this bit
	Solve the incompatibility problem


Proposed Resolution: Accept

This document defines a mechanism for protecting QoS bit 7 by including it in the AAD. This submission also provides a means for stations capable of protection QoS bit 7 to interoperate with Draft 2.0 devices.
CID 3286
	3286
	90
	 
	8.3.3.3.2
	A-MSDU signaling bit (QOS control field bit 7) should be protected by the AAD.
	Make A-MSDU reception optional.


Proposed Resolution: Reject
Very large numbers of Draft 2.0 devices have been shipped.  Those Draft 2.0 devices believe A-MSDU reception is mandatory.  Making A-MSDU reception optional would lead to interoperability problems between Draft 2.0 devices and future devices that do not support A-MSDU reception.
Proposed Edits

TGn Editor: Include into the TGn draft with the following text:

3. Definitions

Insert the following definitions in their appropriate alphabetical order:

Editorital note:  Based on the 802.11-2007 specification, Payload Protected A-MSDU should follow 3.114 and Signaling and Payload Protected A-MSDU should follow 3.135

3.114n Payload Protected A-MSDU (PP A-MSDU): An A-MSDU that is CCMP protected but does not include the A-MSDU Present field (bit 7 of the QoS control field) in the construction of the AAD.
3.135n Signaling and Payload Protected A-MSDU (SPP A-MSDU): An A-MSDU that is CCMP protected and does include the A-MSDU Present field (bit 7 of the Qos control field) in the construction of the AAD.

4.Abbreviations and acronyms

Insert  the following acronyms in their alphabetical order:
PP A-MSDU
Payload Protected A-MSDU
SPP A-MSDU
Signaling and Payload Protected A-MSDU
7.3.2.25.3 RSN capabilities

Replace Figure 91 with the following figure that assigns 2 bits to signal the SPP A-MSDU capability and SPP A-MSDU required bits, changing "Reserved" as appropriate:

Editorial note: the bits are currently positioned in B10 and B11 so as not to collide with other current drafts, but the fields are left as <ANA1> and <ANA2>  as they are to be assigned by ANA.  The actual bit positions will be inserted once the 802.11 ANA has assigned them.
	B0
	B1       
	B2-3
	B4-5
	B6
	B7
	B8
	B9
	<ANA1>
	<ANA2>
	B12-15

	Pre-Auth
	No Pairwise
	PTKSA Replay Counter
	GTKSA Replay Counter
	AES-128-CMAC
	Robust Management Frame protection
	Reserved
	Peerkey Enabled
	SPP
A-MSDU Capable
	SPP

A-MSDU Required
	Reserved


Figure 91  RSN Capabilities field format
Insert the following text in the appropriate Bit assignment order in 7.3.2.25.3:
 
-- bit <ANA1> : SPP A-MSDU Capable.  A STA sets the SPP A-MSDU Capable subfield of the RSN Capabilities field to 1 to signal that it supports SPP A-MSDU (see 11.18).   Otherwise, it shall be set to 0.
-- bit <ANA2>: SPP A-MSDU Required.  A STA sets the  SPP A-MSDU Required subfield of the RSN Capabilities field to 1 when it disallows (i.e. will not send or receive) PP A-MSDUs .  (see 11.18).  Otherwise, it shall be set to 0.
8.3.3.3.2 Construct AAD
Replace  item " g)"  of the last paragraph in 8.3.3.3.2 
g) QC – QoS Control field, if present, a 2-octet field that includes the MSDU priority. The QC TID is used in the construction of the AAD, and the remaining QC fields are set to 0 for the AAD calculation (bits 4 to 15 are set to 0).
 with the following paragraph:
g) QC – QoS Control field, if present, a 2-octet field that includes the MSDU priority. The QC TID field is used in the construction of the AAD, When both the station and its peer have SPP A-MSDU Capable bits set to TRUE, bit  7 (the A-MSDU Present field) is used in the construction of the AAD, .  The remaining QC fields are set to 0 for the AAD calculation (bits 4 to 6, bits 8 to 15, and bit 7 when either the station or its peer has the SPP A-MSDU bit set to FALSE ).
 Add new subclause “11.18 RSNA A-MSDU procedures” after “11.17 STA-STA HT Information Exchange”
11.18 RSNA A-MSDU procedures

When dot11RSNAEnabled is TRUE, a STA indicates support for PP A-MSDU or SPP A-MSDU during (re)association.  On (re)association, both STA and its peer STA determine and maintain a record of whether an encrypted A-MSDU sent to its peer is to be PP A-MSDU or SPP A-MSDU based on both STAs SPP A-MSDU Capable and SPP A-MSDU Required RSNIE settings.

The SME of an RSNA and HT-capable STA may choose to associate with RSNA STAs with or without the SPP A-MSDU Capable field set in the RSNIE and with or without the SPP A-MSDU Required field set in the RSNIE.
Figure n61-B defines both transmit and receive behaviour of a STA (STA1) that has successfully negotiated an HT and RSNA (re)association with another STA (STA2). Reception and transmission of A-MSDUs on non-RSNA associations is unaffected by the values of the SPP A-MSDU Capable and SPP A-MSDU Required bits.`
	STA1 State
	STA2 State
	STA1 Action with respect to STA2.



	SPP

A-MSDU Capable
	SPP

A-MSDU  Required
	SPP

A-MSDU Capable
	SPP

A-MSDU  Required
	

	0
	0
	X
	0
	May transmit PP A-MSDU
Shall not transmit SPP A-MSDU
Shall receive PP A-MSDU
Received SPP A-MSDU MIC will fail

	0
	0
	X
	1
	Shall not transmit PP A-MSDU
Shall not transmit SPP A-MSDU
Shall discard received PP A-MSDU

Received SPP A-MSDU MIC will fail 

	0
	1
	X
	X
	Shall not transmit PP A-MSDU
Shall not transmit SPP A-MSDU
Shall discard received (PP and SPP) A-MSDU

	1
	0
	0
	0
	May transmit PP A-MSDU
Shall not transmit SPP A-MSDU
Shall receive PP A-MSDU
Received SPP A-MSDU MIC will fail 

	1
	0
	0
	1
	Shall not transmit PP A-MSDU
Shall not transmit SPP A-MSDU
Shall discard received (PP and SPP) A-MSDU

	1
	X
	1
	X
	Shall not transmit PP A-MSDU
May transmit SPP A-MSDU
Received PP A-MSDU MIC will fail

Shall receive SPP A-MSDU

	1
	1
	0
	X
	Shall not transmit PP A-MSDU
Shall not transmit SPP A-MSDU
Shall discard received (PP and SPP) A-MSDU

	NOTE:


X = Don’t Care


Table n61-B   A-MSDU STA Behavior for RSNA associations
Annex D
Add the following text in Annex D after existing entries of "dot11HTStationConfigEntry" SEQUENCE, as new entries:


dot11SPPAMSDUCapable

TruthValue,

dot11SPPAMSDURequired
TruthValue
Add the following text in Annex D after the last "dot11RDResponderOptionImplemented" OBJECT-TYPE and update the object numbering as appropriate:

dot11SPPAMSDUCapable
OBJECT-TYPE


MAX-ACCESS
read-write


Status


current


DESCRIPTION



"This attribute, when TRUE, indicates that the STA implementation is capable of protecting the A-MSDU bit (Bit 7) in the QOS Control Field when dot11RSNAEnabled is TRUE.  The default value of this attribute is FALSE."


::= { dot11HTStationConfigEntry 14 }

dot11SPPAMSDURequired
OBJECT-TYPE


MAX-ACCESS
read-write


Status


current


DESCRIPTION



"This attribute, when TRUE, indicates that the STA is configured to disallow (not to send or receive) of PP A-MSDUs when dot11RSNAEnabled is TRUE.   The default value of this attribute is FALSE."


::= { dot11HTStationConfigEntry 15 }
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