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Monday March 12, 2007
4:00pm
Call to order

· Review IEEE 802 policies and procedures for Intellectual Property.

The IEEE owns the copywrite for all submissions at these meetings.
Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Review operating rules for a Task Group.

· Attendance reminder.

· Approve the agenda as document 11-07/0315r2

The results of the agenda will be posted in document 11-07/315r3

· Approve minutes from the January session – document 11-07/0083r1
Bill Marshall has noted two issues that have been corrected and posted as rev 2: “Two problems I spotted with 11-07/0083r1.  The motion at 9:14am Wednesday should have stated 0137r0, not 1895r13.  And, the motion at 1:44pm Wednesday should say "PICS entry PC35.15 deleted".
· Approve minutes from the February Adhoc meeting – document 11-07/0269r0

Minutes are approved unanimously 

· Approve minutes from the Teleconference sessions – document 11-07/0222r2
Minutes are approved unanimously.
· The motions document will be 11-07/0352r0.
· Discussion on the results of the internal review of draft 4.1 as recorded in document 11-07/244r13
Editorial and simple technical resolutions are recorded in Group 1.

Resolutions to comments from the adhoc meeting are recorded in Groups 2 and 3.

Resolutions pulled from Group 1 and late submissions are recorded in Group 4.

Comments in Group 5 have been separate discussion items for this meeting.

· Discussion of removing TKIP cipher support for TGr

This could lead to a slower adoption of TGr if we remove the cipher suite.

Even legacy device software needs to be revised to support TGr. If that is the case, then it can be changed to support CCMP.

There is legacy equipment that is not capable of supporting CCMP. 

TKIP was defined to have a 5 year lifetime. It has been 5 years since TKIP has been introduced.

TKIP has to go away from the standard. TKIP should eventually be deprecated.

TGw and TGn are deprecating TKIP. TGr is the only task group to not deprecate TKIP.

TGr should not do anything to prevent STA’s to connect with TKIP.

The proposed resolution to remove TKIP support for fast transition is included in document 11-07/244r13.

· Discussion on “Srini’s” comments:
The recommended definitions should not be added because adding them would conflict with the IEEE SA style guide.

In the FT protocol, the MDIE is MIC’d in the second message of the 4-way response. This needs to be verified with what the STA receives in the beacons and probes.

Table 17 should correspond to a specific Information Element. This table does not correspond to the information included in Table 16. 

Table 17 corresponds to a group of Information Elements. Originally it only referred to a single Information Element.

We thought that “over-the-air” and “over-the-DS” are mandatory to implement. Turning off “over-the-DS” prevents transitions to the target AP.

There is an assumption in the text that the AP’s across the Mobility Domain are configured consistently.

We should clarify that RRB does not forward frames when FT “over-the-DS” is disabled.

The security and resource policy has to be consistent across the Mobility Domain.

It seems that “over-the-air” must be mandatory because it can handle much more transition cases and should be mandatory.

“over-the-DS” should have something to advertise to ensure “reachability”.

The “reachability” between is AP’s is guaranteed if they advertise the same mobility domain.

If there are AP’s installed in an elevator to maintain call continuity. The only way to FT to those AP’s is to use an “over-the-DS” mechanism.

The policy bits are included in the neighbour reports.

There is only a single bit in the neighbour report to indicate FT support.

There should be some information in the neighbour report to indicate the FT policy.

This sounds like the STA must support both mechanisms but the AP can turn on and off according to the FT policy.

An elevator opens for about 10 seconds. However the discovery of the AP in an elevator is out-of-scope of 11r. 

“Over-the-DS” mechanism minimizes the time the STA has to spend off-channel.

In all conversations on this topic, we have shown that both mechanisms are useful. We should keep them both.
We should adopt the interpretation that the RRB is disabled if FT is disabled at the AP.

· Discussion on comment resolution motions resulting from the D4.1 comment resolution spreadsheet.
MOTION at 5:34pm: Accept the proposed comment resolutions in 11-07-0244-13-000r-d4-1-comments.xls in Group #1.
By: Bill Marshall
Second:  Jouni Malinen
Discussion: 
· None
Result: 19 – Yes; 0 – No; 4 – Abstain. Motion passes.
MOTION at 5:36pm: Accept the proposed comment resolutions in 11-07-0244-13-000r-d4-1-comments.xls in Groups #2 and Group #3.
By: Bill Marshall

Second:  Kapil Sood
Discussion: 
· None.

Result: 19 – Yes; 0 – No; 3 – Abstain. Motion Passes.

MOTION at 5:38pm: Accept the proposed comment resolutions in 11-06-1895-18-000r-d4-comments.xls in Group #11.
By: Bill Marshall

Second:  Michael Montemurro
Discussion: 
· None.

Result: 19 – Yes; 0 – No; 3 – Abstain. Motion Passes.

MOTION at 5:41pm: To accept submission 11-07-0180-01-000r-ft-gtk-encapsulation.doc and instruct the editor to incorporate the editing instructions into the draft.
By: Jouni Malinen
Second:  Bill Marshall
Discussion: 
· This resolves two comments that were left blank is Groups 2 and 3
Result: 19 – Yes; 0 – No; 3 – Abstain. Motion Passes.

MOTION at 5:45pm: Accept the proposed comment resolutions in 11-07-0244-13-000r-d4-1-comments.xls in Group #5.
By: Bill Marshall

Second:  Kapil Sood

Discussion: 
· These comment resolutions remove support for Fast Transitions using the TKIP cipher.

Result: 18 – Yes; 0 – No; 4 – Abstain. Motion passes.

· This submission cleans up the GTK encapsulation when TKIP is removed from FT.

MOTION at 5:50pm: To accept submission 11-07-0180-03-000r-ft-gtk-encapsulation.doc and instruct the editor to incorporate the editing instructions into the draft..
By: Jouni Malinen

Second:  Dorothy Stanley

Discussion: 
· None.

Result: 20 – Yes; 0 – No; 3 – Abstain. Motion passes.

MOTION at 5:53pm: Accept the proposed comment resolutions in 11-07-0244-13-000r-d4-1-comments.xls in Group #4.

By: Bill Marshall

Second:  Michael Montemurro

Discussion: 
· None.

Result: 18 – Yes; 0 – No; 5 – Abstain. Motion passes.

MOTION at 5:55pm: Motion to request technical editor to create an updated IEEE 802.11r draft 4.2.

By: Bob Miller

Second:  Dorothy Stanley

Discussion: 
· The unofficial draft 4.15 has numerous editorial errors that will be fixed in this draft.

· It will include the GTK and TKIP changes.

Result: 22 – Yes; 0 – No; 0 – Abstain. Motion passes.

· The draft will be posted sometime after 8am tomorrow morning.

MOTION at 5:59pm: Approve the contents of document 11-06/1895r18 as the comment resolutions for Letter Ballot 91.
By: Bill Marshall

Second:  Michael Montemurro

Discussion: 
· None.

Result: 18 – Yes; 0 – No; 1 – Abstain. Motion passes.

· Recess until Tuesday at 1:30pm.

Monday March 12, 2007

4:00pm

Call to order

· Draft 4.2 has been posted this morning. Participants are encouraged to review the draft and bring back comments for Wednesday’s session.
· Discussion on “Srini” comments in document 11-07/244r13

Discussion on comment 553:

The STA and MAC addresses are included in the Action frame because it would normally be stripped off the lower MAC.
The MLME would already have these addresses. They could be passed in the MLME primitives.

Keeping the addresses makes the RRB functions simpler. If we remove the addresses, we have to add functions to the RRB.

Comments 554, 555, 556, and 557 are similar to 553

The RRB needs to parse the frame to extract the addresses.

These have been discussed in previous reviews of the TGr draft.

Comment 562 – PMK-R1Name

Adding the PMK-R1Name would mean we would have to change IEEE 802.11i.

No action is required.
Comment 566

The initial association has to be fast transition in order to reassociations to work.

If there is clarification needed, it should not be done in this clause.

Comment 572

The preference of the Working Group editor is for the FT functions to remain in clause 8A.

Comment 575

The comment depends on the definition of AP. 

The R0 and R1 Key Holder are not co-located in the AP.

The AP is an entity composed of other logical components. 

Comment 576

In a push model, the PMK-R1’s would be distributed before the PMK-R0 has been deleted.
In the pull model, the R0KeyHolder keeps the PMK-R0 until all PMK-R1’s have been created.

Comment 577

The FT authentication algorithm is only allowed after an initial association.

The non-RSN case is very similar to a regular transition case. That was intended.

The initial association uses open as the authentication algorithm. The initial association does not allow a RIC in the reassociation request.

The current specification maintains the FT state machines for RSN and non-RSN case.

This has been discussed in previous meetings.

Comment 578

The advantage of the specified approach is that it minimizes any delay the RIC-Request and RIC-Response.
Comment 579

The group feels that the sentence must be kept.

Comment 580, 581, and 584

The first sentence of the clause describes when the initial association is kept.

There was a big discussion in London regarding this issue and it was decided to keep the TIE in the initial association.

Comment 583

There is nothing in the standard for re-transmitting authentication requests. If this specification was to restrict retransmissions of authentication frames, it should be in the base standard in clause 11.3.

None of these comments resulted in any changes to the draft.

· Discussion on comment on draft 4.2 from document 11-07/418r1

The results of the conversation will be captured in document 11-07/418r2.

For comment 15, the offending sentences should be deleted.

TGr needs to specify how the key id subfield is set.
The modifications discussed today will be added to this spreadsheet and integrated into a list of proposed changes that will go into an updated draft.

· The editor needs to collect comments on the TGr draft during the morning session. 

· Document 11-06/422r1 deals with FT policy across a Mobility Domain.

· Recess until Wednesday at 8am  

 Wednesday March 14, 2007

8:00am

Call to order

Presentation of document 11-07/370r0 on using vPRF as a KDF by Dan Harkins
The comparison tests were run as an application layer

Rather than throughput, the comparison should show latency.

There needs to be a comparison between the KDF performance and the vector PRF performance.

The quote in the paper is the TGr KDF construction is “wrong and inefficient”.

The paper did not describe a security flaw in TGr.

NIST specifies CMAC but in a different mode of operation. It relies as an input as a string rather than a vector. TGr only inputs 8 AES blocks, so CMAC is not necessary.

CMAC was designed to minimize the number of block cipher calls.
We should follow the directives of NIST in this case.

We are comparing a KDF that is in our draft that is approved by NIST, to a KDF that is not currently approved by NIST.

The author of the paper that critizes the efficiency of the TGr KDF has advocated the use of similar string-based KDF’s.

The memory access latency for the PRF vector operations are offset by the processing operations of the KDF function.

· Presentation of document 11-07/293r0 by Nancy Cam-Winget

This presentation compares the existing KDF; a KDF using an AES cipher; and a vector-based KDF.

This presentation compares a HMAC-SHA-256 KDF to a CMAC-AES-128 KDF.
The throughput results in the cipher comparison are independent of how much keying material that the cipher produces.

The throughput refers to the input. 

The CMAC-AES-128 benchmark throughput was assumed to be the same as AES-CBC.

The benchmark numbers here are irrelevant to performance of our TGr draft. The key setup time governs the TGr performance.

We should look at the key construction and look at how much performance can be gained by parallelization.
The memory access times for the vPRF versus the KDF may not be much different.

The KDF performance is most advantageous in the PMK-R1 derivation versus PMK-R0 or PTK derivation.

For the first PMK-R1 derivation, there are operations on 4 blocks. For subsequent operations, the derivation only requires operations on 3 blocks.

The timing information on slide 13 assumes a PC processor. The processing time would be much higher on a handheld device.

We need to look at the time required to create how long it takes to generate a PMK-R1 on TGr-enabled devices.
If we reduce the string input into the KDF, then we could reduce the number of blocks in the KDF. Reducing the string size would improve the performance of the KDF and vPRF functions.

The key setup numbers are the maximum number of operations per second using the vPRF and KDF operations.

There needs to be a model that predicts what the saving will be for performance so we can decide whether making these changes is advantageous. 
In TGr, there is a chain that derives keys and another that derives names. The key derivations proposed on slide 22. 

The HMAC hash function is collision resistant. The CMAC is a PRF function and is not collision resistant. By using publicly available information, we are reducing the collision resistance.

It sounds like collision resistance would be important to the names.

The collision resistance for HMAC hash function are strong. The lack of collision resistance of CMAC is not required for TGr.

· Discussion of document 11-07/0089r4 by Dan Harkins

The vector definition in the proposal will require more AES operations.

The PMK-R1 has been reduced from a 256bit key to 128bit key. It should not reduce overall security.

NIST is not going to be looking into this vPRF function. NIST would have to approve this vPRF for FIPS certification. TGr should add the vPRF to the specification and then ask NIST to approve the vPRF.

There is a catch-22. NIST will not look into the vPRF until it is incorporated into a specification.

This discussion will continue at the 1:30pm session.

· Recess until the 1:30pm session.

Wednesday March 14, 2007

1:30pm

Call to order

· Continuation of discussion on document 11-07/0089r4 by Dan Harkins

MOTION at 1:45pm: Instruct the editor to incorporate the changes specified in document 11-07/0089r4 into the draft.
By: Dan Harkins
Second: Rajneesh Kumar  

Discussion: 
· Not enough has been justified to make these changes to the TGr draft.
· We should not add this text without NIST approval 

CALL THE QUESTION: Result: 5 – Yes; 7 – No; 1 – Abstain. Fails
· There is a significant performance gain.

· We should not be reducing the key length.

· The key name derivation is significantly closer to the key derivation.

· In this case, the data is only 8 blocks in length. NIST would not consider an analysis on the vPRF.

· We would be adding a different key construction, a vPRF.

· Somebody from NIST is involved with this standard development. The NIST representative has recommended against this change.

Result: 4 – Yes; 8 – No; 4 – Abstain. Motion fails.

· Discussion on the results of the draft 4.1 internal review found in document 11-07/418r6

Comment 46, 96, and 97 offer three alternatives for handing FT policy bits.

Comment 46 is the most sensible approach to address FT policy bits.

MOTION at 1:56pm: Accept the change given in column N of row 46 in the document 11-07/418r3 and incorporate the change into the draft.
By: Bill Marshall
Second: Jouni Malinen  

Discussion: 
· None

Result: 8 – Yes; 0 – No; 0 – Abstain. Motion passes.

Discussion on comment 98, 99, 100, 101

We should not change the policy bits at this time.

Giving an IT department the ability to configure this policy is good.

There is no technical reason why we should have these policy bits.

Discussion on comments in Group 3

None.

Discussion on comments in Group 5

None.

Discussion in comments in Group 6

Vendor-specific ciphers should be allowed, but TKIP should not. If that is the case, we would have to change more text.

We cannot guarantee that a vendor will use a more secure cipher than TKIP.

This change removes the ability for a vendor to select another cipher.

MOTION at 2:32pm: Accept the change given in Group 1 and Group 2 in the document 11-07/418r3 and incorporate the change into the draft.
By: Bill Marshall

Second: Jouni Malinen  

Discussion: 
· None

Result: 7 – Yes; 0 – No; 3 – Abstain. Motion passes.

MOTION at 2:32pm: Accept the changes given rows 94, 95, 48, 50, 53, 70, 76, 78, 79, 82, 87, 90, 91, 92, 59, 61, 68, 69, 73, 75 in the document 11-07/418r3 and incorporate the changes into the draft.
By: Bill Marshall

Second: Rajneesh Kumar  

Discussion: 
· None

Result: 6 – Yes; 0 – No; 3 – Abstain. Motion passes.

· We have no other business until 5pm.

· Recess until 5pm.

Wednesday March 14, 2007

5:00pm

Call to order
Continued discussion on the results of the draft 4.1 internal review found in document 11-07/418r6

MOTION at 5:02pm: Accept the change given in row 93 in the document 11-07/418r3 and incorporate the change into the draft.
By: Bill Marshall

Second: Jouni Malinen  

Discussion: 
· None

Result: 15 – Yes; 0 – No; 4 – Abstain. Motion passes.

· Empower the editor to create a new draft.

MOTION at 5:07pm: Motion to request technical editor to create an updated IEEE 802.11r draft 4.3.
By: Bill Marshall

Second: Michael Montemurro  

Discussion: 
· None

Result: 20 – Yes; 0 – No; 2 – Abstain. Motion passes

Continued discussion on the results of the draft 4.1 internal review found in document 11-07/418r6 with regard to TKIP

The text that is the subject of this motion was not part of draft 4.0. It is new text. It is resolving a comment.

MOTION at 5:09pm: Accept the change given in row 88 in the document 11-07/418r3 and incorporate the change into the draft.
By: Rajneesh Kumar

Second: Nancy Cam-Winget  

Discussion: 
· This does not disallow future amendments from changing text to allow cipher suites.
· The proposed changes are not quite complete.

· The paragraph specifically rejects all cipher suites including vendor specific cipher suites, with the exception of CCMP.

· IEEE 802.11i allows vendor specific ciphers. TGr should allow vendor specific ciphers as well.

· Making this change will not make the specification future-proof.

· The intention of this paragraph was to get rid of TKIP, not vendor-specific IE’s. However this proposed change is not sufficient to allow vendor specific cipher suites.

· We should explicity state that WEP and TKIP are not supported for Fast Transition.

· The key wrapping and the cipher are independent.
· This change corrects a paragraph which prevents any cipher suite except CCMP.

CALL THE QUESTION

Result: 9 – Yes; 7 – No; 7 – Abstain. Motion fails.
· Recess until Thursday at 4pm.
Thursday March 15, 2007

4:00pm

Call to order

Motion to take forward the latest draft to Letter Ballot.

MOTION at 4:09pm: Moved: Instruct the technical editor to rename 802.11r draft 4.3 as 802.11r draft 5.0. Having addressed all comments arising from LB91, and believing the draft to be technically complete, Task Group r resolves to forward 802.11r draft 5.0 to the working group for the purpose of conducting a 15-day working group recirculation letter ballot.  The purpose of the working group recirculation letter ballot is to forward the draft to sponsor ballot.
– The text of the motion to be presented to the working group will be “Move to authorize a 15-day Working Group Recirculation Letter Ballot of 802.11r draft 5.0, asking the question “Should the 802.11r draft 5.0 be forwarded to sponsor ballot?”
By: Kapil Sood

Second: Michael Montemurro

Discussion:

· None.

Result: Yes – 12; No – 0; Abstain – 2. Motion passes.

· Motion to forward the draft to editorial review by the Mandatory Editorial Coordination
MOTION at 4:14pm: Instruct the editor to submit IEEE 802.11r Draft 5.0 to MEC (Mandatory Editorial Coordination) review

By: Bill Marshall

Second: Kapil Sood

Discussion:

· The MEC needs to check the draft to ensure that the draft conforms to the IEEE SA style manual.

· The MEC can request that the draft be changed to address any non-conformances.

Result: Yes – 11; No – 0; Abstain – 2. Motion passes.

· Authorise teleconferences.

MOTION at 4:18pm: Motion to hold weekly IEEE 802.11 TGr teleconferences starting April 4th, 2004 at 11:00 ET and continuing through the end of July 2007 for duration of one hour.

By: Bill Marshall

Second: Keith Amann

Discussion:

· None.

Result: Yes – 10; No – 0; Abstain – 2. Motion passes.

· Adhoc meeting for June

MOTION at 4:20pm: Hold an IEEE 802.11 TGr ad-hoc meeting June 19 through June 21, 2007 in Toronto, Canada.

By: Michael Montemurro
Second: Kapil Sood
Discussion:

· None.
Result: Yes – 10; No – 0; Abstain – 5. Motion passes.

· The TGr editor will be taking the 768 carry-over comments will be needed to be mapped to TGr draft 5.0. The editor requests that voters with no comments to email the chair if their past comments are considered resolved.
· When TGr goes to Sponsor Ballot, the chair has to explain each unresolved no comment to ExecCom.

· The chair will pass the IEEE 802.11r draft to the list selected in November out for Security Review.
· The chair has posted the security reviewer list to the email reflector.

· The chair will post a document with a list of reviewers.

· Adjourn for the week.
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