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(* Refer to the summary slides [1] for details on the resolved comments. *)
Proposed resolution

Replace the second paragraph of subclause 7.1.3.5a.5 with the new one provided below:
Address 5 and Address 6 may be used to transport the addresses of source and destination end points in cases where either (or both) of the end points are not MPs at the beginning or end of a single mesh path.  This is useful, for example, in the following cases:

· When the end points of IEEE 802 communication are non-mesh, proxied entities which communicate over a mesh via proxy MPs.
· When the end points are MPs communicating with each other via a root MP in HWMP proactive tree building mode, where two distinct mesh paths are used (the first path being from the source MP to the root MP and the second path being from the root MP to the destination MP).
Details on the usage of these optional address fields are given in Clause 11A.3.4 as a part of the description of frame addressing and forwarding in a mesh network.
Replace subclause 11A.3.4 with the new one below (note that the texts provided depend on the definitions of two new terminologies “Proxy MP” and “Proxied Entities”, which are introduced in a separate contribution [2]):
11A WLAN Mesh Networking

11A Mesh discovery and  peer link establishment

11A Mesh link security
11A Mesh path selection and forwarding framework
11A Overview

1A.3.2 Extensible path selection framework

11A Path selection metrics and protocols
1A.3.4 Frame addressing and forwarding in a mesh network

1A.3.4.1 Overview
Mesh Data frames and Mesh Management frames are designed to support multi-hop frame forwarding in a mesh network using the Mesh Header described in Clause 7.1.3.5.a.  In this subclause, addressing and forwarding of these frames are described.

Figure sXX shows the valid combinations of address fields in Mesh Data frames and Mesh Management frames along with the corresponding values of the “To DS”, “From DS”, and “AE Flag” fields.
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Figure sXX: Valid address field usage for Mesh Data frames and Mesh Management frames.
Address 1 and Address 2 correspond to the MP receiver address (RA) and the MP transmitter address (TA) for a particular mesh link. Address 3 and Address 4 correspond to the destination and source endpoints of a mesh path.  The AE flag indicates the existence of the optional address extension field including Address 5 and Address 6 in the Mesh Header which correspond to the end-to-end destination address (DA) and source address (SA) in the following cases:

· When the end points of IEEE 802 communication are non-mesh, proxied entities which communicate over a mesh via proxy MPs.

· When the end points are MPs communicating with each other via a root MP in HWMP proactive tree building mode, where two distinct mesh paths are used (the first path being from the source MP to the root MP and the second path being from the root MP to the destination MP).
 The term source MP refers to the first MP that transmits a frame on a mesh path.  A source MP may be an MP that is the original source of a frame or a proxy MP that receives a frame from an entity outside of the mesh and translates and forwards the frame on a mesh path.  The address of the source MP is referred to as the Mesh SA.  

The term destination MP refers to the final MP on a mesh path.  A destination MP may be an MP that is the final destination of a frame or an MP that receives a frame from a mesh path and translates and forwards the frame on another mesh path or to an entity outside of the mesh.  The address of the destination MP is referred to as the Mesh DA.
Figure sYY illustrates example addressing of a Mesh Data frame transmitted and forwarded on a mesh path from an MAP to an MPP where the original source is an 802.11 STA associated with the MAP and the final destination is an entity outside of the mesh that is reachable via the MPP.
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Figure sYY: Example Addressing for a Mesh Data frame transmitted and forwarded on a mesh path from an MAP to an MPP. 
Details on how these address mappings work in forwarding processing are described in 11A.3.4.2 and 11A.3.4.3. 
1A.3.4.2 Addressing and Forwarding of Unicast Frames 

1A.3.4.2.1 At Source MPs

In cases where both end points are MPs at the beginning and end of a single mesh path, the source MP shall use 4-address frames (with AE flag set to 0) where the four address fields in the header are set as follows:

· Address 1: The address of the next-hop MP (toward the Destination MP according to forwarding information)

· Address 2: The address of the Source MP

· Address 3: The address of the Destination MP

· Address 4: The address of the Source MP

In cases where either (or both) of the end points is not an MP at the beginning or end of a single mesh path, the source MP at the beginning of the mesh path shall use 6-address frames (with AE flag set to 1) where the mesh address extension field in the Mesh Header carries the addresses of the end points, as follows: 
· Address 1: The address of the next-hop MP (toward the last MP of the mesh path, according to forwarding information)

· Address 2: The address of the source MP at the beginning of the mesh path
· Address 3: The address of the destination MP at the end of the mesh path
· Address 4: The address of the source MP at the beginning of the mesh path

· Address 5: The address of the destination end point (may be the same as Address 3 if the destination is the MP at the end of the mesh path)

· Address 6: The address of the source end point (may be the same as Address 4 if the source is the MP at the beginning of the mesh path)
The Source MP shall set the Mesh E2E Sequence Number field in the Mesh Header to a value from a single modulo-65536 counter that is incrementing by 1 for each new frame. 
The TTL field in the Mesh Header shall be set to the value of dot11MeshTTL.
1A.3.4.2.2 At Intermediate and destination MPs
On receipt of a unicast frame, an MP shall decipher it and check it for authenticity. If it is not from a peer MP, the frame shall be silently discarded.

The MP shall then check to see whether the Mesh DA in Address 3 field is known; if it is an unknown address, the MP may either silently discard the frame or trigger a path discovery procedure depending on the path selection protocol that is currently active in the mesh.
If Address 3 does not match the MP’s own address, but is a known MAC addresses in the forwarding information, the MP shall decrement the TTL field in the Mesh Header. If zero has been reached, the frame shall be discarded. Otherwise, the MP shall forward the frame by setting the Address 1 field to the MAC address of the next hop MP as determined from the forwarding information and the TA field to its own MAC address and queueing the frame for transmission.
If Address 3 matches the MP’s own MAC address, then the MP shall check the AE flag in the Mesh Header field and take the following actions based on its value:

· If the AE flag is set to 0, indicating this MP is the final destination of the frame, the MP shall process and send it to an upper layer.  By the pair of source MP Address (identified by Address 4 field of the MAC header) and Mesh E2E Sequence Number, the destination MP may detect duplicate frames.  Duplicate frames may be discarded.
· If the AE flag is set to 1:
· If the current MP is a proxy MP for non-mesh, proxied entities, the MP shall first check whether or not the destination address (DA) in Address 5 field is one of the addresses of its proxied entities. If the destination address is the address of one of its proxied entities, the MP shall translate the frame to the corresponding format and queue it for transmission to the final destination.
· If the current MP is a root MP (in HWMP proactive tree building mode), the MP shall check whether the DA in Address 5 field is one of its known addresses or not:
· If the DA in Address 5 corresponds to an MP, the MP shall reformat the frame as a 4-address frame with Address 3 field set to the DA, Address 4 set to the source end-point address, Address 1 set to the next-hop MP on the mesh path to the destination MP, and Address 2 set to the root MP’s address.  The MP shall then queue the frame for transmission.
· If the DA in Address 5 corresponds to a non-mesh entity proxied by one of its known MPs, the MP shall update the Address 3 field to the address of the proxy MP, the Address 1 field to the next-hop MP on the mesh path to the proxy MP, and Address 2 to the root MP’s address.  The MP shall then queue the frame for transmission.
Note that in some cases, an MP could be both a proxy MP and a root MP. In such a case, the MP should follow both the steps described for the case that AE flag is set to 1.

Also, note that during the forwarding process at intermediate MPs, the contents of the frame body are not changed.
1A.3.4.3 Addressing and Forwarding of Broadcast Frames 
1A.3.4.3.1 At Source MPs

An MP that is the source of a broadcast frame shall use a 4 address frame and set the Address 3 field to the broadcast address and the Address 2 and Address 4 fields to its own MAC address. 
If the frame is originally received by an MP from proxied entities (i.e., at MAPs/MPPs) with a broadcast address in the Address 1 (RA/DA) field the Source MP shall enable Mesh Address Extension by setting the AE flag to 1 and encode Address 5 to the broadcast address and Address 6 to the address of the proxied entity.  It shall set the Address 3 field to the broadcast address and the Address 2 and Address 4 fields to its own MAC address.
The Source MP shall set the TTL field in the Mesh Header to dot11MeshTTL in order to control the reachability of broadcast frames in terms of hop count. For example, if the TTL field is set to 1, frames are delivered to immediate neighbors only. Otherwise, the frames are broadcasted multiple hops, limited by the TTL value.

The Source MP shall set the Mesh E2E Sequence Number field in the Mesh Header to a value from a single modulo-65536 counter that is incrementing by 1 for each new frame. 
In order to increase the reliability of broadcast frame delivery, a Source MP may optionally transmit the same broadcast frame multiple times or break the frame in to multiple unicast frames to peer MPs with Address 1 set to each peer MP’s address and Address 3 set to the broadcast address.
1A.3.4.3.2 At Intermediate and destination MPs
On receipt of a frame with Address 1 (RA) set to its MAC address or the broadcast MAC address and with Address 3 (DA/Mesh DA) set to the broadcast address, an MP deciphers the frame and checks for authenticity. If it is not from a peer MP, the frame shall be silently discarded. Otherwise, it shall be further processed as follows.
The tuple of Address 4 (SA/Mesh SA) and Mesh E2E Sequence Number from the Mesh Header shall be used as a unique message signature for tracking broadcast frames. The MP checks whether the frame has previously been received. If this is the case, the frame shall be discarded. Otherwise, the MP shall retain the signature and continues processing the frame.
The MP then decrements the TTL field in the Mesh Header field.  If the TTL value has reached zero, the message shall not be forwarded to other MPs. Otherwise, the frame is queued for transmission to peer MPs in order to propagate this broadcast frame throughout the mesh. The transmission procedure of the broadcast frame is as described in the previous subclause.
If the MP is a proxy MP, the MP shall transmit the frame to all its proxied entities outside the boundary of the mesh after translating the frame to the appropriate frame formats for proxied entities.
 Note that during the forwarding process at intermediate MPs, the contents of the frame body are not changed.
1A.3.4.4 Multicast Frames
On transmission or receipt of a multicast frame, the same process used for broadcast forwarding in clause 11A.3.4.3 is applied for the multicast frame.
The MP may implement multicast filtering technology to reduce multicast traffic flooding in the WLAN mesh network. This may be achieved, for example, by using the GARP Multicast Registration Protocol (GMRP) defined in IEEE802.1D.  This filtering technology is beyond the scope of this specification.
Support for special multicast capabilities is an implementation choice and requires invoking the extensibility feature of this standard.
1A.3.4.5 Note on 7.2.3 Management Frames 
Management frames which utilize the normal 3-address management frame headers specified in Clause 7.2.3, such as Mesh Management Action frames (3-address action frames) described in Clause 7.4.6, are transmitted only one hop to immediate neighbor MPs.
Note that in several cases, the reception and processing of a 3-address action frame leads to the transmission of a new action frame with the same type that may include an identical or a modified version of the contents from the IEs of the received action frame.
Insert the following at the end of dot11MeshPointConfig TABLE in Annex D:

dot11MeshTTL OBJECT-TYPE

SYNTAX INTEGER (0..255)

MAX-ACCESS read-write

STATUS current

  DESCRIPTION

"This attribute shall specify the value of TTL field set at a source MP.”

  ::= { dot11MeshPointConfigEntry 4 }
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Abstract


This document provides updated texts for frame addressing and forwarding in a mesh network in Clause 7.1.3.5a.4 and 11A.2.4, which resolve the following CIDs:
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