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Repace the current subclause 11A.2.4 with the new one below:
11A WLAN Mesh Networking

11A Mesh Discovery and  Peer Link Establishment
11A Mesh Path Selection and Forwarding Framework
11A Overview

1A.2.2 Extensible Path Selection Framework

11A Path Selection Metrics and Protocols
1A.2.4 Frame Addressing and Forwarding in a Mesh Network
1A.2.4.1 Mesh Data Frames and Mesh Action Frames
1A.2.4.1.1 Overview
Two new frame types— Mesh Data and Mesh Action — are introduced to efficiently handle multi-hop frame forwarding in a WLAN mesh network using the mesh address extension based on 6-address frame format shown in Clause 7.1.3.5.a. In this subclause, addressing and forwarding of these new frame types are described.

1A.2.4.1.1.1 Mesh Address Extension
In a WLAN mesh network, a frame to be transmitted over multiple hops is forwarded based on its four addresses in the MAC header at each intermediate MP. After an MP receives a frame by examining Address 1 (RA) field, the MP looks up the destination MP in the forwarding table referring Address 3 (DA) field, and tries to find the address of the next-hop MP. Then the MP transmit this frame to propagate to the Destination MP, setting RA field to the address of the next hop MP, and TA field to its own address.
However, the existing four address fields are not enough to carry the address information of non-mesh, proxied devices that are source and destination end points of 802 communication at a data link layer and their proxy MPs (i.e., MAPs/MPPs). Even when proxied devices are not involved with the frame transmission (i.e., both a source and a destination end points of a data link are MPs), additional address information is still needed if there exists a forwarding MP (e.g., a root MP in HWMP proactive tree building mode and MPPs in interworking) that redirects incoming frames to a final destination MP or another forwarding MP.

In this regard, as shown in Clause 7.1.3.5a, the frames of types “Extended with subtype Mesh Data” and “Mesh Management with subtype Mesh Action” can use two optional address fields — i.e., “Address 5” and “Address 6” — to carry such additional address information, the existence of which is indicated by the AE flag in the “Mesh Header” field.
Figure sXX shows the valid combinations of the six address fields and “To DS”, “From DS”, and “AE Flag” fields.
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Figure sXX: Valid address fields and “To DS”, “From DS”, and “AE Flag” combinations.
Note that the AE flag indicates the existence of optional address fields in the Mesh Header field, which, if set to 1, also changes the meanings of Address 3 and Address 4 fields to “Mesh DA” and “Mesh SA”, respectively.

Figure sYY illustrates the address mapping principle in the mesh address extension.
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Figure sYY: Address mapping principle in mesh address extension. 
As shown in the figure, the ordering of the addresses shall be from the innermost to the outermost “connections” as follows:
· Address 1 & 2 for endpoints of a link between RX and TX
· Both are MPs

· Address 3 & 4 for endpoints of a mesh path between a destination MP and a source MP
· Including forwarding MPs and proxy MPs
· Address 5 & 6 for endpoints of an (end-to-end) 802 communication
· Either MPs or non-mesh, proxied devices
Details on how these address mappings work in actual forwarding processing are described in 11A.2.4.1.2 through 11A.2.4.1.4.
1A.2.4.1.1.2 MSDU Ordering

In a WLAN Mesh network, path selection and forwarding operations are implemented as layer-2 mechanisms. When frames are forwarded in such a multi-hop mesh network, the existence of multiple paths between a source and a destination, either due to load balancing (permanent multiple paths) or dynamic route changes (temporary multiple paths), could result in arrival of out-of-order and duplicate frames at the Destination MP. The probability of having out-of-order and duplicate frames increases as the rate of topology changes, load level variations, and/or wireless channel fluctuations increases. Note that the Sequence Control field in 802.11 Data and Management Frame headers is meant to be used on a hop-by-hop basis to detect duplicates or missing frames at each hop and is changed by each intermediate MP.  Hence, it cannot be used to detect out-of-order or duplicate frame delivery in an end-to-end fashion. 

A new “Mesh E2E Sequence Number” in the Mesh Header field is added in this regard to uniquely identify the frames sent from a given Source MP. The Source MP assigns Mesh E2E Sequence Numbers to mesh data and mesh action frames from a single modulo-65536 counter, starting at 0 and incrementing by 1 for each frame. The Mesh E2E Sequence Number remains constant in all retransmissions at the Source MP and is kept unchanged at all intermediate MPs. By the pair of Source MP Address (identified by Address 4 field of the MAC header) and Mesh E2E Sequence Number, the Destination MP is able to detect out-of-order and duplicate frames.
Duplicate frames shall be discarded, while out-of-order frames may be reordered through local buffering at the Destination MP, which is up to implementations and beyond the scope of this standard (see also Clause 6.1.3).

1A.2.4.1.2 Unicast Frames 

Forwarding operation of a frame whose Address 3 (DA/Mesh DA) is set to any of the unicast address is referred to as unicast forwarding. In this subclause, an overview of unicast forwarding is given.
1A.2.4.1.2.1 At Source MPs

For simple MP-to-MP communications where there is no forwarding MP involved, a source MP shall use 4-address frames (with AE flag set to 0) where four address fields in the header are set as follows:

· Address 1: The address of the next-hop MP (to the Destination MP according to a forwarding table)

· Address 2: The address of the Source MP

· Address 3: The address of the Destination MP

· Address 4: The address of the Source MP

If either of the end points of 802 communication is a non-mesh, proxied device, the source MP shall use 6-address frames (with AE flag set to 1) where two additional address fields in the Mesh Header field carry the addresses of those end points. Note that in the below, Address 1 to Address 4 fields are set in the same way as MP-to-MP communications described above.

· If the source end point of 802 communication is a proxied device, the Source MP, which is a proxy MP, shall convert the incoming frames from the proxied device to 6-address frames and set optional address fields in the Mesh Header filed as follows:

· Address 5: The address of the Destination MP

· Address 6: The address of the source end point (non-mesh device)

· If the destination end point of 802 communication is a proxied device, the Source MP shall set address fields as follows:

· Address 5: The address of the destination end point (non-mesh device)

· Address 6: The address of the Source MP

· If both the end points of 802 communication are proxied devices, the Source MP shall set address fields as follows:

· Address 5: The address of the destination end point (non-mesh device)

· Address 6: The address of the source end point (non-mesh device)

Note that when the destination end point of 802 communication is a proxied device, Address 3 field carries the addresses of the Destination MP which is a proxy MP for that end point.
When a forwarding MP is involved with the frame transmission, the forwarding MP becomes the destination of a mesh path for incoming frames and the source of another mesh path for corresponding outgoing frames. In this case, the Source MP shall set Address 3 field of a frame to the address of the forwarding MP and send it to the forwarding MP; when receiving the frame, the forwarding MP updates the Address 3 field to the address of either a final Destination MP or another forwarding MP and sends it to that MP.
The TTL field in the Mesh Header shall be set to 255/initial value.
1A.2.4.1.2.2 At Intermediate and destination MPs
On receipt of a unicast frame, the MP deciphers it and checks for authenticity. If it is not from an authentic source, the frame shall be silently discarded.

The MP then checks to see whether the mesh destination address in Address 3 field is known; if it is an unknown address, the MP may either silently discard the frame or trigger a routing discovery procedure depending on the path selection protocol that is currently active in the mesh.
If the mesh destination address does not match the MP’s own address, but is one of known MAC addresses in the forwarding table, the TTL field in the Mesh Header field is decremented. If zero has been reached, the frame shall be discarded. Otherwise, the frame is queued for transmission to the next-hop MP as determined from the Mesh forwarding table.
If the mesh destination address matches the MP’s own address, then the MP checks the AE flag in the Mesh Header field and takes the following actions based on its value:

· If the AE flag is set to 0, which means the current MP is a final destination of the current frame, the MP processes and sends it to an upper layer;

· If the AE flag is set to 1:
· If the current MP is a proxy MP for non-mesh, proxied devices, the MP first checks whether the destination address (DA) in Address 5 field is one of the addresses of its proxied devices or not. If the destination address is the address of one of its proxied devices, the frame is translated to the corresponding format and queued for transmission to the final destination.
· If the current MP is a forwarding MP, the MP checks whether the DA in Address 5 field is one of its known addresses or not:
· If the DA in Address 5 corresponds to an MP, the frame is reformatted to 4-address frame with the Mesh DA in Address 3 field set to the DA and queued for transmission to the final destination MP.
· If the DA in Address 5 corresponds to a non-mesh device proxied by one of its known MPs, the Mesh DA in Address 3 field of the frame is updated to the address of the proxy MP (with other 5 address fields kept unchanged) and queued for transmission to the proxy MP.
Note that in some cases, an MP could be both a proxy MP and a forwarding MP. In such a case, the MP should follow both the steps described for the case that AE flag is set to 1.

Also, note that during the forwarding process at intermediate MPs, the contents of the frame body are not changed.
1A.2.4.1.3 Broadcast Frames 
Forwarding operation of a frame whose Address 3 (DA/Mesh DA) is set to broadcast address is referred to as broadcast forwarding. In this subclause, an overview of forwarding of broadcast frames is given. For the purpose of frame broadcasting throughout the whole mesh, any layer-2 mechanism, which is specific to the path selection protocol in use, can be used to deliver broadcast frames, as far as the frames are delivered to all MPs within the mesh
. The reliability of broadcast frame delivery in a mesh environment could be an issue compared to that of unicast frame delivery, since the frame is typically transmitted without ARQ recovery and the frame may need to be forwarded by intermediate MPs in order to propagate the frame throughout the mesh. In order to reduce the reliability risk of broadcast frame delivery, MP may utilize some other techniques other than the transmission method defined for the BSS operation.

1A.2.4.1.3.1 At Source MPs

A Source MP encodes the Address 3 field of a transmitting frame to all-1s broadcast address, in order to deliver the frame to all MPs within the mesh. If the frame is originally received from proxied devices with a broadcast address in the Address 1 (RA/DA) field (i.e., at MAPs/MPPs) or the source MP intends to deliver the frame to all proxied devices as well as MPs in the same subnetwork, the Source MP will enable Mesh Address Extension by setting AE flag to 1 and encode Address 5 (DA) field to all-1s broadcast address as well.
The Source MP can set TTL field to an appropriate value in order to control the reachability of broadcast frames in terms of hop count. For example, if the TTL field is set to 1, this means one-hop broadcasting and the frames are delivered to immediate neighbors only. Otherwise, the frames are broadcasted multiple hops set by the TTL value.

In order to increase the reliability of broadcast frame delivery, for examples, MP may optionally transmit the same broadcast frame multiple times, or break the frame to multiple unicast frames to neighboring MPs with DA set to all-1s broadcast address. 
1A.2.4.1.3.2 At Intermediate and destination MPs
On receipt of a frame with Address 1 (RA) set to any address which is interpreted to be received by itself and with Address 3 (DA/Mesh DA) set to the all-1s broadcast address, the MP deciphers it and checks for authenticity. If it is not from a peer MP, the frame shall be silently discarded. Otherwise, it shall be further processed as follows.
The tuple of Address 4 (SA/Mesh SA) and Mesh E2E sequence number from the frame header may be used as a unique message signature for tracking messages. The MP checks whether the message has previously been received. If this is the case, the frame shall be discarded. Otherwise, the MP recognizes that this frame is intended to be transmitted to itself as well as other MPs in the mesh, and the signature for this message is retained for later use.

The MP then decrements the TTL field in the Mesh Header field.  If the TTL value has reached zero, the message shall not be forwarded to other MPs. Otherwise, the frame is queued for transmission to neighboring MPs that maintains peer relationship with the MP as required, in order to propagate this broadcast frame throughout the mesh. Transmission procedure of the broadcast frame is as described in the previous subclause.
If the MP is a proxy MP and the Address 5 (DA) of the received frame is set to all-1s broadcast address, the frame is further broadcasted to all its proxied devices outside the boundary of the mesh, after being translated to appropriate frame formats for proxied devices.
 Note that during the forwarding process at intermediate MPs, the contents of the frame body are not changed.
1A.2.4.1.4 Multicast Frames
Forwarding operation of a frame whose Address 3 (DA/Mesh DA) is set to one of the multicast address is referred to as multicast forwarding. On transmission or receipt of a multicast frame, the same process used for broadcast forwarding in clause 11A.2.4.1.3 is applied for the multicast frame.
The MP may implement multicast filtering technology to reduce multicast traffic flooding in the WLAN mesh network. This may be achieved, for example, by using the GARP Multicast Registration Protocol (GMRP) defined in IEEE802.1D.  This filtering technology is beyond the scope of this specification.
Support for special multicast capabilities is an implementation choice and requires invoking the extensibility feature of this standard.
1A.2.4.2 Management Frames

Management frames which utilize the normal 3-address management frame headers specified in Clause 7.2.3, such as Mesh Management Action frames (3-address action frames) described in Clause 7.4.6, are transmitted only one hop to immediate neighbor MPs.
Note that in several cases, the reception and processing of a 3-address action frame leads to the transmission of a new action frame with the same type that may include an identical or a modified version of the contents from the IEs of the received action frame.
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Abstract


This document provides updated texts for frame addressing and forwarding in Clause 11A.2.4, which address the following resolutions:











� In general, broadcast frame delivery in a multi-hop environment has a trade off among reliability, delivery latency, resource overhead, and complexity of the delivery protocol. The particular mesh broadcasting methods should be carefully chosen depending on the deployment scenario.
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