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Overview
IEEE 802.11 TGn draft 2.0 unconditionally masks the FC Order bit (bit 15 of the FC field) to 0.  This is a change in the base IEEE 802.11ma Draft 9.0 specification whereby the Order bit is included in the Nonce construction.
The Order bit is defined by IEEE 802.11ma Draft 9.0 7.1.3.1.9 as:

The Order field is 1 bit in length and is set to 1 in any non-QoS data frame that contains an MSDU, or fragment thereof, which is being transferred using the StrictlyOrdered service class.  This field is set to 0 in all other frames.  All QoS STAs set this subfield to 0.
IEEE 802.11ma Draft 9.0 8.3.3.3.2 does not mask the Order bit.  As such, 802.11 systems have shipped with the CCMP including the Order Bit to potentially be set to 1;  a change to this will break interoperability with such (legacy) systems.
Proposal
Update the TGn draft to make the masking of the Order bit conditional to the presence of QoS to allow for backward compatibility.  The update is as follows:

Instruct the editor to change TGn draft 2.0 8.3.3.3.2 item a.6 from:

  "Order bit (bit 15) masked to 0"

To:

  "When the QoS field (QC) is present, the Order bit (bit 15) is masked to 0"
Abstract


This contribution fixes how TGn D2.0 Clause 8.3.3.3.2 updates the AAD construction.
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