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7.3 Management Frame Body Components

7.3.1 Fields that are not information elements

Insert the following two new subclauses:

7.3.1.20 Mesh Key Transport Control field

The Mesh Key Transport Control field is used in the Mesh Action frames that implement the Mesh Key Transport protocol (see 7.4A.1).

The Mesh Key Transport Control field is 62 octets in length and is defined in Figure A.

	
	Replay Counter
	SPA
	PMK-MKD
Name
	ANonce

	Octets:
	8
	6
	16
	32


Figure A - Mesh Key Transport Control field
The Replay Counter field contains a sequence number, represented as an unsigned binary number, used to detect replayed frames.  

The SPA field contains the MAC address of the supplicant MP that, during its Initial EMSA Authentication, created the PMK-MA that is being requested, delivered, confirmed, or deleted.

The PMK-MKDName field contains the identifier of the PMK-MKD that was used to derive the PMK-MA that is being requested, delivered, confirmed, or deleted.

The ANonce field contains the nonce selected by the MKD and used in the derivation of the PMK-MKD identifier provided in the PMK-MKDName field.

7.3.1.21 Mesh Wrapped Key field

The Mesh Wrapped Key field is used in the PMK-MA delivery push and PMK-MA delivery pull Mesh Action frames (see 7.4A.1.2 and 7.4A.1.5).

The Mesh Key Transport Control field is defined in Figure B.

	
	Wrapped Context Length
	Wrapped Context

	Octets:
	2
	variable


Figure B - Mesh Wrapped Key field
The Wrapped Context Length field indicates the number of octets contained in the Wrapped Context field.

The Wrapped Context field contains a PMK-MA and related key context information, wrapped using the NIST AES Key Wrap algorithm, as defined in IETF RFC 3394.

Delete subclause 7.3.2.65 Mesh Key Holder Security element [MKHSIE].

Delete subclause 7.3.2.66 Mesh Encrypted Key element [MEKIE].

7.4A Mesh Action

7.4A.1 EMSA mesh action details

Replace subclauses 7.4A.1.1 through 7.4A.1.6 with the following:
7.4A.1.1 Mesh key holder security establishment frame format
The Mesh key holder security establishment frame uses the Mesh Action frame body format and is transmitted by a mesh key holder to perform the mesh key holder security handshake.  The format of the mesh key holder security establishment frame body is shown in Table a.
Table a – Mesh key holder security establishment frame body format
	Order
	Information

	1
	Category

	2
	Action Value

	3
	Mesh ID (see 7.3.2.40)

	4
	MKDDIE (see 7.3.2.62)

	5
	Key Holder Security

	6
	Message integrity check (optional, see 7.3.1.19)


The Category field is one octet and is set to 0 (representing EMSA).

The Action Value field is one octet and is set to 0 (representing a Mesh key holder security establishment frame).
The Mesh ID information element is described in 7.3.2.40.

The MKDDIE is described in 7.3.2.62.

The Key Holder Security field is 81 octets in length and is defined in Figure C.

	
	Handshake Sequence
	MA-Nonce
	MKD-Nonce
	MA-ID
	MKD-ID
	Transport Type Selector

	Octets:
	1
	32
	32
	6
	6
	4


Figure C - Key holder security field
The Handshake Sequence subfield contains a sequence number, represented as an unsigned binary number, used to differentiate messages in a handshake.

The MA-Nonce subfield contains a nonce value chosen by the MA.  It is encoded following the conventions from 7.1.1.

The MKD-Nonce subfield contains a nonce value chosen by the MKD. It is encoded following the conventions from 7.1.1.

The MA-ID subfield contains the MAC address of the MA.  It is encoded following the conventions from 7.1.1.

The MKD-ID subfield contains the MAC address of the MKD.  It is encoded following the conventions from 7.1.1.

The Transport Type Selector subfield contains a single transport selector that indicates the supported transport types.  The transport selector format is given in Figure s62.  The transport selectors defined by this amendment are provided in Table s22.

The optional Message integrity check field is described in 7.3.1.19.  The inclusion of the Message integrity check field is dependent upon the value of the Handshake Sequence subfield of the Key Holder Security field.  The Message integrity check field is omitted when Handshake Sequence is 1; otherwise, it is present.
7.4A.1.2 PMK-MA delivery push frame format

The PMK-MA delivery push frame uses the Mesh Action frame body format and is transmitted by a MKD in the mesh key transport push protocol.  The format of the PMK-MA delivery push frame body is shown in Table b.

Table b – PMK-MA delivery push frame body format

	Order
	Information

	1
	Category

	2
	Action Value

	3
	Mesh Key Transport Control (see 7.3.1.20)

	4
	Mesh Wrapped Key (see 7.3.1.21)

	5
	Message integrity check (see 7.3.1.19)


The Category field is one octet and is set to 0 (representing EMSA).

The Action Value field is one octet and is set to 1 (representing a PMK-MA delivery push frame).
The Mesh Key Transport Control field is described in 7.3.1.20.

The Mesh Wrapped Key field is described in 7.3.1.21.

The Message integrity check field is described in 7.3.1.19.

7.4A.1.3 PMK-MA confirm frame format

The PMK-MA confirm frame uses the Mesh Action frame body format and is transmitted by a MA in the mesh key transport push or the mesh key delete protocol.  The format of the PMK-MA confirm frame body is shown in Table c.

Table c – PMK-MA confirm frame body format

	Order
	Information

	1
	Category

	2
	Action Value

	3
	Mesh Key Transport Control (see 7.3.1.20)

	4
	Message integrity check (see 7.3.1.19)


The Category field is one octet and is set to 0 (representing EMSA).

The Action Value field is one octet and is set to 2 (representing a PMK-MA confirm frame).
The Mesh Key Transport Control field is described in 7.3.1.20.

The Message integrity check field is described in 7.3.1.19.

7.4A.1.4 PMK-MA request frame format

The PMK-MA request frame uses the Mesh Action frame body format and is transmitted by a MA in the mesh key transport pull protocol.  The format of the PMK-MA request frame body is shown in Table d.

Table d – PMK-MA request frame body format

	Order
	Information

	1
	Category

	2
	Action Value

	3
	Mesh Key Transport Control (see 7.3.1.20)

	4
	Message integrity check (see 7.3.1.19)


The Category field is one octet and is set to 0 (representing EMSA).

The Action Value field is one octet and is set to 3 (representing a PMK-MA request frame).
The Mesh Key Transport Control field is described in 7.3.1.20.

The Message integrity check field is described in 7.3.1.19.

7.4A.1.5 PMK-MA delivery pull frame format

The PMK-MA delivery pull frame uses the Mesh Action frame body format and is transmitted by a MKD in the mesh key transport pull protocol.  The format of the PMK-MA delivery pull frame body is shown in Table e.

Table e – PMK-MA delivery pull frame body format

	Order
	Information

	1
	Category

	2
	Action Value

	3
	Mesh Key Transport Control (see 7.3.1.20)

	4
	Mesh Wrapped Key (see 7.3.1.21)

	5
	Message integrity check (see 7.3.1.19)


The Category field is one octet and is set to 0 (representing EMSA).

The Action Value field is one octet and is set to 4 (representing a PMK-MA delivery pull frame).
The Mesh Key Transport Control field is described in 7.3.1.20.

The Mesh Wrapped Key field is described in 7.3.1.21.

The Message integrity check field is described in 7.3.1.19.

7.4A.1.6 PMK-MA delete frame format

The PMK-MA delete frame uses the Mesh Action frame body format and is transmitted by a MKD in the mesh key delete protocol.  The format of the PMK-MA delete frame body is shown in Table f.

Table f – PMK-MA delete frame body format

	Order
	Information

	1
	Category

	2
	Action Value

	3
	Mesh Key Transport Control (see 7.3.1.20)

	4
	Message integrity check (see 7.3.1.19)


The Category field is one octet and is set to 0 (representing EMSA).

The Action Value field is one octet and is set to 5 (representing a PMK-MA delete frame).
The Mesh Key Transport Control field is described in 7.3.1.20.

The Message integrity check field is described in 7.3.1.19.

8.8 Mesh Link Security

Modify 8.8.4.2 and its subclauses as shown:

8.8.4.2 Mesh key holder security handshake

The mesh key holder security handshake may commence after a mesh point has completed its Initial EMSA Authentication.  This mechanism permits an “aspirant MA” to establish a security association with the MKD that derived its PMK-MKD during Initial EMSA Authentication.  An “aspirant MA” is defined as a mesh point that has completed Initial EMSA Authentication with a MKD, and that will become a MA after completing the mesh key holder security handshake with the same MKD.
The aspirant MA initiates the exchange by constructing mesh key holder security handshake message 1, and sending the message to the MKD identified by the MKD-ID received in the Association Response frame during the aspirant MA’s Initial EMSA Authentication.  The aspirant MA selects an EAP Transport mechanism from among those listed in the EMSAIE received in the Association Response frame during the aspirant MA’s Initial EMSA Authentication.  The aspirant MA shall decline to establish a mesh key holder security association with the MKD if the EAP transport mechanisms supported by the aspirant MA and MKD do not overlap.  The contents of handshake message 1 are given in 8.8.4.2.1.
Upon receiving handshake message 1, the MKD chooses MKD-Nonce, a value chosen randomly, and computes the PTK-KD using the MA-Nonce received in handshake message 1 and MKD-Nonce, as specified in 8.8.2.8.  The MKD verifies that it supports the selected EAP Transport mechanism; if not, the handshake fails.  The MKD sends handshake message 2, with contents as given in 8.8.4.2.2.  Upon receiving handshake message 2, the aspirant MA computes the PTK-KD, and sends handshake message 3, with contents as given in 8.8.4.2.3.
After completing the handshake, the aspirant MA sets both the “Mesh Authenticator and “Connected to MKD” bits to 1 in the MKDDIE in its beacons and probe responses to advertise that it is configured as a mesh authenticator that is connected to the MKD.  The MKDDIE shall contain the MKDD-ID that is received from the MKD in mesh key holder security handshake message 2.  
An MA must maintain a mesh path to the MKD.  If the mesh path is lost and cannot be repaired, the MA shall set the “Connected to MKD” bit to 0 in the MKDDIE.  In such a case, the “Mesh Authenticator” bit may be set to 1 to advertise the ability to act in the IEEE 802.1X Authenticator role using, for example, cached keys.  After the mesh path is re-established, the MA may again set the “Connected to MKD” bit to 1.

The MA and the MKD will maintain separate key replay counters for sending messages providing mesh key transport that are protected using the PTK-KD.  Immediately upon deriving the PTK-KD, both the MKD and MA shall reset their replay counters to zero.

8.8.4.2.1 Mesh key holder security handshake message 1

Mesh key holder security handshake message 1 is a mesh key holder security establishment EMSA mesh action frame with the following contents:

The MAC address of the MKD shall be asserted in the DA field of the message header.  

The MAC address of the aspirant MA shall be asserted in the SA field of the message header.

The Mesh ID information element shall contain the Mesh ID that the aspirant MA advertises in its beacons and probe responses.

The MKDDIE shall contain the value of MKDD-ID that was contained in the MKDDIE received in the Association Response frame during the aspirant MA’s Initial EMSA Authentication.  The Mesh Security Configuration field shall be set to zero.

The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 1.

· MA-Nonce shall be set to a value chosen randomly by the aspirant MA, following the recommendations of 8.5.8.

· MKD-Nonce shall be set to zero.

· MA-ID shall be set to the MAC address of the aspirant MA.

· MKD-ID shall be set to the MAC address of the MKD.

· The Transport Type Selector field shall contain a single transport selector (with format as given in Figure s62).  The specified transport type shall be from among those listed in the EMSAIE received in the Association Response frame during the aspirant MA’s Initial EMSA Authentication.

· The Message integrity check field shall be omitted.

8.8.4.2.2 Mesh key holder security handshake message 2

Mesh key holder security handshake message 2 is a mesh key holder security establishment EMSA mesh action frame with the following contents:

The MAC address of the aspirant MA shall be asserted in the DA field of the message header.  

The MAC address of the MKD shall be asserted in the SA field of the message header.

The Mesh ID information element shall contain the Mesh ID as configured in dot11MeshID.

The MKDDIE shall contain the MKDD-ID as configured in dot11MeshKeyDistributorDomainID.  The Mesh Security Configuration field shall be set to zero.

The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 2.

· MA-Nonce, MA-ID, and MKD-ID shall be set to the values contained in handshake message 1.

· MKD-Nonce shall be set to a value chosen randomly by the MKD, following the recommendations of 8.5.8.

· The Transport Type Selector field shall be set to the value contained in handshake message 1 if and only if the MKD supports the selected Transport Type.  If the MKD does not support the selected Transport Type, the MKD shall decline to send handshake message 2. 

· The Message integrity check field shall contain a MIC.  
· 
· The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

Aspirant MA MAC address

MKD MAC address

· Contents of the Category field of the Mesh Key Holder security establishment EMSA mesh action frame.

· Contents of the Action Value field of the Mesh Key Holder security establishment EMSA mesh action frame.

Contents of the Mesh ID information element, from the element ID to the end of the information element.
Contents of the MKDDIE, from the element ID to the end of the MKDDIE.

Contents of the Key Holder Security field.

8.8.4.2.3 Mesh key holder security handshake message 3

Mesh key holder security handshake message 3 is a mesh key holder security establishment EMSA mesh action frame with the following contents:

The MAC address of the MKD shall be asserted in the DA field of the message header.  

The MAC address of the aspirant MA shall be asserted in the SA field of the message header.

The Mesh ID information element shall contain the Mesh ID received in handshake message 2.

The MKDDIE shall contain the MKDDIE received in handshake message 2.

The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 3.

· MA-Nonce, MKD-Nonce, MA-ID, MKD-ID, and Transport Type Selector shall be set to the values contained in handshake message 2.

· The Message integrity check field shall contain a MIC.  
· 
· The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

Aspirant MA MAC address

MKD MAC address

· Contents of the Category field of the Mesh Key Holder security establishment EMSA mesh action frame.

· Contents of the Action Value field of the Mesh Key Holder security establishment EMSA mesh action frame.


Contents of the Mesh ID information element, from the element ID to the end of the Mesh ID information element.

Contents of the MKDDIE, from the element ID to the end of the MKDDIE.

Contents of the Key Holder Security field.

Renumber subclause 8.8.3.3.2 as 8.8.5, and renumber its subclauses as needed.  
8.8.5 Mesh key transport protocol

8.8.5.1 Mesh key transport pull protocol

Modify the text of 8.8.5.1 as shown:
The key transport pull protocol is a two-message exchange consisting of a PMK-MA request message sent to the MKD, followed by a key delivery sent to the MA.  Both messages contain a MIC for integrity protection, and the PMK-MA being delivered is encrypted.

Mesh key transport pull message 1 is a PMK-MA request EMSA mesh action frame.  The MAC address of the MKD shall be asserted in the DA field of the message header, and the MAC address of the MA shall be asserted in the SA field of the message header.  Prior to constructing the message, the value of the MA’s replay counter associated with the PTK-KD shall be incremented by 1.  


The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the value of the MA’s replay counter.

· SPA shall be set to the MAC address of the MP that, during its Initial EMSA Authentication, generated the mesh key hierarchy that includes the PMK-MA being requested

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA being requested was derived.

· ANonce shall be set to zero.

· 
· 
· 
· The Message integrity check field shall contain a MIC.  The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

MA MAC address

MKD MAC address

Contents of the Category field of the PMK-MA request EMSA mesh action frame.

Contents of the Action Value field of the PMK-MA request EMSA mesh action frame.
Contents of the Mesh Key Transport Control field.


Upon receiving message 1, the MKD shall verify the MIC, and shall verify that the Replay counter field contains a value not previously used with the PTK-KD in a first message sent by the MA.  If verified, the MKD may attempt to derive the PMK-MA for use between the MP identified by SPA and the MA that sent message 1, using the key identified by PMK-MKDName.  Subsequently, the MKD constructs and sends message 2.

Mesh key transport pull message 2 is a PMK-MA delivery pull EMSA mesh action frame.  The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  


The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the value of replay counter in message 1.

· SPA shall be set to the value contained in message 1.

· PMK-MKDName shall be set to the value contained in message 1 if an encrypted PMK-MA is included in the Mesh Wrapped Key field.  If the PMK-MA is omitted, then PMK-MKDName shall be set to zero.

· ANonce shall be set to the random value that was selected by the MKD for derivation of the PMK-MKDName that was indicated in message 1.  If the PMK-MKDName field is set to zero, then the ANonce shall be set to zero.

· The contents of the Mesh Wrapped Key field shall be as follows:
· Wrapped Context Length field shall be set to the length in octets of the Wrapped Context field, or shall be set to zero if the Wrapped Context field is omitted.

· Wrapped Context shall be set as follows:

If the MKD does not have a PMK-MA to send to the MA (e.g., it was unable to derive the key), the Wrapped Context field shall be omitted.

If the MKD is sending a PMK-MA to the MA, then the Wrapped Context field shall contain the concatenation: key_data = {PMK-MA || PMK-MAName || Lifetime KDE}.  

Lifetime KDE is defined in Figures 144 and 149.  The KDE contains a 4-octet value containing the number of seconds remaining in the lifetime of the PMK-MA.

The concatenation key_data shall be wrapped using NIST AES Key Wrap algorithm, with the KEK-KD, as defined in RFC 3394, prior to being inserted in the Wrapped Context field.

· The Message integrity check field shall contain a MIC.  
· 
· The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

MA MAC address

MKD MAC address

Contents of the Category field of the PMK-MA delivery pull EMSA mesh action frame.

Contents of the Action Value field of the PMK-MA delivery pull EMSA mesh action frame.

Contents of the Mesh Key Transport Control field.

Contents of the Mesh Wrapped Key field.

Upon receiving message 2, the MA shall verify the MIC, and shall verify that the Replay counter field contains the value as in message 1.
8.8.5.2 Mesh key transport push protocol

Modify the text of 8.8.5.2 as shown:
The key transport push protocol is a two-message exchange consisting of a PMK-MA delivery message sent to the MA, followed by a confirmation message sent in reply.  Both messages contain a MIC for integrity protection, and the PMK-MA being delivered is encrypted.

Mesh key transport push message 1 is a PMK-MA delivery push EMSA mesh action frame.  The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  Prior to constructing the message, the value of the MKD’s replay counter associated with the PTK-KD shall be incremented by 1.  


The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the value of the MKD’s replay counter.

· SPA shall be set to the MAC address of the MP that, during its Initial EMSA Authentication, generated the mesh key hierarchy that includes the PMK-MA being delivered

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA being delivered was derived.

· ANonce shall be set to the random value that was selected by the MKD for derivation of the PMK-MKDName indicated in this message

The contents of the Mesh Wrapped Key field shall be as follows:

· Wrapped Context Length field shall be set to the length in octets of the Wrapped Context field.

· Wrapped Context field shall contain the concatenation: key_data = {PMK-MA || PMK-MAName || Lifetime KDE}

Lifetime KDE is defined in Figures 144 and 149.  The KDE contains a 4-octet value containing the number of seconds remaining in the lifetime of the PMK-MA.

The concatenation key_data shall be wrapped using NIST AES Key Wrap algorithm, with the KEK-KD, as defined in RFC 3394, prior to being inserted in the Wrapped Context field.

· The Message integrity check field shall contain a MIC.  
· 
· The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

MA MAC address

MKD MAC address

Contents of the Category field of the PMK-MA delivery push EMSA mesh action frame.

Contents of the Action Value field of the PMK-MA delivery push EMSA mesh action frame.

Contents of the Mesh Key Transport Control field.

Contents of the Mesh Wrapped Key field.

Upon receiving message 1, the MA shall verify the MIC, and shall verify that the replay counter field contains a value not previously used with the PTK-KD in a first message sent by the MKD.  If verified, the MA shall send a confirmation message to the MKD.
Mesh key transport push message 2 is a PMK-MA confirm EMSA mesh action frame.  The MAC address of the MKD shall be asserted in the DA field of the message header, and the MAC address of the MA shall be asserted in the SA field of the message header.  


The contents of the Mesh Key Transport Control field shall be identical to those values received in message 1.
· 
· 
· 
· 
· 
The Message integrity check field shall contain a MIC.  The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 
MA MAC address

MKD MAC address

Contents of the Category field of the PMK-MA confirm EMSA mesh action frame.

Contents of the Action Value field of the PMK-MA confirm EMSA mesh action frame.

Contents of the Mesh Key Transport Control field.


Upon receiving message 2, the MKD shall verify the MIC, and shall verify that the Replay counter field contains the value as in message 1.
8.8.5.3 Mesh key delete protocol

Modify the text of 8.8.5.3 as shown:
The MKD may initiate the mesh key delete protocol in order to request that a previously-delivered PMK-MA be revoked.  Revocation of the PMK-MA implies that the PMK-MA shall be deleted and all keys derived from the PMK-MA shall be deleted.

The key delete protocol is a two-message exchange consisting of a PMK-MA delete message sent to the MA, followed by a confirmation message sent in reply.  Both messages contain a MIC for integrity protection.

Mesh key delete message 1 is a PMK-MA delete EMSA mesh action frame.  The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  Prior to constructing the message, the value of the MKD’s replay counter associated with the PTK-KD shall be incremented by 1.  


The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the value of the MKD’s replay counter.

· SPA shall be set to the MAC address of the MP that, during its Initial EMSA Authentication, generated the mesh key hierarchy that includes the PMK-MA that shall be deleted.

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA that shall be deleted was derived.

· ANonce shall be set to zero.

· 
· 
· 
· The Message integrity check field shall contain a MIC.  The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

MA MAC address

MKD MAC address

Contents of the Category field of the PMK-MA delete EMSA mesh action frame.

Contents of the Action Value field of the PMK-MA delete EMSA mesh action frame.
Contents of the Mesh Key Transport Control field.


Upon receiving message 1, the MA shall verify the MIC, and shall verify that the replay counter field contains a value not previously used with the PTK-KD in a first message sent by the MKD.  If verified, the MA shall compute the value of PMK-MAName using the PMK-MKDName and SPA included in message 1.  The MA shall revoke the PMK-MA named by PMK-MAName, and shall send a confirmation message to the MKD.

Mesh key delete message 2 is a PMK-MA confirm EMSA mesh action frame.  The MAC address of the MKD shall be asserted in the DA field of the message header, and the MAC address of the MA shall be asserted in the SA field of the message header.  


The contents of the Mesh Key Transport Control field shall be identical to those values received in message 1.
· The Message integrity check field shall contain a MIC.  
· 
· 
· 
· 
· The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

MA MAC address

MKD MAC address

Contents of the Category field of the PMK-MA confirm EMSA mesh action frame.

Contents of the Action Value field of the PMK-MA confirm EMSA mesh action frame.

Contents of the Mesh Key Transport Control field.


Upon receiving message 2, the MKD shall verify the MIC, and shall verify that the Replay counter field contains the value as in message 1.
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Abstract


This submission revises the specification of the Mesh key holder security handshake and the Mesh key transport protocol to resolve several comments from LB 93.  Most changes in this submission are related to the re-definition of the action frames defined in 7.4A.1 used to implement these protocols.  The revised definition eliminates the unnecessary use of information elements.





This submission resolves the following comments: 821, 1410, 1413, 2802, 2810, 3049, 4739, 4740, 4741.


This submission partially resolves the following comments: 592, 676, 1488, 4732, 5111, 5112, 5113, 5114, 5118, 5119, 5120, 5121.


This submission may assist in resolving the following comments in the General category: 2288, 2622.





This submission assumes the editing instructions in 11-07/0286r0 have been incorporated into the draft.
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