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7.3 Management Frame Body Components

7.3.1 Fields that are not information elements

Insert the following new subclause:

7.3.1.19 Message integrity check field

The Message integrity check field contains a MIC value calculated over the contents of an action frame.  The MIC is calculated using the AES-128-CMAC algorithm.  AES-128-CMAC is defined by FIPS SP800- 38B.  The length of the Message integrity check field is 16 octets.
The Message integrity check field is defined in Figure A.

	
	MIC

	Octets:
	16


Figure A – Message integrity check field
Delete subclause 7.3.2.67 EAP Authentication element [EAPAIE].

Delete subclause 7.3.2.68 EAP Message element [EAPMIE].

7.4A Mesh Action

Replace subclause 7.4A.1.7 with the following:
7.4A.1.7 Mesh EAP encapsulation frame format

The Mesh EAP encapsulation frame uses the Mesh Action frame body format and is transmitted by a mesh key holder in the mesh EAP message transport protocol.  The frame body of the Mesh EAP encapsulation frame contains the information shown in Table a.

Table a – Mesh EAP encapsulation frame body

	Order
	Information

	1
	Category

	2
	Action Value

	3
	EAP Authentication

	4
	Message integrity check (see 7.3.1.19)


The Category field is one octet and is set to 0 (representing EMSA).

The Action Value field is one octet and is set to 6 (representing a Mesh EAP encapsulation frame).
The EAP Authentication field is 25 octets or greater in length and is defined in Figure B.

	
	Encapsulation Type
	Message Token
	SPA
	EAP Message Length
	EAP Message

	Octets:
	1
	16
	6
	2
	variable


Figure B - EAP Authentication field
The Encapsulation Type subfield identifies the type of EAP Encapsulation message, and is set to a value described in Table b.
Table b – Encapsulation Type values

	Value
	Message Type

	0
	Reserved

	1
	Request

	2
	Response – Accept

	3
	Response – Reject

	4-10
	Reserved

	11
	Response

	12-255
	Reserved


The Message Token field contains a random nonce in messages of type request.  In messages of type response, response-accept, and response-reject, the Message Token field contains the value of the Message Token field in the request message to which the response message corresponds.

The SPA subfield contains the MAC address of the supplicant MP that is performing EAP authentication.
The EAP Message Length subfield is two octets and contains an unsigned binary integer indicating the length in octets of the EAP message subfield.  The EAP Message Length subfield contains the value zero if the EAP Message field is omitted.

The EAP Message subfield, when present, contains an EAP packet, with format as defined in IETF RFC 3748.
The Message integrity check field is described in 7.3.1.19.
8.8 Mesh Link Security

8.8.6 Mesh EAP message transport protocol 

Change the text as shown:

This optional protocol describes how the MA may initiate and perform EAP authentication with the supplicant during the supplicant MP’s Initial EMSA Authentication.  The use of this protocol is selected during the mesh key holder security handshake defined in 8.8.4.2 and is described by transport selector 00-0F-AC:0.  When the transport selector specifies any other value, the mechanism for EAP Transport is outside the scope of this standard.

EAP, as described in RFC 3748, is a “lock-step protocol,” with alternating request and response packets exchanged.  The mesh authentication message transport protocol permits transport of these request and response messages through the mesh, between the MA and the MKD.

The MA initiates 802.1X authentication with the supplicant by sending a first EAP message to the supplicant.  If the MA is configured with the appropriate first EAP message to send, then the MA does so.  Otherwise, the MA may request the first EAP message from the AS, using the EAP-Start indication described below.  When the MA receives an EAP message from the supplicant, the MA sends an EAP Encapsulation EMSA mesh action frame to the MKD that contains the received EAP message.  When the MKD has an EAP message, received from the AS and destined for the supplicant, it sends an EAP Encapsulation EMSA mesh action frame to the MA containing the EAP message.

The final EAP Encapsulation EMSA mesh action frame of a sequence will be sent by the MKD, and is given a special type to provide information to the MA.  If the EAP authentication of the supplicant provided an “accept” indication to the MKD, then the MKD sends the final message with type “accept” to indicate to the MA that the supplicant should be granted access.  Alternatively, if EAP authentication failed, the MKD sends the final message with type “reject” to the MA.  Upon reception of an EAP Encapsulation EMSA mesh action frame of type “reject,” the MA shall terminate the peer link with the supplicant. 

When an IETF RFC 3748 EAP message is included in a EAP Encapsulation EMSA mesh action frame, it is carried in the EAP Message subfield.  The maximum length EAP message that may be included in the EAP Message subfield is 2273 octets, due to the maximum length of a Mesh Action Data Unit (see 7.2.4.3).  
The EAP-Start indication is sent from MA to MKD by constructing an EAP Encapsulation request message that omits the EAP Message subfield.
8.8.6.1 EAP Encapsulation request message

An EAP Encapsulation mesh action message with Encapsulation type request is sent from MA to MKD, either to transport an EAP message from the supplicant, or to request the AS to initiate EAP authentication (“EAP-Start”).

EAP Encapsulation request message is an EAP Encapsulation EMSA mesh action frame (see 7.4A.1.7).  The MAC address of the MKD shall be asserted in the DA field of the message header, and the MAC address of the MA shall be asserted in the SA field of the message header.  The contents of the EAP Authentication field are as follows:

· Encapsulation Type shall be set to 1 to indicate “request”.

· Message Token shall be set to a unique nonce value chosen by the MA.

· SPA shall be set to the MAC address of the supplicant mesh point that is participating in EAP authentication.

· EAP Message Length shall indicate the length in octets of the EAP message that is included in the EAP Message subfield.  
If the MA is sending an “EAP-Start” notification, the EAP Message Length subfield shall be set to zero.
If the EAP Message Length subfield is nonzero, the EAP message subfield shall be present, and shall contain an EAP message with format as defined in IETF RFC 3748.  If the EAP Message Length subfield is zero, the EAP message subfield shall be omitted.  The EAP message subfield shall be no longer than 2273 octets.
· The Message integrity check field shall contain a MIC.  
· 
The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

MA MAC address

MKD MAC address

Contents of the Category field of the EAP Encapsulation EMSA mesh action frame
Contents of the Action Value field of the EAP Encapsulation EMSA mesh action frame
Contents of the EAP Authentication field.



· 
· 
Upon receiving a request message, the MKD shall verify the MIC, and store the Message Token for use in constructing the response message.

8.8.6.2 EAP Encapsulation response message

An EAP Encapsulation mesh action message with Encapsulation type response, accept, or reject is sent from MKD to MA, to transport an EAP message from the AS, and, in the final response message of a sequence, provide an indication of the success of the EAP authentication.  

EAP Encapsulation response message is an EAP Encapsulation EMSA mesh action frame (see 7.4A.1.7).  The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  The contents of the EAP Authentication field are as follows:

· Encapsulation Type shall be set as follows:

If this is the final message of the sequence, and the EAP authentication of the supplicant resulted in an “accept” indication, Encapsulation Type shall be set to 2, to indicate “accept.”

If this is the final message of the sequence, and the EAP authentication of the supplicant resulted in a “reject” indication, Encapsulation Type shall be set to 3, to indicate “reject.”

Otherwise, Encapsulation Type shall be set to 11, to indicate “response.”

· Message Token shall be set to the value contained in the request message to which this response corresponds.

· SPA shall be set to the value contained in the request message to which this response corresponds.

· EAP Message Length shall indicate the length in octets of the EAP message that is included in the EAP message subfield.
· The EAP message subfield shall contain an EAP message with format as defined in IETF RFC 3748.  The EAP message subfield shall be no longer than 2273 octets.
The Message integrity check field shall contain a MIC.  The 16-octet MIC shall be calculated using the KCK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· 



MA MAC address

MKD MAC address

· Contents of the Category field of the EAP Encapsulation EMSA mesh action frame

· Contents of the Action Value field of the EAP Encapsulation EMSA mesh action frame

Contents of the EAP Authentication field.



· 
· 
Upon receiving a response message, the MA shall verify the MIC, and verify that the Message Token received in the message matches the value sent in the most recent request message.  If the final response message receive has type “reject,” the MA shall terminate the peer link with the supplicant.
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Abstract


This submission simplifies the EMSA EAP Encapsulation protocol to resolve several comments from LB 93.  The changes to the protocol include a re-definition of the EAP encapsulation mesh action frame to use non-IE fields, thus reducing the number of defined IEs by two.  Additionally, the action frame format allows the removal of the fragmentation procedures defined in draft 1.0.





This submission resolves the following comments:  1052, 1053, 2408, 2409, 2813, 2815, 3089, 3096, 4514, 4745, 4746, 5126, 5131.


This submission partially resolves the following comments: 592, 1488, 4732, 5111, 5112, 5113, 5114, 5118, 5119, 5120, 5121.


This submission may assist in resolving the following comments in the General category: 2288, 2622





Note: It is assumed that 8.8.3.3.3 has been renumbered as 8.8.6 (CID 822) and that 8.8.3.3.1 has been renumbered as 8.8.4 (CID 820).
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