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7.3 Management frame body components
7.3.2 Information elements
7.3.2.36 Interworking Capability Information Element

The Interworking Capability Information element contains information about the interworking service capabilities of a STA as shown in Figure u1. 

	
	
	
	

	
	Element ID
	Length
	Interworking Capabilities

	Octets:
	1
	1
	2


Figure u1—Interworking Capability Information element format
The Element ID field is equal to the Interworking Capability value in Table 26.

The Length field is the length of the Interworking Capabilities field. The value of the Length field is 2.

The Interworking Capabilities field is a bit field indicating the advertised interworking capabilities of the STA. The Interworking Capabilities field is shown in Figure u2.

	
	B0
	B1
	B2
	B3
	B15

	
	QoS Map
	Expedited Bandwidth Request
	Emergency Services Only
	Reserved

	Bits:
	1
	1
	1
	13


Figure u2—Interworking Capabilities field
· The QoS Map Service capability bit set to 1 indicates the AP supports QoS Map Service.  The QoS Map Service capability bit set to 0 indicates the STA does not support QoS Map Service.

· The Expedited Bandwidth Request Service capability bit set to 1 indicates the STA supports Expedited Bandwidth Request Service.  The Expedited Bandwidth Request Service capability bit set to 0 indicates the STA does not support Expedited Bandwidth Request Service.

· The ESO (Emergency Services Only on this SSID) capability set to 1 indicates higher layer emergency call services are reachable via this SSID.  The ESO capability set to 0 indicates other means are necessary to determine if higher layer emergency call services are reachable via this SSID.  This bit shall only be set to 1 if all the following conditions are true (cf. Annex P.1 for further information):

· SSID is configured for open authentication and used exclusively for providing emergency services

· dot11QosOptionImplemented is true

· Expedited Bandwidth Request Service capability bit is set to 1

· Location information capability is enabled on AP if AP is located in a regulatory domain that requires this.

· DS supports end-to-end QoS from STA to all APs in ESS to PSAP

· All other bits are reserved and shall be set to 0 on transmission and ignored on reception

The lack of an Interworking Capability element shall be interpreted as the STA having no advertised Interworking Capabilities. 

Annex P

[Editorial Note: The annex letter will be assigned later] 
(Informative)

Interworking with External Networks

The purpose of this informative annex is to describe and clarify the support for interworking with external networks including the support for Emergency Call, QoS mapping, SSPN interface, providing some background info and recommended practices. 

P.1
Interworking with External Networks and Emergency Call Support with 

Emergency services define the IEEE 802.11 functionality to support an Emergency Call (e.g. E911) service as part of an overall, multi-layer solution, specifically capability advertisement and authentication issues. “Multi-layer” indicates the expectation that any E911 solution will not be achieved solely at layer 2  – co-operation with other groups shall be required.”

In order to support emergency call service, three new features need to be addressed.  

The first feature is a mechanism for a non-AP QoS STA to signal to a QoS AP that a call is an emergency call.  This is useful in the case where the access category to be used to carry the emergency call traffic (typically AC_VO) is configured for mandatory admission control.  If the WLAN is congested, then the AP may deny the TSPEC request for bandwidth to carry the call.  However, if the AP knows the call is an emergency call, then it may be able to invoke other options in order to admit the TSPEC request.  
The second and third features provide the means for a client without proper security credentials to be able to place an emergency call.  The second feature makes use of public EAP credentials which are used to authenticate the user.  This is described further in section P.1.4.  The third and final feature makes use of an SSID configured for Open Authentication to provide emergency service and is described in section  P.1.5.
P.1.1
Background on Emergency Call Support Over 802.11 Access Network
When IEEE 802.11 WLANs are used to carry VoIP calls, current solutions provide no special handling for emergency services. There are no mechanisms for a user to determine whether an access point and the network infrastructure can provide any support for emergency services (e.g. e911 services). In addition, to use a public access point a user must go through the standard authentication process (e.g. EAP-based or UAM) before being able to use the access point for emergency calls which limits the ability to make emergency calls.
This requires (1) user credentials to be available and requires (2) that these credentials, if available, allow network access to the user, even though there may be no prior relationship at all between the user and the WLAN network.
Another difficulty is that once the user gains access to the network, there is no mechanism to prioritize their emergency traffic in the 802.11 MAC over that of other users, even with 802.11 QoS capability.

More generally, supporting emergency services such as e911 calling requires a multi-layer solution with support at various protocol layers.

Apart from MAC level access and support for transfer of data between STA and AP with appropriate QoS at L2, there is a very clear need above L2 to setup the call, conduct call control and management, and use an appropriate audio codec. 

There is a need to support these emergency services both when the user has a relationship with the IEEE 802.11 network (credentials to access the network) and when it does not have any relationship with the IEEE 802.11 network. The former case requires no changes to the authentication process—the user, having already been authenticated to and associated with the WLAN, simply dials the emergency number thereby placing the call.  In the latter case, the STA must be able to access the network in unauthenticated state and make an emergency call.

One specific example for such a use case is when a user arrives in a new country and needs to make an emergency call in a public hotspot where there is no prior relationship with the available WLAN network or WLAN hotspot operator.

Generally speaking, an e911 solution for 802.11 should support the entire range of WLAN use cases (home, office/enterprise and public hotspot) and should also support the entire possible range of WLAN devices, from dual-mode handsets to WLAN-only IP phones to devices implementing soft-phone clients such as Skype.
P.1.2
System Aspects for Emergency Call Support

The access network like IEEE 802.11 by itself cannot ensure that all factors are compatible for e911 call to actually take place. The client device may have to register with a call manager (SIP agent or some other signaling endpoint) for the call to be placed successfully. Different signaling systems such as SIP, H.323, etc. can be deployed for supporting e911 calling. The call manager may also verify that an appropriate e911 call is being placed so that appropriate level of resources can be granted to the emergency call. Voice endpoints (e.g., non-AP STAs) can use different codecs such as G.711, AMR, iLBC, etc. All these functionalities are necessarily above the scope of any 802.11 amendment and are not addressed here.
Therefore, it is essential to distinguish between the minimum level of support provided by IEEE 802.11 emergency services, and support of emergency services at higher layers (e.g. above 802.11).  By “IEEE 802.11 emergency services” we refer to the direct support in IEEE 802.11 of such services, independently of what solutions are adopted at higher protocol layers.

Under all circumstances, changes to the 802.11 L2 should be kept to the minimum necessary and only guarantee priority for emergency traffic both for the initial call establishment and during an ongoing emergency call (which assumes advertisement of this functionality supported in the BSS).

In order to ease burden of implementation on the network side, some basic means should exist to allow easy filtering, routing and basic access control of “regular” BSS traffic and emergency-type BSS traffic.

This section describes general design assumptions to support emergency services with 802.11:

· It is assumed that there is a higher layer (above 802.11 L2) protocol (or protocol suite) for making emergency calls or using any other emergency services.

· In order to make the emergency call procedure work properly, the non-AP STA has the following responsibilities (it is implied here that the non-AP STA must have the corresponding functionality to make use of these capabilities):

· Recognize the user’s request to make an emergency call

· Ensure WLAN supports QoS capability and preferably Expedited bandwidth request capability. 
· The non-AP STA can ensure QoS services are available from the network by examining the QoS, CF-pollable and CF-Poll Request capability bits in the AP’s beacon management frame.
· If location information is required in a particular regulatory domain, request location information from WLAN and provide it to its call manager via signaling. Location information should be obtained from the network prior to initiating the emergency call request. There are two methods a non-AP STA may use to obtain location services from the 802.11 network:
· If the non-AP STA can use location information in geospatial format (i.e., latitude and longitude), then an AP’s RRM capability may be used to obtain this information.  The AP advertises RRM capability in its beacon management frame (bit12 set to 1 in the Capability information field).  In this case, the non-AP STA transmits an LCI Request to the AP using the procedures in clause 11.10.8.6 (editor: this is a reference to 802.11k-d7, so the clause number may change). Note that the STA may receive an LCI Report with the incapable-bit set.  According to the procedures in clause 11.10.8.6, the non-AP STA may re-submit an LCI Request with a location subject of “remote”. If the AP still responds with incapable, then location services are not available from the AP via RRM capability.
· (editor: this bullet contains references to 802.11v-d0.07, so the information is subject to change) If the non-AP STA requires location information in civic or geospatial formats, then an AP’s wireless network management capability may be used.  In this case, an AP advertises location capability by inclusion of the wireless network management capability information element with the Presence bit (B3) set to 1, in its beacon management frame.  A non-AP STA requests its location using the procedures of clause 11.15.4.  Unlike an AP providing RRM capability, an AP advertising location capability via wireless network management will not return an “incapable” response if the non-AP STA requests the “remote” location.
· Selects one of possibly several SSPNs advertising support for emergency service and VoIP service

· There are two methods defined herein by which a user lacking security credentials may gain access to the network.  It is intended that the method selected in any particular deployment be at the discretion of the hotspot provider, SSPN or system administrator as appropriate.  The AP and STA must support both methods.  The two methods are:

· Using public user credentials (described further in 0).  In this situation, a STA uses the defined network selection method to query candidate SSPNs to determine which one (or several) support VoIP, end-to-end QoS and emergency services.  Once this has been determined, the STA associates to the SSID corresponding to the chosen SSPN using public user credentials.  Optional, the AP may have been configured with a default realm., specified in the Default Emergency Services Realm information element (part of the NAI), from which emergency services may be obtained.  This information, if present/configured by the hotspot provider, may be used to speed up the emergency call setup process.

· Using an SSID configured for Open Authentication and designated via an advertisement in the beacon that the SSID is only suitable for obtaining emergency service (i.e., and not suited for obtaining other hotspot services such as internet access).  In other words, network elements necessary to complete an emergency call are reachable via this SSID.  How to reach these network elements (e.g., a Call Manager) and which protocol to use (e.g., SIP) are outside the scope of this amendment.
This advertisement also means the network supports end-to-end QoS (at least to the PSAP), that 802.11e and 802.11u expedited bandwidth request is supported and finally that AP is capable of providing location information if required by the regulatory domain.  This is described further in 0.

· The access point separates the backhaul of emergency services traffic from other traffic, typically via a dedicated VLAN.

P.1.3
Description of the Expedited Bandwidth Request Element
For access categories configured for mandatory admission control, a non-AP QoS STA requests bandwidth using a TSPEC Request in an ADDTS action frame.  The TSPEC Request includes parameters describing the characteristics of the traffic stream, but no information on the use of the traffic stream.  To address “use” of a traffic stream, we propose the addition of an “Expedited Bandwidth Request” element.  To make use of this element, it is the responsibility of the handset to transmit this element in response to certain call signaling messages.  How this is done is out of scope for TGu.  By defining an octet for bandwidth use, we enable a greater range of uses than previous proposals.  The following bandwidth uses are provided in the expedited bandwidth request element:

· Emergency call

· Public first responder (e.g., fire department)—this is an optional field

· Private first responder (e.g., enterprise security guard)—this is an optional field

· Multi-level precedence and pre-emption—this is an optional field

Multi-level precedence and pre-emption (MLPP) services are provided by other voice networking technologies such as 3GPP (cf. TS 22.067), H.323 (cf. ITU-T H4.60.14) and other proprietary signaling protocols.  MLPP is used as a subscription service to provide differentiated levels of consumer service; it is also used by military organizations so that commanding officers won’t get a network busy signal.

If the AP knows the “use” of the traffic stream, it can invoke additional policy which may be configured on the AP to accept the TSPEC request when it would be otherwise denied.  Policy configured at AP defines how bandwidth use will be operated upon.  Specification of these policies is out of scope of TGu.  Policy examples include:

· No action

· Pre-emptive action: delete a TS of lower priority if necessary to make room for new TS

· Use capacity allocated for non-voice services if priority is above a certain value (assuming TSPEC is for AC_VO)

· Interpret MLPP codes per 3GPP specification

· Interpret MLPP codes per proprietary specification

P.1.4
Emergency Call services for Clients Only Having Public Security Credentials
This proposal describes how the existing RSN and 802.1x protocols are appropriate for handling emergency calls over the WLAN.  We begin by reviewing some of the applicable requirements and constraints:

For a user which has valid security credentials, that user can simply authenticate to the SSPN and the WLAN and subsequently place an emergency call.  In this case, the keying material would be supplied to the authenticator (AP) and supplicant (client) from the SSPN’s AAA server so that a normal 802.11i security association is established.  Once the crypto keys are plumbed, the client can go ahead and place the emergency call.

For a user which doesn’t have valid security credentials (e.g., mobile station without a SIM card installed), the situation is similar but with a couple of important differences.  In this case, the user authenticates to the SSPN as a public user whose identity signals the need to place an emergency call.  The 802.11i security association takes place as described in the preceding paragraph, except the SSPN’s AAA server returns a VLAN ID corresponding to its emergency VLAN.  The AP bridges the client’s frames onto this VLAN without the need for any changes to its 802.11i security association.  This VLAN connects to the SSPN’s network and the SSPN’s call manager ensures the emergency call is routed to the correct PSAP.  Finally, the AP or DS infrastructure performs per-user policing for this VLAN ID ensuring an upper-limit on resource usage commensurate with an emergency call.

P.1.5
Emergency Call Services Using Open-Authentication SSID
In some deployments, it may be useful to have a simpler mechanism for a STA to obtain emergency services.  One example is when the hotspot provider does not wish to deploy advertising.  In this case, an SSID configured for Open Authentication and used exclusively for emergency service is employed.  However, since there may be more than one Open Authentication SSID in a deployment, a means must be identified so that the STA can select the proper SSID.  We propose of the use of an advertising bit in an information element transmitted in the beacon for this purpose.  A non-AP QoS STA receiving this bit will know that emergency services are reachable on this SSID, but some means outside the scope of 802.11 are used to identify the presence of higher layer services which are needed to complete an emergency call.
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Abstract


This document is a work in progress and was prepared for the TGu Ad Hoc Meeting on February 20-22, 2007.  A final version of this document is being prepared which will be suitable for presentation to TGu and/or the WG.





This document describes proposed additions to Annex P to describe the steps a voice endpoint should take in order to obtain emergency services from wireless LAN.  It is intended to resolve the following internal review comment (cf. 11-06-1857r6): CID # 55.





This document is based on P802.11u-d0.03, P802.11k-d7, P802.11v-d0.08 and P802.11ma-d9.
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