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Wednesday, 21 February 2007
Chair called the meeting to order at 9:20am local time.

Chair gave the IPR Notice. There were no IPR statements or questions on the IPR policy.

Agenda:

1. Status of Draft 4.1 Informal Review

2. Discussion of 07/244r3 Issues (Issue sheet)

3. Planning for Orlando
Agenda Item 1 – Status of Draft 4.1 Informal Review
· 370 comments were received from the informal review, 300 were editorial and trivial technical. 

· Proposed resolutions for the editorial and trivial technical comments are included in 07/244r3.

· Clint will send out an e-mail to the reflectoe, asking folks to review the proposed resolutions and let Bill know of any objections, ideally by February 26th (2 weeks before Orlando).

· Want to minimize editorial churn at the last minute in Orlando.
Agenda Item 2 – Discussion of 07/244r3 Issues (Issue sheet)

· Issue 2: EAPOL Re-authentication. The issue occurs when the supplicant or authenticator needs to request an 802.1X authentication. Examples include NAC, NAP applications and expiration of key lifetime. 802.1X re-authentication enables the authentication to occur without dropping the data connection. 

· Have 2 options. First option is to just not support 802.1X re-authentication. Require the supplicant or authenticator to drop the association, and start a new initial association. Second option is to introduce a mechanism to carry the EAPOL frames back to the original R0 Key Holder. Need to specify what happens – currently this is not specified. Adopt the proposed changes – for subsequent initial association.
· Issue 3 – No changes to clause 5.
· Issue 6 – “802.1X state machines are not defined well enough to be separated across the various entities we are defining in IEEE 802.11r.  In fact, IEEE 802.11r doesn't define which functionality of 802.1X should reside in which key holder.”  Proposed text changes in 07/244.
12:30 pm – recess for lunch
· Meeting to order at 2:25pm.
· Rajneesh and Mike on the conference call, after conference call bridge problems resolved.

· Issue 4 – “Do we need a sentence that states that the PMKR0SA is used to calculate a PMKID for FT”. Issue 237. 7.3.2.25.4. Gives a list that the PMKID can refer to. Text already added via resolution of comments 51 and 52.  Add 2 points to the list: Key names are in the RSNIE. PMKID in the RSNIE has 2 other meanings – a PMKr1 name or a PMKR0 name.

· Might need additional text in the next paragraph – referring to 8.5.1.2 for construction of the PMKID. Need to add a reference to 8.5A also. Bill will add proposed text.

· Issue 7 – Removal of the “binding” term. Had e-mail discussion, include proposed text.
· Issue 8 –“AP receives an Association Request that contains an MDIE that doesn't match what it advertises”. Deals with error checking of values received. Need to check other values too. Have 23 places where additional text is needed to deal with errors. Have proposed text too. Are all the status codes used at least once? Yes.
· We have defined over the air and over the DS authentication sequences and an identifier for each entity in the sequence.  An AP that receives an FT confirm that didn’t receive an FT request from the same STA has to reject the request with an appropriate status code. Same for Authentication Confirm and Authentication Request. Proposed text added to the comment resolution spreadsheet.
· Issue 9 – The proposed comment text is ok.
· Issue 10 – Delay GTK distribution destroys 4-Way Handshake property, that the GTK is acknowledged. No security issue, consider issue closed.
· Issue 11 – Jouni has worked on updated text. 07/180-02. Always use AES-CMAC and AES-CMAC with TGr. Not trying to improve TKIP. Trying to reduce the complexity of having to select one of two algorithms. Would rather not use MD5 in TGr.  Also edit 8A.6.3. Want to use the same MIC algorithm for EAPOL MIC and FT information element MIC
· Could also remove support for TKIP.  Why should TGr deprecate TKIP? Could say that we are not supporting it. TKIP is used in .11ma, .11k. TGr will be amendment 2. Then TGw. TGw is removing TKIP support, removing need to change deployed hardware. Not deprecating, just not supporting it with fast transitions.  If made proposed changes, have to change processing of key wrap for GTK. 
· Should we still require three MIC algorithms for FT? (1) HMAC-MD5 for TKIP if TKIP is used as the pairwise cipher, (2) HMAC-SHA-1-128 if CCMP is used for the pairwise cipher and AES-128-CMAC is not supported, and AES-128-CMAC if CCMP is used. 07-180r1 keeps support for HMAC-MD5 in FT. 07-180r2 removes support of HMAC-MD5 in FT. 

· A further change would be along the lines of: 
· When AKM suite selector 3 or 4 is used, a STA shall use CCMP as the pairwise ciphersuite. When an AP is FT enabled, CCMP shall be advertized as a pairwise ciphersuite. When an AP is FT enabled, the AP shall verify that a non-AP STA selecting AKM suite 3 or 4, also selects CCMP as the pairwise ciphersuite.
· Add a new comment to the list of informal comments, with (modified) above resolution, and deal with this as a follow-up to the adoption of 11-07-0180-01, which we agree should be adopted. Jouni to make an r3 with only the subsequent changes that would be needed. No functional changes. 

·  Issue 12 – “TK being set before any MIC validation in FT.  The key is configured before the MIC is validated”. Key is “installed” before it is validated, but the port is not open, so the key
should not be used.yet. What if a supplicant does not implement port control. Could move set keys to after association is completed, but then have race condition – could receive a data frame before keys are installed. A frame being dropped is a more likely occurrence, but consequences are only dropped frames. Also, the STA is not associated, so received frames will be dropped.  In the roam to self case, when no 802.1X port is present, then could have a problem. 
· Setkeys must be performed for a key for which the anonce and snonce were validated.  AP has to store multiple Snonce values, and validate the anonce and snonce, and implement port control. This level of detail is not shown is the state machines. Leave to the implementation. 

· Issue 13 - Some references to "STA" in the draft should be qualified to "Non-AP STA". Text is clear about the supplicant and authenticator roles.  Recommendation of the ad-hoc is to not address this.

· Issue 14 – “Should the client side key hierarchy/state machines be rolled into a single entity?  What should it be called?”  One argument is that symmetry helps make the security analysis easier. Another argument is that collapsing the 2 functions on the client/supplicant side better aligns with the reality of clients and implementation. 

· There are places where the symmetry breaks down – R0Key holder Identifier. One has an ID and the other doesn’t, or each has different identifier. Don’t see a benefit for identifying names for the R0 and R1 names in the client/supplicant. But no one cares – the values are never used. Separation is carried forward in the state machines. This should be the simplest possible – don’t see a benefit for 3 state machines when 2 would do the job, and be simpler to explain. 
· Need to capture the essential design. Evolving architectures with virtualization – Vista – EAP auth in supplicant in the kernel, may have a single component that does the R0 work, and other components that do the R1 work. STA side architectures may need the separation too. 
· Think we just see this differently. Agree that it is possible to design a system like that. Symmetry does break down. R0Key Holder on the AP side. Differentiate between the R0 and R1 functions.  From external behaviour – doesn’t matter. Keep it open. 

· How do you define either of these as not correct? Either is correct. Need clarity on how the keys are separated. 

· A lot of this is in the details. Had started to look at this in London. Main result - agreed on 4 componenets. Which ones need names? Adjust key calculation formulas? 

Recessed at 5:05pm

Wednesday, 22 February 2007
Chair called the meeting to order at 10:00 am local time.

Agenda:

Continue discussion on Agenda Item 2 - Discussion of 07/244r3 Issues (Issue sheet)

· Issue 15 – “Appearance of RSN information element in Association Response during Initial Mobility Domain Association” There has been discussion on the reflector on this issue. Agreement that it is ok to remove RSNIE from the (Re)association response during Initial Mobility Domain Association; need to change the frame contents for Reassociation Response too. Proposed text changes are in 07/0244r6.

· Issue 16 – “Describe MLME interactions in 8A” Agreed that the descriptions should be there. Proposed text changes are in 07/244r6.

· Issue 17 – “What is proper level of abstraction for state machines?” Discussed proposed state machine changes to make the state machines internally consistent with use of MLME-AUTHENTICATION primitives 

· Comment 312 and a new comment – add MLME usage to initial association.  Proposed changes are included in 07/244r6. 
· Comment 316 - Add a statement in State Machine Design Considerations list, to the effect that the details of error handling are not included in the state machines, with a reference to the applicable sections.
· Comment 317 – Re-transmission of FT authentication and (re) association frames are not included in the state machines, with a reference to the applicable section.
· Comment 321 – Accept the proposed change
· Comment 325 –  Accept the proposed change 
· Comment 329 – Accept the proposed change
· Issue 18: “Which algorithm to use for MIC and key wrap, HMAC or AES?” Discussed this yesterday, as part of issue 11.
· Issue 19 – “Timeout for R0KH exchange is under-specified”, “R0-TimeoutEvt is described as the timeout for R0KH authentication. However, it is unclear what exactly this timeout is. Is there a MIB variable for this? Could an existing clause be referred as the explanation?” 
· On initial association, the R1 Key holder has not received the R1Key from the R0Key Holder within the specified interval.

· Add text to the effect of “e.g. when the EAP Authentication Session Timeout expires”

· Issue 20 – “Reorganization of 8.5a” - Problem is that the title of 8.5A doesn’t match the contents. Question is where to put 85A.2. FT Key hierarchy would fit better into the base specification as a subclause of 8.5.1. Agreed to relocate 8.5a to 8.5.1.5. Rename 8.5A (now 8.5.1.5) to “Fast BSS Transition key hierarchy”.  Proposed text moves are described in 07/244r6.
· Issue 21 – “Fix nonsense text in 8A.6” – Proposed text changes are included in 07/244r6. Essential change is to define the “authentication sequence” as 4 sets of information elements, referred to as “messages”, with information carried in FT protocol and FT resource request protocol frames.
Recess at 12:50pm
Call to order 2:40pm

Continue discussion on Agenda Item 2 - Discussion of 07/244r3 Issues (Issue sheet)

· Issue 22 – “Extraneous MIB variables dot11FTResourceRequestLimit and dot11FTResourceRequestTimeout”. Agreed that these MIB variables are no longer used, and should be removed, adjusting the appropriate numbering.
· Issue 30, comment 83, 84 – “use FT acronym consistently within the sentence” FT-4-Way Handshake  refers to the initial association , change “Fast BSS Transition method” to “successful FT protocol”
· Comment 87, 88 – “PTKSA can be generated as a result of FT protocol, not only 4-way handshake”, agreed to add “FT protocol”, make reference to different 4-way handshakes explicit.

· Comment 96 – re-wording to take out “assumed”. Decided not to do this, was added as a previous comment, since keys cannot be guaranteed to be there.
· Comment 113 – “The physical entity that stores the PMK-R1 seems to be required to have exactly one MAC address (“set to the MAC address of ...”). This does seem to be overly restrictive. Are we not allowing R1KH to have multiple MAC addresses?” Accept the suggested change, from “the” to “a” MAC address.

· Comment 314 – “Inconsistent spelling of “SNonce” and “ANonce” in Figure 158n.”. Yes, agree to make the case consistent.

· Comment 377 – Delete support for TKIP when FT is enabled. Discussed this yesterday. 180r1, then comment 377, then any other required text changes.

· Issue 14 – Boils down to 4 choices
· A – no R0KH, R1KH in supplicant, supplicant name only

· B: R0KH/R1KH in supplicant, no names in supplicant

· C: R0KH & R0KHID, R1KH and R1KH-ID in supplicant

· D: S0KH & S0KH-ID, S1KH & S1KH-ID in supplicant

· Observations & preferences: A & D introduce unique names for the supplicant components, eliminating confusion of one name/label referring to a different entity. In D, note that the S0 and S2 Key Holders are part of the supplicant.
· Bill – A-xDB-xx-C

· Dorothy A-D--B-C

· Jouni – A-D-------B-C

· Kapil: D-C-------

· Will need to duplicate the RSNA key management box on the supplicant side

· All of the proposed specific text changes are in 07/0244.

· Have proposed resolutions for all but 2 comments, pending adoption of issue 11 related comments. 

Agenda item 3 - Planning for Orlando

· Have an ad-hoc session Monday 8am-10am in Orlando – review the results of this ad-hoc 

· Goal for Orlando – go out for re-circulation ballot

· Clint to send e-mails to the reflector asking for review comments on proposed comment resolutions from this meeting.
Adjourn at 5pm

Attendees:
Clint Chaplin

Jouni Malinen

Bill Marshall

Kapil Sood

Dorothy Stanley

Via Wednesday conference call (No further conference calls held during the ad-hoc, per WG chair direction) Rajneesh Kumar, Michael Montemurro
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