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8.7.2.1 Per-MSDU Tx pseudo-code
8.7.2.1a Per-MMPDU Tx pseudo-code 
if (dot11RSNAEnabled = TRUE) then
    if (Robust Management Frame Protection bit of RSNA Capability Field is set for Tx) then
 if (MMPDU has an individual RA and 
      ((Protection for RA is off for Tx) or     

       ((dot11RSNALegacyManagementFrames = TRUE) and
        (Robust Management Frame Protection bit of RSNA Capability Field is not set for RA)))) then 
Transmit the MMPDU without protection
else if ((MMPDU has individual RA) and (Pairwise key exists for the     MMPDU's RA)) then

// if we find a suitable Pairwise key
if (key is a null key) then 

Discard the entire MMPDU 

 
else 

// Note that it is assumed that no entry will be in the key 

// mapping table of a cipher type that is unsupported. 
Set the Key ID subfield of the IV field to zero 

if (cipher type of entry is AES-CCM) then 

Transmit the MMPDU, to be protected after fragmentation using AES-CCM 
else 

// No other cipher type is supported for unicast

      Discard the entire MMPDU
endif 

  
endif 
else if ((MMPDU has a multicast/broadcast RA) and (IGTK exists)) then

// if we find a suitable IGTK
 
if (key is a null key) then 

Discard the entire MMPDU 

 
else 

Set the Key ID subfield of the MMIE to corresponding IGTK KeyID
if (cipher type of entry is AES-128-CMAC) then 

Transmit the MMPDU with BIP
else 

// No other cipher type is supported for 

// multicast/broadcast
      Discard the entire MMPDU
endif 

  
endif 
 else // else we didn't find a key but we are protected, 
// so discard 

 Discard the entire MMPDU 

       endif 
    else


// Management Frame Protection is not supported

Transmit the MMPDU without protection

    endif

endif
8.7.2.2a Per-MPDU Tx pseudo-code for MMPDU 
if ((dot11RSNAEnabled = TRUE) and (Robust Management Frame Protection bit of RSNA Capability Field is set for Tx)) then
if (MPDU is member of an MMPDU that is to be transmitted without   protection) then 
Transmit the MPDU without protection 
 else if (MMPDU is to be protected using AES-CCM) then 
Protect the MPDU using entry's PTK and AES-CCM 
Transmit the MPDU 
  
 else if (MMPDU is to be protected using AES-128-CMAC) then 

Protect the MPDU using IGTK and BIP
Transmit the MPDU 
  
 else



Discard the MPDU
  
 endif 
endif 
8.7.2.3A Per-MPDU Rx pseudo-code for MMPDU
if (dot11RSNAEnabled = TRUE) then 

    if (Robust Management Frame Protection bit of RSNA Capability Field is set for Rx) then
        if (Protected Frame subfield of the Frame Control Field is zero) then
      if ((Protection for TA is off for Rx) or  
          ((dot11RSNALegacyManagementFrames = TRUE for Rx) and
           (Robust Management Frame Protection bit of RSNA Capability

            Field is not set for TA))) then 
     Receive the unencrypted MPDU
            else
                 Discard the frame without indication to LLC
     Increment dot11WEPExcludedCount ???
            endif
  else if (Protection for TA is true for Rx) then
   
if ((MPDU has individual RA) and 
    (Pairwise key exists for the MPDU’s TA)) then
    if (key is null) then
   Discard the frame 
   Increment dot11WEPUndecryptableCount ???
    elseif (entry has an AES-CCM key) then
   Decrypt frame using AES-CCM key
   if (the integrity check fails) then
      Discard the frame

      Increment dot11RSNAStatsCCMPDecryptErrors

   endif


    else

   Discard the frame 
   Increment dot11WEPUndecryptableCount ???
else if ((MPDU has multicast/broadcast RA) and (IGTK exists)) then
     if (key is null) then
                     Discard the frame 
   Increment dot11WEPUndecryptableCount ???
                 elseif entry has an IGTK then
   Check integrity of the frame using IGTK for AES-128-CMAC 
   if the ICV fails then
Discard the frame

Increment dot11RSNAStatsCMACICVErrors

   endif

                 else
Discard the frame 
Increment dot11WEPUndecryptableCount ???
                 endif
else
                 Discard the frame 
                 Increment dot11WEPUndecryptableCount ???
endif
        else

             Discard the frame 

             Increment dot11WEPUndecryptableCount ???
        endif

    elsif ((MPDU has multicast/broadcast RA) and 

           (Protected Frame subfield of the Frame Control Field is set)) then

  Receive the MPDU and ignore the integrity check
    else 

        Receive the unencrypted MPDU
    endif
endif

8.7.2.4A Per-MMDPU Rx pseudo-code

if dot11RSNAEnable = TRUE and Robust Management Frame Protection bit of RSNA Capability Field is set then
if the frame was not protected then
Receive the MMPDU unprotected

else //Have a protected MMPDU
if (MMPDU has individual RA and the Pairwise key is an AES-CCM key) then
if its MPDUs had sequential PNs or it consists of only one MPDU then

Accept the MMPDU

else


Discard the MMPDU as a replay attack


Increment dot11RSNAStatsCCMPReplays

endif

elseif (MMPDU has multicast/broadcast RA) then
if its MPDUs had sequential PNs or it consists of only one MPDU then

Accept the MMPDU

else


Discard the MMPDU as a replay attack


Increment dot11RSNAStatsCMACReplays

endif

endif
endif
endif

References:

IEEE 802.11 WG LB88: IEEE P802.11w/1.0, October 2006-10-13

Abstract


This document contains proposed changes to the Per-frame Pseudo-code in Clause 8.7 in TGw draft D1.0 to address comments (#367, 370, 398, 391, 399, 400, 406, 407, 467, 895, 900 – in Group 14).  





Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.











Submission
7
Choudhury et al.

