February  2007

IEEE 802.11-07/0240r0

IEEE P802.11
Wireless LANs

	February 6-8, 2007 TGs ad hoc Minutes

	Date: 2007-02-09

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Dee Denteneer
	Philips
	HTC 26
5656 AE Eindhoven

The Netherlands
	+ 33 40 27 46937
	Dee.denteneer@philips.com

	Jan Kruys
	Cisco Systems
	Haarlerbergweg 10
1101 CH Amsterdam

Netherland
	+ 31 20 357 2447
	jkruys@cisco.com 

	Donald Eastlake 3rd
	Motorola
	111 Locke Drive
Marlboro, MA 01757
USA
	+1-508-786-7554
	Donald.eastlake@motorola.com 





Contents

3Minutes

Tuesday, Feb. 6, Session
3
“TGs Process, February”, Donald Eastlake, 11-07/0235r0
3
“LB93 TGs Draft 1.0 Comment Spreadsheet”, Steve Conner, 11-07/23r13
3
Wednesday, Feb. 7, Session
4
“Modified 802.11 TGs PAR and 5C”, Donald Eastlake, 11-07/0149r5
4
“RFI Hillsboro”, Guenael Strutt, 11-07/238r0
4
Thursday, Feb. 9, Session
4
“LB93 TGs Draft 1.0 Comment Spreadsheet”, Steve Conner, 11-07/23r17
5
“Peer link Set-up and Maintenance”, Jan Kruys, 11-07/18r1
5
“Peer Link Establishment Protocol Analysis” , Meiyuan Zhao, 11-07/237r0
5
“MAC Spoofing” , Michael Bahr, 11-06/1837r1
6
“TGs Process, February”, Donald Eastlake, 11-07/0235/r1
6
Participants
7



Minutes

IEEE 802.11 TGs Ad Hoc Meeting, Feb. 6-8, Hillsboro, Oregon.
Notes for Tuesday and Wednesday sessions are from Dee Denteneer. Notes for Thursday session are from Jan Kruys except when he was presented when notes were taken by Donald Eastlake. All notes edited by Donald Eastlake.

Tuesday, Feb. 6, Session 

Called to order at 10am.
Agenda 11-07-212/r1

Dee Denteneer will act as recording secretary for this meeting.

Manual attendance recording was taken of those physically present and present via speaker phone.

Standard Boards Bylaws on Patents in standards, anti-trust statement, and miscellaneous announcements were read and slides were shown. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents or applications about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no notices given of patents.

“TGs Process, February”, Donald Eastlake, 11-07/0235r0
Process presentation and discussion.
Steve asked whether it was ok to produce intermediate versions towards the next draft, as this is not formally covered by the resolution accepted in London which asks for one version including all changes. The chair replied that there is no problem sharing a recent draft version at the end of the ad hoc, to alleviate this problem.

“LB93 TGs Draft 1.0 Comment Spreadsheet”, Steve Conner, 11-07/23r13

Steve discussed the work on the comment spreadsheet; advice for the subgroups is included in the most recent version of the spreadsheet. 

Agenda for the ad hoc: security issues deferred until Thursday.

Starting/ending time for ad hoc each day was set at 9.00am and 6pm (except Friday for which an ending time of 4pm was already announced.
Extra votes on some of the issues may be useful before spending work on the details of it now. Such votes should be in a plenary or interim, not in the ad hoc. Some identifiers for some quite general issues were introduced, see the comments spreadsheet.

Split into subgroups. Poll as to how many were interested in each yielded the following: RFI, 5 persons; MAC, 5 persons; General. 4 persons. The general subgroup will also discuss the PAR amendment that failed by one vote at the London closing Plenary.

The MAC and General subgroups met in different parts of the main meeting room while the RFI group met in a separate room.

The subgroups re-combined and the ad hoc recessed for lunch from about 12:30 to 13:10.

The ad hoc re-divided into three subgroups as above.

The subgroups re-combined at 18.05 and recessed until Wednesday.

Wednesday, Feb. 7, Session
Called to order a little after 9:00.

Attendance sheet was passed to record new participants.

The updated agenda of today is in 11-07/212r2.

Proposal to split into subgroups in the morning, technical presentations to whole group followed by subgroups in the afternoon with the telephone bridge only up during technical presentations. No objection.
Divide into three subgroups as before.

Recombine and recess for lunch from about 12:30 to 13:15.

Back to order after lunch, telephone bridge brought up.
Agenda setting for Thursday meeting: see 11-07/212r2.

“Modified 802.11 TGs PAR and 5C”, Donald Eastlake, 11-07/0149r5

Donald presented the PAR amendment, which failed by just 1 vote in the London meeting.

Discussion: can we talk about mesh points in the PAR amendment? Better not, as it is to be defined in the draft. The consensus is to propose it again in Orlando, maybe with a presentation in the midweek plenary to clarify things. This is to be mentioned in the opening meeting of TGs in Orlando. After adoption by the 802.11 Working Group, it can be put on the agenda of the 802 Executive Committee. It better be done in March, otherwise it must be proposed in May and reaffirmed in July meeting and that seems later and more complicated.
Then updates were given on the progress by the subgroups in the comments resolution process.
The RFI update was given by Gunnael; there will be a submission on this. [
“RFI Hillsboro”, Guenael Strutt, 11-07/238r0
]
The General update was given by Steve. The group started with 731 open comments; still 100 to look at. After this, the group will categorize the defers into issues.

MAC group: categorizing, still 35 left in frame format and general, then categorizing finished. Mainly defers.
Detailed statistics will be captured in the next version of the comment spreadsheet.

This ended the plenary part; the participants by telco thanked the participants present in the face-to-face meeting for spending all their valuable time away from their family. Then the group again split into three subgroups as before, to further work on the comments.

The meeting recombined and was recessed to Thursday at 18:09.

Thursday, Feb. 9, Session
Chair brings up the teleconference bridge and opens the meeting at 9:00.

Recap of Tuesday/Wednesday. 

“LB93 TGs Draft 1.0 Comment Spreadsheet”, Steve Conner, 11-07/23r17

Steve reports progress with the comment resolution: total open stands at 2712, 1661 + 414 transferred ~ 2000 comments to go as of Feb 8, 0900 AM.
People should look at proposed resolutions in preparation for the votes at the Orlando meeting. 

“Peer link Set-up and Maintenance”, Jan Kruys, 11-07/18r1

Q: Why the slide 4 decomposition?

A: These were the services on the table.

Q: “link up”?

Q: Is self-monitoring a link level or routing level thing?

Q: No close from Operation state in diagram?

A: Oversight, is sort of there as a transition from the external state…

Comment: Maybe cheap to leave a non-functional “link” around even if it isn’t working, avoid repeatedly setting up and tearing down connections…

Comment: Mechanisms such as this link protocol and “thumbs up” have been found necessary. Most all real-world APs have something like such a mechanism even though it isn’t in the standard. Not clear what level it should be at.

Comment: Would like to see an analytic model or simulation results.

Comment: There is stuff missing in proposed new organization of 11A.

Comment: Maybe we should add some truly informative annexes that explain why things are designed they way they are even though they will be torn out later in the standards process.

Comment: Add a section on transport.

Q: Integrate monitoring of topology dynamics with link state machine?

A: That’s part of the discovery process. You can have multiple link state machines simultaneously for different peers…

 “Peer Link Establishment Protocol Analysis” , Meiyuan Zhao, 11-07/237r0

Peer Link Setup: further work: demonstrate possible benefits. Keep alive cost/benefit analysis. Power save context. Since link persistence is weak - we cannot rely on hello messages only for link liveness.

Peer Link Protocol: 

        Key re-sync? 11i has a problem here because key life time signalling is not covered well. Key re-sync is left to implementation. Needs more work

        How do you assure liveness and resync. Using 11i sequence numbers, peer liveness is assumed (relationship to Thumbs Up to be looked at, may imply requirements on Thumbs Up).
        How to we achieve state sync? Address the "last message" problem. (i.e. Open state closing requires a Confirm, etc)

        Endless regress? MiTM Attack: how prevented by Identifier (other than by crypto)? 

        No retry means more DoS attacks? No, use of a time limited instance ID does help. 

        Distributed memory consistency is an issue, overlying it with wireless is making it worse. Retry counts may be set to zero but we do not know the impact - needs simulation.

        Retry  timers can be set differently? Causes problems that need to be analyzed. 

        Q: New device? A: Has to go through 802.1X or equivalent.
        Has this been applied elsewhere? Would be nice...:-) 

        Q: Normal peer link close is not received? A: A starts close timer, kills the session. The other will also time out - Thumbs-up.

        Q: Why kill the security session when the MAC connection fails? A: Beware of replay attacks if you keep the link alive too long.  Comment: decouple "link up" and "security session up".

“MAC Spoofing”, Michael Bahr, 11-06/1837r1

 Comment: same situation can occur is wired - ARP poisoning. Why is this a problem? 

A: Assumes you treat MAP and attached devices in the same. Otherwise no problem. 

Suggested to add a note to 11.3 of the base standard.  

There is a possiblity of confusing destinations of traffic coming from the outside. 

The meeting recessed for lunch from about 12:30 to 13:15.
Back to order after lunch.
“TGs Process, February”, Donald Eastlake, 11-07/0235/r1
Comment Resolution adoption at the start of the Orlando meeting (for the output of London) and at the end - output of Orlando.

The session then divided into three groups as before except that the RFI subgroup split into further sub-subgroups to consider RFI issues into which it had grouped deferred comments. The General group considered the few comments that had been transferred to it and then worked on the Security comments.
The meeting was adjourned shortly after 16:00.
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