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Wednesday January 31, 2007
11:00am

Attendees:

Clint Chaplin, 
Bill Marshall, 
Michael Montemurro,

Jouni Malinen,

Dorothy Stanley,

Rajneesh Kumar,

Kapil Sood,

Lily Chen.

· Call to order

· Review of IEEE Intellectual Property Policy

· Please let Kapil know if you are planning to attend the ad-hoc, scheduled for Feb 21-23 in Phoenix.

· The issues list document has been posted as 11-07/214r0 which includes the remaining open issues, brought up in London and on conference calls.

· Are there any other issues to be added to the list? No issues were given.

· Discussion on the  GTK encapsulation corrections submission in document 11-07/180r1

In London. This is issue 11. Removed the IV present bit from the Key Info field, replaced “shall” with “is”

In clause 7, and moved descriptive text from clause 7 to 8.

Nancy Cam-Winget would like to discuss this further at the adhoc.

· Discussion on comments on draft 4.1

We have considered comments on draft 4.0 after the letter ballot finished.

A new spreadsheet would be the best way.

· Discussion on To-Do list items in document 11-06/214r0
Updates will be included in submission document 11-06/214r1

Issue 2

In the case of 11r, the STA knows when the key expire.

One option is to state that EAPoL re-authentication is not supported in TGr.

Currently this is not described sufficiently.
The only easy session is to initiate a full Initial Association.

IEEE 802.1X defines  NAK procedures. TGr needs to address these to be consistent.
Issue 3

BSS-Transition is already described in Clause 5

Issue 4

Michael Montemurro will review and propose a resolution to this issue.
Issue 5

The group was divided that “over-the-DS” was optional.

There is an assumption that the policy bit is configured consistently. There are situation between pairs of AP’s where “over-the-DS” is the only feasible mechanism. It we make “over-the-DS” optional.

We should make “over-the-DS” optional to implement because it requires less features to implement.

If you go off-channel, you can be compromising voice quality.

You cannot make “over-the-air” optional because the device has to have a mechanism where it loses connectivity with its existing AP.

The performance of “over-the-air” versus “over-the-DS” depends on the scenario.

“over-the-DS” preserves battery life, while requiring complexity for “over-the-DS” communications.

Issue 6
The part of IEEE 802.1X that gets the MSK has to be in the R0KeyHolder; the IEEE 802.1X Port Control needs to link with the R1KeyHolder.

We may need some additional clarification text to relate IEEE 802.1X with IEEE 802.11r.

Whether the IEEE 802.1X Port Control co-resides with the R1KeyHolder is an implementation issue.

This is more likely an informative note.

The IEEE 802.1X state machines need to be reconciled with the IEEE 802.11r state machines.

One way to interpret the issue is that the entire IEEE 802.1X state machines entirely reside with the R0KeyHolder.

Issue 7

There was a big discussion at the London meeting on the discussion on binding. There is no good definition on key binding.
If the “binding” term is confusing; we can use a different explanation that doesn’t include the term binding.

We could just use the term “part of the key derivation” instead of binding.

Binding is used in page 33, line 8; page 30, line 62; and page 31, line 50.

Issue 8

We need clarifying text to explain that the MDIE parameters need to be checked.

Bill Marshall will produce a submission on error handling.

Issue 9

Change 8.5 to reflect changes to RSN IE processing for IEEE 802.11r.

We should make this a topic at the adhoc meeting.
Issue 10

We need to determine whether there are security implications to the protocol design.
We need to determine whether there is a security issue.

We need to have an explanation of the security problem.

Issue 11

Jouni just posted a result and needs to discuss it with Nancy.

Issue 12

If the IEEE 802.1X port is not implemented, there is a chance that packets could go through.

The corner case revolves around roaming back to the existing AP.

Some implementations do not implement the IEEE 802.1X port.

There’s no problem in the protocol we just need some clarifying text in the draft.

Issue 13 and Issue 14

This was issue 5 that was a subject of debate in London.

“non-AP” STA may not be the correct term.

The issue is that the Supplicant would not be the appropriate term.

We can agree on Issue 13. 

We need to resolve Issue 14 at the adhoc. It will likely be the major topic at the adhoc.

· Adjourn until the call on Feb 7.
Wednesday February 14, 2007

11:00am

Attendees:

Clint Chaplin, 
Michael Montemurro,

Jouni Malinen,

Dorothy Stanley,

Kapil Sood,

Rajneesh Kumar.
· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion on next week’s adhoc meeting

Five people have confirmed with two tentative confirmations.
We will schedule teleconference calls for midday and later in the day for teleconferences so that the broader team can participate.
· Discussion on which key hash algorithm is use to MIC the key frames

We should replace HMAC-MD5 to AES-CMAC for mic calculations.

This would not affect IEEE 802.11i. It would only be enabled for FT. This would only cover the case when TKIP is the cipher suite and FT is enabled.

Implementations will change to implement FT. 

Jouni Malinen will update document 11-07/180 to incorporate this change.

· Discussion on R1 key holder state machines.

The initial association state machine does not control MLME; the FT state machine does control MLME.

The recommendation is to remove the MLME primitives from the FT state machine and make the state machine more abstract.

This would apply to both the supplicant and the authenticator.

The initial association does not use MLME because it uses EAPoL-Key frames.

The other alternative is to add MLME to the initial association state machines.
We can discuss this topic at the adhoc meeting.

· Discussion of how to distribute IEEE 802.1X state machines

We could place the EAPoL-Key state machines at the R0KeyHolder.

Currently the port control at the R1KeyHolder.

In the FT case, the STA is blocked from transmitting until the Association completes.

The EAPoL state machines would be invoked in the Initial Association and the FT transitions are transparent to the EAPoL state machines.

The EAPoL state machine would continue running at the R0KeyHolder.

We somehow have to make sure the “out-of-scope” protocol will move EAPoL frames.

We do need port control for Initial Association, but not for FT.

We could refer to IEEE 802.1X state machines and allow R0KeyHolder to control it.
We should go through this at the adhoc meeting and present a document based on this approach.

It removes the requirement to re-partition the EAPoL state machines.

· Discussion on document 11-07-0171r1

Bill Marshall needs to be involved in this discussion.

This will be discussed at the adhoc meeting. 

· Discussion on the to-do list document 11-07/0214r2
The results of the discussion will be reflected in document 11-07/0214r3
· Adjourn until the adhoc meeting next week.
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