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Introduction
This submission proposes resolutions to CIDs 261, 265, 272, 273, and 604 from LB88.

Proposed change of 8.4.4.2

Replace the text in clause 8.4.3 of P802.11w D1.01 with the following, renumbering the table as appropriate:

An RSNA-capable AP may choose to accept, as set in the policy variable dot11RSNALegacyManagementFrames, RSNA STAs with or without the capability for management frame protection set in the RSN IE. A STA may choose not to associate with an AP that does not advertise protection of Robust management frames in the RSN capabilities. In the case where an RSNA STA tries to associate without Robust Management frame protection, the AP shall reject the (Re)association if dot11RSNALegacyManagementFrames is set to false. Table XX details all the possibilities.
	AP’s State
	Non-AP STA’s State
	AP Action
	STA/Supplicant Action

	dot11RSNAProtectedManagementFramesEnabled = true
	RSN IE Robust Mgmt Frame protection subfield = 1
	if STA’s RSN IE advertises a different Management Group Ciphersuite then
AP shall reject (re)association request with Reason Code TBD
else
AP may accept (re)association request.

The AP shall transmit and receive unicast Robust Management frames protected by the data pairwise ciphersuite, and broadcast/multicast Robust Management frames protected by the Management Group Ciphersuite.
	if AP’s RSN IE advertises a different Management Group Ciphersuite then
STA shall not (re)associate with this AP
else
STA may (re)associate with this AP. 

The STA shall transmit unicast Robust Management frames protected by the data pairwise ciphersuite, and broadcast/multicast Robust Management protected by the Management Group Ciphersuite.

	dot11RSNAProtectedManagementFramesEnabled = true AND dot11RSNALegacyManagementFrames = true
	RSN IE Robust Mgmt Frame protection subfield = 0
	AP may (re)associate with this STA. 

The AP shall transmit and receive unicast Robust Management frames unprotected; the AP shall protect broadcast/multicast Robust Management frames using the Management Group Ciphersuite.
	The STA ignores all Robust Management frame protection.


	dot11RSNAProtectedManagementFramesEnabled = true AND dot11RSNALegacyManagementFrames = false
	RSN IE Robust Mgmt Frame protection subfield = 0
	AP shall reject any (Re)associate Request from this STA with reason code TBD 
	The STA may reassociate with this AP.



	RSN IE Robust Mgmt Frame protection subfield = 0
	dot11RSNAProtectedManagementFramesEnabled = true AND dot11RSNALegacyManagementFrames = true
	The AP ignores all Robust Management frame protection
	The STA may reassociate with this AP.

The STA shall transmit and receive unicast Robust Management frames unprotected.

	RSN IE Robust Mgmt Frame protection subfield = 0
	dot11RSNAProtectedManagementFramesEnabled = true AND dot11RSNALegacyManagementFrames = false
	The AP ignores all Robust Management frame protection
	The STA shall not (Re)associate with this AP


Table XX: Robust Management Frame selection in an ESS
Replace the text in clause 8.4.4.2 of P802.11w D1.01 with the following, renumbering the table as appropriate:
Robust Management frame protection is valid only if RSNA is selected to protect data messages and dot11RSNAProtectedManagementFramesEnabled is set to true.
In an IBSS two 4-Way Handshakes exchange RSN information elements to establish the security of the link between two STAs. The Robust Management frame capabilities are determined by the RSN information elements exchanged in the 4-Way Handshake initiated by the Authenticator of the STA with the larger MAC address.  Table XX details all of the possibilities.
	Local STA’s State
	Peer STA’s State
	Local STA’s Action

	dot11RSNAProtectedManagementFramesEnabled = true
	RSN IE Robust Mgmt Frame protection subfield = 1
	if Peer STA’s RSN IE advertises a different Management Group Ciphersuite then

The Local STA shall abort 4-Way Handshakes with the Peer STA

else

4-Way Handshakes with the Peer STA may complete successfully.

The Local STA shall transmit and receive unicast Robust Management frames protected by the data pairwise ciphersuite, and broadcast/multicast Robust Management frames protected by the Management Group Ciphersuite.

	dot11RSNAProtectedManagementFramesEnabled = true AND dot11RSNALegacyManagementFrames = true
	RSN IE Robust Mgmt Frame protection subfield = 0
	The Local STA may complete 4-Way Handshake with the Peer STA.

The Local STA shall transmit and receive unicast Robust Management frames unprotected; the Local STA shall transmit broadcast/multicast Robust Management frames protected using the Management Group Ciphersuite, but receive broadcast/multicast Robust Management frames from the Peer STA unprotected.

	dot11RSNAProtectedManagementFramesEnabled = true AND dot11RSNALegacyManagementFrames = false
	RSN IE Robust Mgmt Frame protection subfield = 0
	The Local STA shall abort any 4-Way Handshakes with this Peer STA 


Table XX: Robust Management Frame selection in an IBSS
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