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Overview
Comment 404 points out the lack of MLME interfaces for broadcast/multicast in Clauses 10 and 11.  Comment 561 requests a behavioural description for the delivery of MMPDUs  when the APs support both TGw and non-TGw STAs. 
The following editorial instructions are based on the TGw Draft 1.01 and 802.11ma D9.0:
10.3.17.1  MLME-SETKEYS.request
10.3.17.1.2 Semantics of the service primitive
Change the 'Key Type' entry in the SetKeyDescriptor of Clause 10.3.17.1.2  as follows:

	Name
	Type
	Valid range
	Description

	Key Type
	Integer
	Group, Pairwise, Peerkey, IGTK
	Defines whether this key is a group key, pairwise key, or PeerKey, or the Integrity Group key.


10.3.18.1  MLME-DELETEKEYS.request

10.3.18.1.2 Semantics of the service primitive
Change the 'Protect Type' and 'Key Type' entries in the SetKeyDescriptor of Clause 10.3.18.1.2  as follows:

	Name
	Type
	Valid range
	Description

	Key Type
	Integer
	Group, Pairwise, Peerkey, IGTK
	Defines whether this key is a group key, pairwise key, or PeerKey, or the Integrity Group key.


10.3.22.1 MLME-SETPROTECTION.request
10.3.22.1.2 Semantics of the service primitive
Change the 'Key Type' entry  in the ProtectList  of Clause 10.3.22..21 as follows:
	Name
	Type
	Valid range
	Description

	Protect Type
	Enumeration
	None, Rx, Tx, Rx_Tx, Rx_MMPDU, Tx_MMPDU,
Rx_Tx_MMPDU
	The protection value for this MAC.

	Key Type
	Integer
	Group, Pairwise, Peerkey, IGTK
	Defines whether this key is a group key, pairwise key, or PeerKey or the Integrity Group key.


Change Clause 10.3.22.1.4 as follows:
10.3.22.1.4 Effect of receipt

Receipt of this primitive causes the MAC to set the protection and to protect data frames and Robust Management frames as indicated in the ProtectType element of the Protectlist parameter:
· None: Specifies that data frames neither from the MAC address nor to the MAC address is protected.

· Rx: Specifies that data frames from MAC address is protected

· Tx: Specifies that data frames to MAC address is protected

· Rx_Tx: Specifies that data frames to and from MAC address is protected.

· Rx_MMPDU: Specifies that MMPDU frames from MAC address is protected

· Tx_MMPDU: Specifies that MMPDU frames to MAC address is protected
· Rx_Tx_MMPDU: Specifies that MMPDU frames to and from MAC address is protected.

Once it is specified that data or MMPDU frame is protected to or from a MAC address, this is reset by the MLME-SETPROTECTION.request primitive.  The MLME-SETPROTECTION.request primitive deletes the state by specifying None.

Change Clause 11.18 of 802.11w Draft 1.01 as follows:

11.18 Broadcast and multicast Robust Management Frame procedures
When Robust Management frame protection is enabled, the MLME shall provide an encapsulation service for robust broadcast/multicast management frames. All Robust management frames shall be submitted to this service for encapsulation and transmission.

The broadcast/multicast frame protection service shall take the following actions:
· Robust Management frame protection for multicast/broadcast shall be set using the MLME-SETPROTECTION.request with the Protectlist including a Key Type value of IGTK.  A non-AP STA shall also set the Protect Type value to Rx_MMPDU. An AP shall set the Protect Type value to Tx_MMPDU.

· The IGTK shall be installed using the MLME-SETKEYS.request with the value IGTK for the Key Type field in the Key Descriptor element.
· All Robust broadcast/multicast action mRobust Management frames, the broadcast/multicast management frame shall be encapsulated and protected using BIP (see 8.3.4).
The broadcast/multicast frame protection service shall be used by other services internal to the MLME layer and shall take as an input the body of the frame as described in 7.2.3.12. The destination address is assumed to be the broadcast/multicast address. The service shall return a status result indicating acceptance of the frame for processing or rejection of the frame.
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This contribution addresses LB88 comments 404 and 561.
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