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Comment 53 is listed below:

Comment: This figure shows the IGTK and DHV being transported in the 4-way handshake, but there is no modification made to the 4-way handshake in this draft. 802.11w-D1.0 only modifies clause 8.5.4 (the group key handshake), not clause 8.5.3 (the 4-way handshake).
Commenter’s Proposed Resolution: Accept in principle. Modify the key data description for the 4-way handshake in 802.11ma-D8.0 clause 8.5.3.3, lines 27-31 to include the IGTK and DHV, and edit figure 151 in clause 8.5.3.6 to include the IGTK and DHV.

Discussion: The DHV mechanism has been removed, per adoption of 06/1932. The proposed changes to the text modify the Key Data description in 802.11ma-D9.0 8.5.3.3, to include the IGTK, and to modify Figure 151 in 8.5.3.6 to include the IGTK.

Change the entry for “Key Data” in 8.5.3.3 as indicated below:

Key Data = For PTK generation, the AP’s Beacon/Probe Response frame’s RSN information element,

and, optionally, a second RSN information element that is the Authenticator’s pairwise

cipher suite assignment, and, if a group cipher has been negotiated, the encapsulated GTK and

the GTK’s key identifier (see 8.5.2), and if Robust Management Frame protection is enabled, the IGTK KDE. For STK generation Initiator RSN IE, Lifetime of SMK is

used.

Change figure 151 and indicated text in 8.5.3.6 as indicated below:
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e) The Authenticator sends an EAPOL-Key frame containing ANonce, the RSN information element

from its Beacon or Probe Response messages, MIC, whether to install the temporal keys, and the

encapsulated GTK, and if Robust Management Frame protection is enabled, the IGTK.
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