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Remove the following from Clause 5.4.3.7
Management frame protection protocols apply to robust management frames after the RSNA PTK key establishment for protection of unicast frames is completed and after the GTKs to protect tbroadcast/multicast frames have been delivered.   All management frames sent or received by a STA before keys are installed shall be unprotected.

Insert the following as a new Clause 8.4.12
8.4.12 Robust Management Frame Selection procedure
If the AKM suite selected in the RSN IE is Suite Type 1 or 2, then Robust Management frame protection  shall apply to Robust Management frames after the RSNA PTK key establishment is completed and after the GTK and IGTK have been delivered.   All management frames sent or received by a STA before the keys are installed shall be unprotected.  
If the AKM suite selected in the RSN IE is Suite Type 3 or 4, then Robust Management frame protection shall apply to Robust Management frames after the Fast BSS Transition protocol has completed, and the GTK and IGTK have been delivered.  All management frames sent or received by a STA before the keys are installed shall be unprotected.
Change Clause 6.1.2, Page 7 Lines 12
During the authentication exchange, both parties exchange authentication information as described in Clause 8 and 8A.
Change Clause 7.3.2.25, Page 8 Lines 31

03 40 // Robust Management frame protection is enabled
Change Clause 8.4.1.1, Page 17 Lines 7
- IGTKSA: A result of a successful Group Key Handshake, successful 4-Way Handshake, or the (Re) association Response message of the Fast BSS Transition protocol
Change Clause 8.4.1.1.3A, Page 17 Lines 14

The IGTKSA is unidirectional and is created by the 4-way Handshake, Fast BSS Transition protocol handshake, or the Group Key Handshake.  A Supplicant’s SME creates an IGTKSA when it receives Message 3 of the 4-Way Handshake, the (Re) association Response message of the Fast BSS Transition protocol, or Message 1 of the Group Key Handshake. The Authenticator’s SME creates an IGTKSA when it changes the IGTK with all STAs to which it has a valid PTKSA.
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Abstract


This document contains proposed changes to the TGw draft D1.0 to address comments (#452, 455, 467 – in Group 18).  This text proposes to sync-up the TGw draft D1.0 with Fast BSS Transition handshakes being developed by Task Group r.  It is expected (based on IEEE timeline) that TGr will complete before TGw, and hence, all changes from TGr must be rolled into TGw.





The diagrams for FT handshakes will be updated in a separate submission.
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