February 2007

doc.: IEEE 802.11-07/0180r3

IEEE P802.11
Wireless LANs

FT GTK Encapsulation

Date:  2007-02-23

Author(s):

Name
Company
Address
Phone
email

Jouni Malinen
Devicescape Software, Inc.
900 Cherry Ave, 6th Floor, San Bruno, CA 94066, USA
+1 650-829-2630
jkm@devicescape.com










Proposed changes

7.3.2.46 Fast BSS transition information element

Delete following field from Figure 112wa (added in 180r1):

· IV (0 or 16 octets)

Delete following text (added in 180r1):

IV field, if present, contains the IV used with the KEK.

8A.6.3 FT authentication sequence: contents of third message

Change:

· 
· The MIC shall be calculated using the KCK and the AES-128-CMAC algorithm. The output of the AES-128-CMAC shall be 128 bits.

8A.6.4 FT authentication sequence: contents of fast BSS transition acknowledgement

Change:

· When this message of the authentication sequence appears in a Reassociation Response frame, the Optional parameters in FTIE may include a GTK sub-element. If a GTK is included, the Key field of the sub-element shall be encrypted KEK and the NIST AES Key Wrap algorithm. The Key field shall be padded before encrypting if the key length is less than 16 octets or if it is not a multiple of 8. The padding consists of appending a single octet 0xdd followed by zero or more 0x00 octets. When processing a received message, the receiver shall ignore this trailing padding. Addition of padding does not change the value of Key Length field. Note: The length of the encrypted Key field can be determined from the length of the GTK sub-element.

· 
· The MIC shall be calculated using the KCK and the AES-128-CMAC algorithm. The output of the AES-128-CMAC shall be 128 bits.

Abstract


IEEE 802.11r/D4.0 reuses GTK KDE (of EAPOL-Key frames) from 8.5.2 (as defined in Figure 143 and Figure 144) for GTK sub-element of FTIE. However, this construction does not take into account that two of EAPOL-Key fields are also needed for GTK delivery: EAPOL-Key IV (for ARC4) and Key RSC. In order to make FT encapsulation work, it looks like an FT-specific definition of GTK sub-element would be needed.





An earlier revision of this document (180r1) resolves the GTK distribution issue without changing MIC/key wrap selection for FT. 180r2 added a change to get rid of MD5/ARC4 in case of FT without CCMP. Another alternative would be to require use of CCMP as the pairwise cipher when using FT which would also remove MD5/ARC4. This revision (180r3) shows the changes needed if 180r1 is approved and CCMP is required as the pairwise cipher suite for FT.
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