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Proposed changes

7.3.2.46 Fast BSS transition information element

Change:

GTK contains the Group Key; it is encrypted (see procedures in 8A.6.4), and is defined in Figure 112wa.

Insert a new figure, Figure 112wa, into the end of 7.3.2.46 with the title “GTK sub-element format”, in the style of Figure 112w, and with following fields:

· Key Info (1 octet)

· Key Length (1 octet)

· RSC (8 octets)

· IV (0 or 16 octets)

· Key (5-32 octets)

Insert the following text after the added Figure 112wa:

Key Info field is defined in Figure 112wb. IV Present field is set to 1 if the used GTK encryption requires an IV, otherwise it is set to 0.

Insert a new figure, Figure 112wb, after the added Figure 112wb with the title “GTK Key Info field”, in the style of Figure 112v, and with following fields:

· KeyID (B0-B1)

· IV Present (B2)

· Reserved (B3-B7)

Insert the following text after the added Figure 112wb:

Key Length field is the length of the Key field in octets. This length value does not include the possible padding (see 8A.6.4).

RSC field contains the receive sequence counter (RSC) for the GTK being installed in IEEE 802.11. The Key RSC field gives the current message number for the GTK, to allow a STA to identify replayed MPDUs. If the Key RSC field value is less than 8 octets in length, the remaining octets shall be set to 0. The least significant octet of the TSC or PN should be in the first octet of the Key RSC field.

NOTE—The Key RSC field value for TKIP is the TSC in the first 6 octets and for CCMP is the PN in the first

6 octets. See Table 61.

For WEP, the Key RSC value shall be set to 0 on transmit and shall not be used at the receiver.

IV field, if present (as determined by IV Present subfield of Key Info), contains the IV used with the KEK. It should be initialized by taking the current value of the global key counter (see 8.5.6) and then incrementing the counter. Note that only the lower 16 octets of the counter value will be used.

8A.6.4 FT authentication sequence: contents of fast BSS transition acknowledgement

Change:

When this message of the authentication sequence appears in a Reassociation Response, the Optional

parameters in FTIE may include a GTK sub-element. If a GTK is included, the Key field of the sub-element shall be encrypted using ARC4 when neither the pairwise nor the group cipher is AES-CCMP. It shall be encrypted using the NIST AES Key Wrap algorithm when either the pairwise or group cipher is AES-CCMP. When using the NIST AES key wrap, the Key field shall be padded before encrypting if the key length is less than 16 octets or if it is not a multiple of 8. The padding consists of appending a single octet 0xdd followed by zero or more 0x00 octets. When processing a received message, the receiver shall ignore this trailing padding. Addition of padding does not change the value of Key Length field. Note: The length of the encrypted Key field can be determined from the length of the GTK sub-element.
Abstract


IEEE 802.11r/D4.0 reuses GTK KDE (of EAPOL-Key frames) from 8.5.2 (as defined in Figure 143 and Figure 144) for GTK sub-element of FTIE. However, this construction does not take into account that two of EAPOL-Key fields are also needed for GTK delivery: EAPOL-Key IV (for ARC4) and Key RSC. In order to make FT encapsulation work, it looks like an FT-specific definition of GTK sub-element would be needed.
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