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Introduction
The initial plans for 802.11 Mesh were sharply focused on replacing the wired infrastructure of Access Points (APs) and the PAR was written so as to be restricted to that purpose. However, as Mesh was explored by 802.11 Task Group “s”, many uses were found for Mesh capabilities in non-AP stations. For example, something like a station operating as a simple 802.11 frame radio relay can be implemented as a Mesh station and there is no reason to burden such a station with Access Point functionality.
The current 802.11 Draft D1.0 defines Mesh functionality orthogonally to Access Point functionality, resulting in a simpler and cleaner design. Almost all of the functions required to support mesh (mesh formation, radio aware routing, security, etc.) are completely independent of whether Mesh functionality is restricted to Access Points. The primary motivation for the changes proposed below to the P802.11s PAR is to remove the counterproductive restriction that Mesh funcality be limited to Access Points. 

If the PAR is to be amended, it seems to make sense to also update appropriate document references and dates within it. Such changes are also included below.
NOTE: This PAR change resolves 802.11 Letter Ballot #93, comments 500 and 1192. It may also assist in resolving CID 1790 and other comments related to CID 1790. 
PAR with Changes Marked
Below is the current PAR text with proposed changes tracked:

1.1 Project No.: P802.11s

1.2 Type of Document: Standard

1.3 Life Cycle: Full-Use

1.4 Is this document in ballot now? No

2.1 Title

Standard for Information Technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications

2.1 Amendment/Corrigenda Title

Amendment: Mesh Networking

3.1 Working Group Name Wireless LAN Working Group
Working Group Chair Kerry Stuart J

Phone: +1-408-348-3171

Email: stuart@ok-brit.com

Working Group Vice Chair

3.2 Sponsor IEEE Computer Society Local and Metropolitan Area Networks (C/LM)
Sponsor Chair Nikolich Paul

Phone: +1-857-205-0050

Email: p.nikolich@ieee.org

3.3 Joint Sponsor
4.1 Type of Ballot: Individual

4.2 Expected Date of Submission for Initial Sponsor Ballot: 2008-01-00

4.3 Projected Completion Date for Submittal to RevCom: 2009-01-00

5.1 Approximate number of people expected to work on this project: 500

5.2 Scope: The scope of this project is to develop an IEEE 802.11 Mesh with an IEEE 802.11 Wireless Distribution System (WDS) using the IEEE 802.11 MAC/PHY layers that supports both broadcast/multicast and unicast delivery over self-configuring multi-hop topologies.

5.3 Is the completion of this document contingent upon the completion of another document? No

5.4 Purpose: The IEEE 802.11- standard provides a four-address frame format for exchanging data packets between stations for the purpose of creating a Wireless Distribution System (WDS), but does not define how to configure or use a WDS. The purpose of the project is to provide a protocol for auto-configuring paths between stations over self-configuring multi-hop topologies in a WDS to support both broadcast/multicast and unicast traffic in a Mesh using the four-address frame format or an extension.

5.5 Need for the Project: At present, standard Wireless Local Area Network (WLAN) infrastructure is interconnected using Ethernet Local Area Networks (LANs) and is, therefore, fixed. One trend is toward increased information bandwidth, accompanied by a commensurate reduction in communication range, but with no lesser requirement for communication coverage. The other is the trend toward mobile computing applications that will require mobile infrastructure in addition to mobility for end users. In both instances, Mesh provides a solution via multi-hop wireless delivery among WLAN stations. Using Mesh, coverage within a house, a hospital, a hotel, an airport, a neighborhood, a campus, etc., may be extended wirelessly and without manual configuration other than setting the SSID (Service Set Identifier) and/or station introduction. Mesh also supports a new class of IEEE 802.11 applications that require untethered/unlicensed infrastructure.

5.6 Stakeholders for the Standard: The stakeholders are the telecommunications industry.

6.1.a. Has the IEEE-SA policy on intellectual property been presented to those responsible for  preparing/submitting this PAR prior to the PAR submittal to the IEEE-SA

Standards Board? Yes Presented Date: 2006-03-07

If no, please explain:

6.1.b. Is the Sponsor aware of any copyright permissions needed for this project? No

If yes, please explain:

6.1.c. Is the Sponsor aware of possible registration activity related to this project? No

If yes, please explain:

7.1 Are there other standards or projects with a similar scope? No

If yes, please explain:

Sponsor Organization:

Project/Standard Number:

Project/Standard Date: 0000-00-00

Project/Standard Title:

7.2 Is there potential for this standard (in part or in whole) to be adopted by another national, regional, or international organization? ? Yes

Technical Committee Name and Number: ISO/IEC JTC1 SC6

Contact person: Robin Tasker

Contact person Phone Number: +44-1925-603758

Contact person Email Address: R.Tasker@dl.ac.uk

7.3 Will this project result in any health, safety, security, or environmental guidance that affects or applies to human health or safety? No

7.4 Additional Explanatory Notes:

This PAR modification is to revise multiple sections so that P802.11s (Mesh Networking) will be applicable to 802.11 stations, rather than being restricted to Access Points and Extended Service Sets. In addition, document references and the expected Sponsor Ballot and Completion dates are updated. 

Item 5.2, Scope of the Project: An IEEE 802.11 Mesh is a collection of stations interconnected with wireless links that enable automatic topology learning and dynamic path configuration. The proposed amendment shall be an extension to the IEEE 802.11 MAC (Medium Access Control). The amendment will define an architecture and protocol for providing an IEEE 802.11 Mesh using the IEEE 802.11 MAC to create an IEEE 802.11 Wireless Distribution System that supports both broadcast/multicast and unicast delivery at the MAC layer using radio-aware metrics over self-configuring multi-hop topologies. A Mesh is functionally equivalent to a wired ESS, with respect to the non-Mesh Stations (STAs) relationship with the Basic Service Set (BSS) and Extended Service Set. The amendment shall enable interoperable formation and operation of a Mesh, but shall be extensible to allow for alternative path selection metrics and/or protocols based on application requirements. A target configuration is up to 32 devices participating as forwarders in the Mesh. However, larger configurations may also be contemplated by the standard. It is intended that the architecture defined by the amendment shall allow a Mesh to interface with higher layers and to connect with other networks using higher layer protocols. The amendment shall utilize existing IEEE 802.11 security mechanisms, or an extension thereof, for the purpose of securing a Mesh in which all of the stations are controlled by a single logical administrative entity for security. The amendment shall allow the use of one or more IEEE 802.11 radios on each station in the Mesh.

8.1 Sponsor Information:

Is the Scope of this project within the approved scope/definition of the Sponsor's Charter? Yes

If no, please explain:

Five Criteria with Changes Marked
If the 802.11 Mesh Study Group had the benefit of current experience, the original PAR and Five Criteria would not have been restricted to Access Points and Extended Service Sets. Had that been the case, the Five Criteria would likely have been different as generally shown below.

6.1 Broad Market Potential

A standards project authorized by IEEE 802 shall have a broad market potential. Specifically, it shall have the potential for:

a) Broad sets of applicability.

Two trends in the WLAN marketplace create the need for an integrated subnet routing/mobility layer within the WLAN architecture.  At present, standard WLAN infrastructure is interconnected using Ethernet LANs and is, therefore, fixed.  One trend is toward increased information bandwidth, accompanied by a commensurate reduction in communication range, but with no lesser requirement for communication coverage.  The other is the trend toward mobile computing applications that will require mobile infrastructure in addition to mobility for end users.  In both instances, Mesh provides a solution via multi-hop wireless delivery among WLAN stations whether they are Access Points, wireless relays, or portals to other network types.  Using Mesh, coverage within a house, a hospital, a hotel, an airport, a neighborhood, a campus, etc., may be extended wirelessly and without manual configuration other than setting the SSID and/or station introduction.  Mesh also supports a new class of IEEE 802.11 applications that require untethered/unlicensed infrastructure.

b) Multiple vendors and numerous users.

Multiple vendors who currently build WLAN products have expressed keen interest in the Mesh project.  They perceive the need for a WLAN mesh networking capability and are eager for a solution that works in a real world environment.  The potential clientele for mesh networking using IEEE 802.11 radios is enormous.

c) Balanced costs (LAN versus attached stations).

Mesh improves the versatility and functionality of conventional WLAN stations by extending service wirelessly as an alternative or an addition to wired infrastructure.  

6.2 Compatibility

IEEE 802 defines a family of standards. All standards shall be in conformance with the IEEE 802.1 Architecture, Management and Interworking documents as follows: 802. Overview and Architecture, 802.1D, 802.1Q and parts of 802.1f. If any variances in conformance emerge, they shall be thoroughly disclosed and reviewed with 802. Each standard in the IEEE 802 family of standards shall include a definition of managed objects, which are compatible with systems management standards.

Mesh specifies one possible Wireless Distribution System (WDS) that can behave in every respect as an IEEE 802.11 Infrastructure Mode network.  As such, it is entirely compatible with the IEEE 802.11 architecture and, by inference, compatible with the IEEE 802 architecture, including IEEE 802.1D, IEEE 802.1Q, and IEEE 802.1F.  

6.3 Distinct Identity

Each IEEE 802 standard shall have a distinct identity. To achieve this, each authorized project shall be:

a) Substantially different from other IEEE 802 standards.

This project will result in an IEEE 802.11 Mesh with a WDS using IEEE 802.11 Basic Service Set (BSS) components.  The IEEE 802.11 standard provides a four-address frame format for exchanging data packets between stations which can be used to create a Wireless Distribution System (WDS), but does not define how to configure or use a WDS.  This project defines this missing functionality by providing a mechanism to produce a Mesh in an auto-configuring manner.

Mesh is distinct from IEEE 802.1D in both design and purpose.  Mesh is a wireless LAN that rapidly adapts to a dynamically changing neighborhood while IEEE 802.1D normally operates in a wired environment and regards link failure and end station movement as “extraordinary events.”  

The IETF MANET group offers an alternative approach to mobile adhoc networking that is distinct from Mesh in its bounds.  MANET is focused on developing L3 routing protocols for large-scale wireless networks, using peer-to-peer communication between STAs.  Instantaneous radio-awareness is currently out-of-scope for MANET, limiting its ability to make efficient use of the wireless channel, unlike Mesh which allows tight integration between the MAC and the multi-hop WDS.

b) One unique solution per problem (not two solutions to a problem).

No other IEEE 802 standard provides the capability to form an IEEE 802.11 Mesh.  IEEE 802.11F, “Recommended Practices for Multi-Vendor Access Point Interoperability via Inter-Access Point Protocol Across Distribution Systems Supporting IEEE 802.11 Operation,” uses the IP protocol suite for supporting a hardwire DS implementation.  The stated purpose of IEEE 802.11F is to facilitate interoperability among APs from different vendors while the design focuses on fast handoff support for the Radius protocol.  These design goals differ significantly from those of Mesh which primarily concerns itself with topology discovery, delivery, and mobility management for a wireless DS implementation.

      c) Easy for the document reader to select the relevant specification.

IEEE 802.11 Mesh is the only wireless distribution system (WDS) protocol defined in 802.11.

6.4 Technical Feasibility

For a project to be authorized, it shall be able to show its technical feasibility. At a minimum, the proposed project shall show:

a) Demonstrated system feasibility.

A candidate architecture for implementing Mesh, based on the Dynamic Backbone Algorithm (DBA), is the culmination of 20 years of network research at the U.S. Naval Research Laboratory (NRL).  It has been both implemented and field tested in a very interference-prone, real-world environment within the NRL main campus.

DBA is a synchronous distributed protocol that discovers network topology via wireless broadcast probe messages and configures a broadcast backbone in a short, fixed length of time.  The periodically reconfigured backbone is used to disseminate global topology and address mapping information as well as user broadcast/multicast traffic.  Address mapping information enables roaming, i.e. the ability of the DS to determine the correct output point or points for user traffic, while global topology information is used to compute unicast paths.
b) Proven technology, reasonable testing.

Both broadcast/multicast and unicast traffic delivery were tested using mobile vehicles as platforms for the DBA implementation of a Mesh.  The test tools used measured throughput, delay, and packet loss for a variety of traffic load and delivery scenarios.  The testing procedures were similar to those commonly used by NRL’s MANET group that is headed by the IETF’s MANET co-chair.

c) Confidence in reliability.

Creating a robust, multi-hop, wireless mesh network using IEEE 802.11 radios is a challenging problem.  The aforementioned experimentation as well as previous experience with other types of radios has engendered a high level of confidence that this problem is soluble.  The synchronous approach used by Dynamic Broadcast Algorithm (DBA) guarantees convergence in a short fixed amount of time.  

6.5 Economic Feasibility

For a project to be authorized, it shall be able to show economic feasibility (so far as can reasonably be estimated), for its intended applications. At a minimum, the proposed project shall show:

a) Known cost factors, reliable data.

Mesh does not require radio modifications.  The example DBA implementation makes no firmware and only minimal driver modifications, i.e., nearly all of the implementation resides in the daemon.  Therefore, the known cost factors are minimal.

b) Reasonable cost for performance.

Considering the cost of IEEE 802.11 stations in the market place, it is a reasonable cost to add a wireless DS functionality, especially considering the capabilities added in comparison to the cost of a wired DS.

c) Consideration of installation costs.

The proposed amendment has no known impact on installation costs.
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Abstract


The IEEE P802.11s TGs PAR (ESS Mesh Networking) restricts Mesh capabilities to Access Points. The development of the IEEE 802.11 TGs Draft has shown that this is overly restrictive and substantially reduces the benefits of 802.11 Mesh. Even a simple 802.11 frame radio relay is not permitted by the current PAR unless that relay is burdened by also providing Access Point functionality. The development of the current Draft has shown that Mesh services are orthogonal to Access Point services. Almost all the functions required for mesh (mesh formation, radio aware routing, security, etc.) are independent of whether or not Mesh is restricted to Access Points.
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