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Proposed changes, part 1:

8.5.2

Since there is more than one “list item 1” in 8.5.2, make the editing instruction more exact with the following change: Change 8.5.2 Key Information field list item 1 as shown:

h) Key MIC

Change: This field is 16 octets in length when the Key Descriptor Version subfield is 1, 2, or 3.

Insert a new item into the description of Key MIC field after Key Descriptor Version 2:

· 3) Key Descriptor Version 3: AES-128-CMAC

Proposed changes, part 2:

Change 8.5.2 Key Information field list item 1) as follows. Please note that the list item iii is new text in 802.11r and underlined in the draft. However, that underlining is not shown in the proposed change here. Regardless, the changed text is still supposed to remain underlined in the 802.11r draft.

 iii) The value 3 shall be used for all EAPOL-Key frames to and from a STA when (1) either the pairwise or the group cipher is AES-CCMP, and either (2) dot11RSNAAuthenticationSuiteSelected is 3 or 4 (part of a Fast BSS Transition in an RSN) or (3) the RSNA capabilities field B6 (AES-128-CMAC) is set to 1 in the RSN information element of both the transmitter and receiver of the EAPOL-Key frame. This value indicates the following:

—AES-128-CMAC is the EAPOL-Key MIC. AES-128-CMAC is defined by FIPS SP800-38B. The output of the AES-128-CMAC shall be 128 bits.

—The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the Key Data field. IETF RFC 3394 defines the NIST AES key wrap algorithm.

Proposed changes, part 3:

Re-order IEs to make all management frames and MIC calculation to use consistent order of IEs: RSNIE, MDIE, FTIE, Timeout, RIC:

7.2.3.5 Association Response: Move RSN line in Table 11 to the beginning of new rows and renumber the Order column as needed.

7.2.3.7 Reassociation Response: Move RSN line in Table 13 to the beginning of new rows and renumber the Order column as needed.

7.2.3.10 Authentication: Move RSN line in Table 16 to the beginning of new rows and renumber the Order column as needed.

8A.6.3 FT authentication sequence: contents of fast BSS transition confirm: Move “Contents of the RSN information element.” line to be before “Contents of the MDIE.” line in the items included in MIC calculation.

8A.6.4 FT authentication sequence: contents of fast BSS transition acknowledgement: Move “Contents of the RSN information element.” line to be before “Contents of the MDIE.” line in the items included in MIC calculation.

Abstract


IEEE 802.11r/D4.0 added a new EAPOL-Key Descriptor Version value (3), but did not modify all the related text in 8.5.2 (proposed changes, part 1). The draft is also describing when EAPOL-Key MIC is using AES-128-CMAC, but this description in the current draft does not seem to match with the original design (proposed changes, part 2). Related to MIC calculation, the order of IEs in management frames and MIC calculation is not consistent and the draft could be modified to be less confusing by re-ordering the IEs (proposed changes, part 3).
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