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The current KDF derivation in the draft uses HMAC-SHA256. SHA256 by itself is a very computationally intensive hashing algorithm (twice as slow as SHA-1). Using it in HMAC form requires two SHA256 operations and is therefore even more computationally intensive. 
The draft defines AES-CMAC for MAC computation and using AES-CMAC as a PRF would allow us to eliminate the number of cryptographic primitives necessary to implement 802.11r to one: AES. Can AES-CMAC be used as a PRF? A PRF is a function whose output is infeasible to distinguish from the equivalent-length output of a truly random function. There is a theorem from Goldreich, Goldwasser and Micali that says a cryptographically secure pseudorandom function can be constructed from cryptographically secure pseudorandom bit generators. Is AES a cryptographically secure pseudorandom bit generator? Well AES in CMAC mode is!
Furthermore, recent work by Phillip Rogaway and Thomas Shrimpton on the subject of cryptographic key-wrapping has illustrated the concept of a PRF that acts on a vector of strings (they call it a vPRF) instead of on a single string (which they denote an sPRF), a much more efficient construct. Efficiency is gained through the observation that constants over several iterations of the PRF need only be computed once. The constants that can take advantage of this are label, 0x00, context, and Length below.
This Task Group has agreed to submit our draft for outside cryptographic review. Phillip Rogaway and Thomas Shrimpton are well-known and well-respected cryptographers. In the referenced document they do comment on our draft. Their specific comment is this: “IEEE 802.11r does key derivation by applying a PRF to input that includes long constants (host and user names) that remain fixed across many derivations. We suggest that when a security protocoal wants to apply a PRF to what is logically a vector of strings the protocol should realize this with just such an abstraction. Concatenation should be avoided in achieving that abstraction (because it is, in general, both inefficient and wrong). The vPRF primitive should be realized in the protocol as a higher-level abstraction made from an sPRF.” 

8.5.A.3 Key derivation function

Replace with:
The key derivation function for the FT key hierarchy, KDF, is defined as follows:

Output = KDF-Length(K, label, context) where


Input:
K, a 256 bit key derivation key



Label, a string identifying the purpose of the keys derived using this KDF



Context, a bit string that provides context to identify the derived key



Length, the length of the derived key in bits


Output: a Length-bit derived key


result = “”


iterations = (Length + 255) / 256

do i = 1 to iterations

result = result || vPRF-K(i, label, 0x00, context, Length)

od

return first Length bits of result and securely destroy the rest


where vPRF-K(X1, X2, … Xm) is a PRF of vectors using key K and is defined as follows:

if m = 0 then return AES-CMAC(K, 0x01)


S = AES-CMAC(K, 0x00)


do i = 1 to m – 1



S = S xor AES-CMAC(K, Xi)


od


if | Xm | >= 128 then



T = S xor AES-CMAC(K, Xm)


else



T = S xor AES-CMAC(K, Xm10*)


fi


return T 
where Xi10* is as defined in RFC4493 and | Xi | indicates the length of Xi.
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Abstract


This document proposes a more efficient KDF for use in 802.11r
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