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Monday January 15, 2007
1:30pm
Call to order

· Review IEEE 802 policies and procedures for Intellectual Property.

The IEEE owns the copywrite for all submissions at these meetings.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Review operating rules for a Task Group.

· Attendance reminder.

· Approve minutes from the November session – document 11-06/1690r2
Minutes are approved unanimously.

· Approve minutes from the Teleconference sessions – document 11-06/1900r4
Minutes are approved unanimously
· Review of the agenda document 11-06/0088r0

The motions document will be 11-06/0089r0.

The comment resolution document is 11-07/1895r7

MOTION at 1:55pm: Accept the comment resolutions in document 11-06/1895r07 in Group #1.
By: Bill Marshall
Second:  Jouni Malinen
Discussion: 
· Comments 897, 898, 899, and 902 should be excluded.
· These comment resolutions required significant changes to the draft. This would prevent us from allowing draft 4.1 from moving forward. The editor recommends that anyone.

CALL THE QUESTION: Result: Yes – 3; No – 8; Abstain – 2. Fails.
· The resolutions to 897, 898 and 899 do not provide a resolution to 902.
· Comments 897, 898, 899, and 902.  

· The proposed resolution to 902 is clearer than text that was used to counter the resolution.

· More explanation is required to explain the 6 message exchange.

· The intent of the text in 8A.6 is to describe the authentication sequence. In the editor’s opinion, this text 

· The proposed changes in 8A.6 that is

· This is an editorial change. It is currently presented in a logical fashion. 
· The proposed resolution is too generic, even if the text is informative.

· The text in the proposed draft does adopt the proposed resolution to comment 902.
· The text in this section is very high level. The text that comment 902 points to should be taken out of the draft.

· The resolution to comments 897, 898, and 899

MOTION TO AMEND at 2:30pm. Amend this motion to add “with the exception of 897, 899, 900, and 902.

Discussion: None.

Result: 8 – Yes; 2 – No; 4 – Abstain. Motion to Amend Passes.

REVISED MOTION at 2:35pm: Accept the comment resolutions in document 11-06/1895r07 in Group #1, with the exception of 897, 899, 900, and 902.

Discussion: None.

Result: 12 – Yes; 1 – No; 2 – Abstain. Motion Passes.

MOTION at 2:36pm: Accept the comment resolutions in document 11-06/1895r07 in Group #2.

By: Bill Marshall

Second:  Michael Montemurro

Discussion: 
· None.

Result: 7 – Yes; 1 – No; 5 – Abstain. Motion Passes.

MOTION at 2:39pm: Accept the comment resolutions in document 11-06/1895r07 in Group #3, except for comments 369, 372, and 446.

By: Bill Marshall

Second:  Kapil Sood

Discussion: 
· None.

Result: 9 – Yes; 1 – No; 4 – Abstain. Motion Passes.

MOTION at 2:43pm: Accept the comment resolutions in document 11-06/1895r07 in Group #4, with the exception of Technical Issue #1 comments.
By: Bill Marshall

Second:  Jouni Malinen
Discussion: 
· We should not be making bulk motions that address groups of comments. The commenter was not even consulted.
· The commenter is free to participate in the comment resolution process and has been given ample opportunity to see that their comments are addressed adequately.

· The resolution to comment 505 is vague. The notion of using the MAC address as the key holder ID is vague.

· There is a difference between address and identity.

· Addressing comments in comment groups is an efficient method for the task group on the whole.

· Everyone should examine these comment resolutions for voting.

· There have been cases when a comment has been resolved in a bulk motion without the knowledge of the voter.

Result: 6 – Yes; 1 – No; 7 – Abstain. Motion Passes.

MOTION at 2:55pm: Accept the comment resolutions in document 11-06/1895r07 in Group #5, 
By: Bill Marshall

Second:  Kapil Sood

Discussion: 
· None.

Result: 7 – Yes; 0 – No; 5 – Abstain. Motion Passes.

MOTION at 2:56pm: Accept the comment resolutions in document 11-06/1895r07 in Group #6.
By: Bill Marshall

Second:  Michael Montemurro

Discussion: 
· Comment 1123 gives a list of key holder ID’s as MIB elements. Communications between the R0KeyHolder and R1KeyHolder is out-of-scope of the draft.

· This entire comment should be rejected.

MOTION TO AMEND at 3:01pm: To amend the motion including “with the exception of comment 1123 and 953.”

By: Rajneesh Kumar

Second: Kapil Sood.

Discussion:

· None.

Result: 7 – Yes; 0 – No; 6 – Abstain. Motion Passes. 

REVISED MOTION at 3:05pm: Accept the comment resolutions in document 11-06/1895r07 in Group #6, with the exception of 1123 and 953.
Discussion: None.
Result: 7 – Yes; 1 – No; 5 – Abstain. Motion Passes.

· Discussion on the status for comment resolution:

Issue #7 and Issue #8 have already been resolved.

We need to address Issue #6.
· Discussion on the comments left out of Issue #1.

MOTION at 2:56pm: Accept the comment resolutions to 897, 899, and 900, and to resolve comment 902 with “Counter. Comment resolved with the resolution to comments 897, 899, and 900.”
By: Kapil Sood

Second:  Nancy Cam-Winget.

Discussion: 
· The resolution to these comments will affect to others of the 30 comments that were resolved on the original.

· That is acceptable to the commenter.
Result: 6 – Yes; 2 – No; 5 – Abstain. Motion Passes.

· Recess until the session at 4:00pm in Viscount 2.

Monday January 15, 2007

4:00pm

Call to order

· The comment resolution document is 11-07/1895r8

Review the current state of comment resolution.

Discussion of document 11-06/1905r2 by Kapil Sood.

This document proposes that the Reassociation deadline be transmitted in message 4 because it is already transmitted in message 2 of the Fast BSS-Transition reservation.
The reassociation deadline timer was repeated in message 4 because there was a security requirement that it be protected.

The reassociation deadline timer should not appear in message 4 in the RSN case and the 

The AP is sending the timer in message 3 of the Initial Association, or message 4 of the Fast BSS-Transition reservation case.

The draft needs to be cleaned up so that the timer is not transmitted in message 4 in the non-RSN case.

The timer does have value because the STA needs to know when its resources will be released by the AP.

The draft is not clear on the non-RSN case.

The timer is of value regardless of RSN or non-RSN cases.

Either transmit the reasssociation deadline in both cases, or do not transmit it at all.

The stability of the system will be affected if the reassociation deadline is not transmitted.
There is no value of the timer in the non-RSN case because the STA is not authenticated.

If there’s no value in the RSN case, then there’s no value in the non-RSN case.

Our PAR states that we not make the system less secure. We should not have non-RSN at all.

The are many examples of data that move through the system unprotected. In the non-RSN case, the information should be treated as a hint.

The data does not appear in the same frame in the RSN case versus the non-RSN case.

The consensus is that this timer is important for both cases, but it needs to be in the same frame in the protocol.
STRAW-POLL: Should the reassociation deadline be sent to the non-AP STA at some point in in the six message flow in the non-RSN case? (Yes/No/Abstain) 

Result: Yes – 10; No – 2; Abstain – 5.
MOTION at 4:27pm: Accept the proposed comment resolutions for the comments in Issue #1 in document 11-06/1895r7

By: Bill Marshall  

Second:  Michael Montemurro

Discussion: 
· This is the resolution we reached in the teleconference in December. This accurately reflects the result of the straw poll.

· It would be better to have the timer in message 3 of the initial handshake.

MOTION TO TABLE: To table the motion until the conclusion of a straw poll.

By: Rajneesh Kumar

Second: Kapil Sood.

Result: 9 – Yes; 0 – No; 4 – Abstain. Motion passes.

· The resassociation deadline would be have to be protected in the Association Response frame.
· We should be preparing a submission that provides a solution.

STRAW-POLL: Should the reassociation deadline TIE be sent in the association response message of the initial association? (Yes/No/Abstain) 
Result: Yes – 8; No – 4; Abstain – 3.

Discussion on original motion at 5:09pm:

· We should accept this for a non-RSN case.

· We are sending the reassociation deadline timer once if we accept this motion.

· We are sending the reassociation deadline timer in the 3rd message of the Initial Association and the 4th message of the FT.

CALL THE QUESTION

Result: 9 – Yes; 1 – No; 3 – Abstain. Motion passes
· Discussion on issue 2 of the comment resolution spreadsheet document 11-06/1895r7

The process of retrieving an Ethertype after the sponsor ballot reaches 75% approval.

We should not go to ANA until we reach 75% approval on Sponsor ballot. We should reject these comments until we do that.

MOTION at 5:15pm: To resolve the comments in Issue 2 of document 11-06/1895r7 as “Reject. The task group will ask for numbers from the ANA’s when the draft has achieved 75% approval at the sponsor ballot level.”

By: Bill Marshall

Second: Henry Ptasinski

Discussion:

· None.

Result: 13 – Yes; 0 – No; 0 – Abstain. Motion passes.
· Discussion on issue 6 of the comment resolution spreadsheet document 11-06/1865r7

There is already text in 11ma to the SME to re-transmit a reassocation if it does not get a response.
MOTION at 5:22pm: To resolve comments 825 and 862 by accepting the proposed resolutions. By: Dan Harkins

Second: Journi Malinen

Discussion:

· There needs to be text in the draft that describes what the STA does if a message is lost.

· The STA should be able to retry until the reassociation deadline timer expires.

· The resolution of Comment 887 indicates that the STA may retransmit the reassocation frame until the reassociation deadline expires. 
Result:  6 – Yes; 0 – No; 6 – Abstain.  Motion passes.
· Discussion on the unresolved comments remaining in Group 10 of 11-06/1865r8
The Key lifetime should be included as part of the authorization information. Other information should not be required.

The solution to key lifetime

Clause 8.4.1.1a and 8.4.1.1b do not use normative text. We should interpret these clauses as a suggestion.

Our specification should be strict.

We cannot be specific at what we define as part of the authorisation information.
The additional information is dependent on the back-end protocol.

MOTION at 5:38pm: To resolve comments 369 and 372 in document 11-06/1865r7 by accepting the proposed resolutions.. 

By: Dorothy Stanley

Second: Journi Malinen

Discussion:

· None. 

Result:  7 – Yes; 0 – No; 6 – Abstain.  Motion passes.

Discussion on the resolution to comment 448 in document 11-06/1865r7
Right now we have a single key lifetime passed to the STA. We specify that all three key lifetimes are the same.

There is nothing in the draft at this time to describe the behaviour when the key lifetimes of the R0, R1, and PTK are different. Resolving this would require us to pass multiple key lifetimes to the STA.

We have already addressed the issue with this comment.

The STA has no way of getting the PMK-R0 lifetime so it has to go with the PTK lifetime. We should introduce two timers, one for PMK-R0 and another for the PTK.

The comment says that it is unreasonable to have the same key lifetime for the PMK-R0 and the PTK.
The most reasonable way to address this problem is to get rid of PSK entirely for IEEE 802.11r.

This comment is based on the infinite key lifetime that we used to have.

It doesn’t make sense to add a second counter for the key hierarchy.

The only reason not to use an infinite key lifetime would be to address a deficiency in the crypto for 11r. If this was the case, our time would be better spent in addressing that solution.

The lifetime of the key higherarchy is set to 10000s.  

We should increase the default key lifetime to 100000s.

We will ask the commenter and address this comment tomorrow.

· Recess until the 7:30pm session.

Monday January 15, 2007

4:00pm

Call to order

· The comment resolution document is 11-06/1895r9.
· Discussion of document 11-06/087r0 by Dan Harkins

This is a much more computationally efficient when compared with HMAC-SHA256.
The suggestion is to uses a 128 bit AES key. The use of a 256 bit AES key would require a definition.

This is a special mode of operation for AES. AES-CMAC is an approved operation. NIST is already on the way to approving this mode.

This is based on a new paper. The paper has been well referried.

We should get the authors to review the IEEE 802.11r draft.

This proposal eliminates the number of cryptographic purposes.

There is no loss in randomness with a 128 bit stream.

This changes the length of the PMK-R0 and PMK-R1 and the definition of the temporary variable.

The plan is to present this to TGs, who use the same PRF function.

The document will be updated and a motion will be brought forward Wednesday morning.

We have to confirm that the 

STRAW-POLL:  Had this submission as edited been on the file server for four hours, would you be in favour of incorporated it into the draft.  (Yes/No/Abstain)
Result 14 – Yes; 0 – No; 2 – Abstain.

· Discussion of comment 446 in document 11-06/1895r9

The PTK lifetime should be in the order of a couple of days.

The commentor would accept the resolution of the default values was set to a value of one to two weeks.
· Discussion on how the R0KeyHolder ID is transmitted.

There was concern on the call truncating the R0KeyHolder 

The FTIE 
STRAW-POLL:  Move R0KeyHolder ID from FTIE into:

a) A sub-element of FTIE.

b) A new information element.

Result: 3 – a; 2 - b.

· Discussion on the comments in Issue 25

Discussion on comment 10

MOTION at 8:54pm: To resolve comment 10 of document 11-06/1895r7 with the following: “Reject. The comment does not identify any technical issues with the draft IEEE 802.11r D4.0 and as such, no changes can be made.”

By: Kapil Sood

Second: Rajneesh Kumar

Discussion:

· None.

Result: 8 – Yes; 0 – No; 3 – Abstain. Motion passes.

Discussion on comment 60

There are other places in the standard that define a parameter but do not describe its use.

The MDID was tied to the Mobility Domain controller.
The backend protocol would have to work 

If two home users use the default configuration for their AP and the MDID is less than 48 bits, there is more likely that the default MDID’s will be the same.

IEEE 802.11r is unlikely to be adopted in a home environment.

The commenter will provide normative text to accept the first half of the proposed resolution.

Discussion on comment 60

This comment will be resolved in addressing comments on the NAS ID variable length.

We should counter the comment and remove 48 octets in the document.
Discussion on comment 480 and 666

For PSK, the PMK-R0 is derived the same each time.

With PSK, the PMK-R1 is the same each time the key hierarchy is instantiated.
If we reject this comment, we may be forced to do this work 
MOTION at 9:25pm: To resolve comments 480 and 666 of document 11-06/1895r7 with the following: “Reject. The comment does not identify any specific security requirement that is violated.”

By: Kapil Sood

Second: Michael Montemurro

Discussion:

· None.

Result: 5 – Yes; 0 – No; 5 – Abstain. Motion passes.

· Recess until the Tuesday 8:00am session.

Tuesday January 16, 2007

8:00am

Call to order

· The comment resolution document is 11-07/1895r11

· Clarification on the resolution to comments 369 and 372

The intention was to accept the proposed resolution in the document.

· Clarification on the resolution to comment 897, 899, 900, 902

Kapil Sood will prepare a submission to clean up the text resulting from accepting each of these motions.

· Discussion on document 11-07/0097r0 and accompanying text changes in document 11-07/0022r0 by Kapil Sood.

The key management need to be symmetric. However, the Access Point includes the authenticator and the STA includes the supplicant, which is asymmetric.
It would be cleaner not to define key holders on the STA/supplicant.

There is broad experience through standards development shows that symmetric architectures are easier to debug.

By describing the protocol using the Key Holder terms on both the supplicant and the authenticator, the description is very confusing.

There is no ambiguity in the distribution of keys when a symmetric architecture is adopted.

There is conflicting text in the draft. There are clauses in the draft that assume the R0KeyHolder only resulting on the AP, and there are other clauses where the R0KeyHolder is assumed to be on both the STA and the AP.

We are dealing with a client server model. We should describe the architecture in that manner.

Supplicant and Authenticator are 802.1X terms. They are not part of IEEE 802.11.

The key holders are part of the IEEE 802.11 RSNA key management, not IEEE 802.1X.

The text in document 11-07/0022r0 is erroneous in that it assumes a STA has no AP functionality.

We have been following an ongoing process to fit IEEE 802.11r constructs into the IEEE 802.1X and IEEE 802.11 security architecture.

Requiring a key distribution function on the supplicant is entirely unnecessary.

We are writing standards, not implementation specifications.

We are trying to be clear in how the keys are distributed and stored.
The alternative is to define R0KeyHolder and R1KeyHolder on the Access Point and not describe the key holders on the Supplicant.

Document 11-06/0022r0 is not specific enough. It does not describe how key holder ID’s are treated on the supplicant.

The symmetry is a nice goal. However there are other properties and behaviours of the STA and the AP’s are different.

The STA’s MAC address is used in the key derivation. It uses that identifier in the key derivation.

It is good to have symmetric architectures, but in this case we have a client/server architecture that has asymmetric functions.

We need to have clear definition of functions and clear separation of functions.

Perhaps what we have to describe the key management a symmetric and the key management functions as asymmetric.
Document 11-07/0022r0 works towards addressing this issue.

This text submission wipes out other comment resolutions that have been addressed earlier in the week.

There are few differences between the proposed comment resolutions and the document submissions.

The proposed comment resolutions do not go far enough to clean-up the STA.

STRAWPOLL: Should we collapse the R0 KH and R1 KH into a single unified key holder and not use terms R0 KH and R1 KH on a non-AP STA? (Yes/No/Abstain)

Result: 9 – Yes; 14 – No; 2 – Abstain.
Most of the proposed comment resolutions are similar to the submission presented.
· Discussion on comment 379 on pre-authentication.

We should reject this comment as we have on past letter ballot.
We do not make performance measurements on our solutions so we are unable to evaluate these proposals.

There have not been sufficient technical reasons to reject this comment.
A STA moves from one Mobility Domain to another in IEEE 802.11r, it requires a full authentication with AAA. Preauthentication is required because there is no protocol defined to distribute keys.

Mobility domains will likely be large so that transition between mobility domains is unlikely.

Pre-authentication will take a long time and may not meet transition requirements. It may only work in 10% of cases.

Transition between mobility domains is not addressed in IEEE 802.11r.

MOTION at 9:21am: To resolve comment #382 of document 11-06/1895r11 with “Rejected. Roaming between mobility domains is out of scope for TGr.”

By: Kapil Sood

Second: Rajneesh Kumar

Discussion:

· None.

Result: 14 – Yes; 0 – No; 5 – Abstain. Motion passes.

· Discussion on document 11-07/0126r0 on the variable length R0KH-ID by Jouni Malinen
The only advantage of option 2 is making the size larger.

There may be deployments that use an identifier longer those 48 octets.
We should consider using a one-way hash of the NAS ID.

The hash of the NAS ID was considered, but at the advice of Bernard Aboba, was rejected.

The length field is required only if there are multiple variable length fields. We need a length field for the sub-element.
Jouni will proceed with option 1 to address this issue.

· Discussion on the resolution to comment 451

We have already approved comment 451 as Group 4.

· Discussion on comments in Group 99

Discussion on comment 13
EAP channel binding is not part of IEEE 802.11.

Discussion on comment 14

This standards body is not authorised to address this problem.

MOTION at 9:50am: To address comment 14 of document 11-06/1895r11 with “Rejected. The protocol between the R0KH and R1KH is out of scope for IEEE 802.11.”

By: Michael Montemurro

Second: Jesse Walker

Discussion:

· None.

Result: 15 – Yes; 0 – No; 4 – Abstain. Motion passes.

MOTION at 9:55am: To address comments 13 and 19 of document 11-06/1895r11 with “Rejected. EAP channel binding is out of scope for IEEE 802.11.”

By: Michael Montemurro

Second: Jesse Walker

Discussion:

· While EAP channel binding for IEEE 802.11. However EAP channel binding should be supported.

· Somehow the NAS and the peer need the information required to do channel binding.

Result: 16 – Yes; 0 – No; 2 – Abstain. Motion passes.

· Recess until the 1:30pm session.

Tuesday January 16, 2007

1:30pm

Call to order

· The comment resolution document is 11-06/1895r11

· Discussion on comments in Group 25

Discussion on comment 78

MOTION at 1:44pm: To resolve comment 14 of document 11-06/1895r11 by accepting the proposed resolution in the “Resolution” column.

By: Bill Marshall

Second: Michael Montemurro

Discussion:

· This is the modification to the R0KeyHolder ID to remove the length of the parameter in the definition.

Result: 12 – Yes; 0 – No; 0 – Abstain. Motion passes.

Discussion on comment 446

The default value for key lifetime was set to 14 days.

MOTION at 1:48pm: To resolve comment 446 of document 11-06/1895r11 by accepting the proposed resolution in the “Resolution” column.

By: Bill Marshall

Second: Michael Montemurro
Discussion:

· There’s no lifetime for the PSK.

· There is a lifetime for the PMK-R0.

· TGr should not provide a lifetime for the PSK.

Result: 13 – Yes; 0 – No; 2 – Abstain. Motion passes.

Discussion on comment 828

At some times, processing the ADDTS’s takes time, which could hinder the ability of the STA to make the transition in a reasonable amount of time.
MOTION at 2:00pm: To resolve comment 828 of document 11-06/1895r11 by accepting the “proposed resolution” in the “Resolution” column.

By: Bill Marshall

Second: Michael Montemurro

Discussion:

· If this motion passes, it could leave the draft incomplete.

· There are numerous cross references that would need to be cleaned up if this motion passes.

Result: 3 – Yes; 6 – No; 5 – Abstain. Motion fails.

MOTION at 2:05pm: To resolve comment 828 of document 11-06/1895r11 as “Rejected. The QBSS load information does not provide any assurance to the station that the AP can or will accept the association. Also, TSPEC processing can involve significant delay.” 

By: Srini Sreemanthula

Second: Bill Marshall
Discussion:

· Given that the last motion failed, we can propose a different resolution.
· Rajneesh Kumar will abstain on this letter ballot.

Result: 7 – Yes; 0 – No; 8 – Abstain. Motion Passes.

· Discussion on comment 953 and 1123
The use of this MIB variable would not be mandatory.

The translation of a Key Holder address to a physical address is outside the scope of the standard.

The list of R0KH ID, R1KHID, and their address is required to be configured somewhere.

This is a variable to store the key holders. It’s within scope of IEEE 802.11.

This defines a mapping between key holder identities and their addresses.

There has to be a one to one mapping of the IP address.

The address of the key holder should be an abstract address. It should not be a MAC address.

MOTION at 2:21pm: To resolve comments 1123 of document 11-06/1895r11 as “Rejected. The problem of mapping the key holder ID to a network address is outside the scope of TGr.” 

By: Rajneesh Kumar
Second: Bill Marshall

Discussion:

· None.
Result: 7 – Yes; 0 – No; 8 – Abstain. Motion Passes.

MOTION at 2:25pm: To resolve comments 1123 of document 11-06/1895r11 as “Rejected. The problem of mapping the key holder ID to a network address is outside the scope of TGr.” 

By: Rajneesh Kumar

Second: Bill Marshall

Discussion:

· None.

Result: 7 – Yes; 0 – No; 8 – Abstain. Motion Passes.

There is no interface that provides a list of Key Holders ID’s to the key holders.
We need to add a sentence in the comment resolution document to state that the list of R1KH’s will be provided to the R0KH.

The resolution to comment 953 is recorded in the spreadsheet and will be voted in a future session.

Discussion on comment 999.

The RRB’s behaviour is verifiable.

Over-the-DS communications is out-of-scope of IEEE 802.11.

The base standard has pre-authentication that is used over-the-DS and can be verified.

IEEE 802.11 should not define Ethertypes to be used over-the-DS.

The key distribution protocol is not defined; the RRB at least provides a mechanism to communicate over-the-DS.

There would still be interoperability issues even if IP protocols were defined.

While we do not define the transport; we should define what messages are transmitted over the wire.
We have not defined a security protocol over the backend. The protocol does not define retransmission, transmission, or security over the DS.

The transport layer could address security and reliability issues.

IEEE 802.11r should not have to define an Ethertype or other information between AP’s.

IEEE 802.11F was defined to transmit information between AP’s. At the time, there was no interest in vendors at that level.

We should look to IEEE 802.11i, which provides AP to AP communication.

The goal in the work of RRB was to create a transport agnostic mechanism for AP’s to communicate.

STRAW-POLL: Should RRB as defined in 8A.6 be removed from the draft? (Yes/No/Abstain)

Result: 0 – Yes; 0 – No; 0 – Abstain.
One way forward is to replace the protocol with MLME primitives that indicate how 

MOTION at 2:57pm: To resolve comment 999 of document 11-06/1895r11 as “Rejected. Clause 8A.6 provides a mechanism to allow communications between a STA and its current AP. If this clause is removed, then over-the-DS transitions will not work.” 

By: Michael Montemurro

Second: Kapil Sood

Discussion:

· The motion does not address comment.

· The motion does not address the proposed resolution.

· The preference would be to counter the comment.

· There is no service interface between these frames to transfer them over the DS.

· Clause 10.3.35 provides a service interface for this purpose.

· There is no response message from the peer that triggers the confirm.

Result: 6 – Yes; 2 – No; 7 – Abstain. Motion Passes.

Discussion on comment 1067
None.

MOTION at 3:07pm: To resolve comment 1067 of document 11-06/1895r11 as “Accept the proposed resolution in the “proposed change” column.” 

By: Michael Montemurro

Second: Kapil Sood

Discussion:

· Removing on clause does not sufficiently remove the references in clause 7 and the PICS.

· There is no data to support this feature.

· The feature is not implementable.

· Implementation does matter and the specification should reflect the implementation.

· The “more bit” is currently unimplementable.

Result: 6 – Yes; 2 – No; 9 – Abstain. Motion Passes.

Document 11-07/0087 has been uploaded to the server and participants are encouraged to review it.
Discussion on comment 584 by document 11-06/0026r1.

Only option 1 applies in this document.

MOTION at 3:17pm: To accept the generic and option 1 part of document 11-07/0026r1 and resolve the comment 584 with “Counter. Changes in submission 11-07/0026r1.”

By: Jouni Malinen

Second: Michael Montemurro

Discussion:

· None.

Result: 9 – Yes; 0 – No; 4 – Abstain. Motion Passes.

· Recess until the 7:30pm session.

Tuesday January 16, 2007

7:30pm

Call to order

· The comment resolution document is 11-06/1895r12

· Discussion on comment 953

MOTION at 7:57pm: To resolve comment 953 of document 11-06/1895r12 by accepting the proposed resolution in the “Resolution” column.
By: Bill Marshall
Second: Jouni Malinen
Discussion:

· None.

Result: 8 – Yes; 0 – No; 1 – Abstain. Motion Passes.

· Discussion on comment resolutions to Issue #5

MOTION at 8:03pm: Accept the comment resolutions in document 11-06/1895r12 in Issue #5, with the exception of comments 422, 451, 460, 463, 577, and 980.

By: Bill Marshall

Second:  Bob Miller
Discussion: 
· The editor has been reviewing the updated document 11-07/0022r1. The difference between the solutions is the name you assign to each of the components: you could call the components. For example, you could name the R1KH, the Authenticator R1KH.
· The interface is not testable since its an internal interface.

· There is no real change in combining 3 large diagrams into two large diagrams.

· This change is significantly simpler. It simplifies the draft and simplifies the state machines.
· We spent a lot of time in adhocs differentiating the Supplicant/Authenticator from the key holders. This terminology links them together.

· This change is far more drastic than the proposal in document 11-07/0022r0.

· Accepting this proposal would change the security architecture for TGr.

· The changes proposed here try to separate supplicant and authenticator from the key holders.

POINT OF INFORMATION: The chair should be impartial and not cast aspersions on the parties that agree with this proposal.

· This proposal is far simpler than the proposal documented in document 11-07/0022r0.

· Accepting these comments has no effect on the authenticator definition on the supplicant side.

· We should use AP instead of Authenticator and non-AP STA instead of the Supplicant.

· Collapsing R0 and R1 on a non-AP STA makes the architecture asymmetric and difficult to analyse.

· However the changes make the draft itself much more simplified.

· These changes simplify the structure and the number of components in the draft.

· Less state machines and simpler text make the draft simpler.

· This change reverts back to an earlier draft where the architecture is less clear.

· Both sides know about keys, however only the Authenticator needs 

CALL THE QUESTION: Objection by Michael Montemurro

Result: 11 – Yes; 0 – No; 3 – Abstain. Motion passes.

Result: 5 – Yes; 5 – No; 4 – Abstain. Motion Fails.

· Discussion on Adhoc meetings

Adhoc meeting in February

MOTION at 8:54pm: Hold the IEEE 802.11 TGr ad-hoc meeting February 21 through February 23, 2007 at the Intel facilities in Chandler, Arizona. 

By: Kapil Sood

Second: Rajneesh Kumar

Discussion:

· None.

Result: 8 – Yes; 0 – No; 4 – Abstain. Motion Passes.

Adhoc meeting in April

MOTION at 8:59pm: Hold the IEEE 802.11 TGr ad-hoc meeting April 24 through April 26, 2007.
By: Rajneesh Kumar
Second: Dorothy Stanley
Discussion:

· None.

Result: 11 – Yes; 0 – No; 0 – Abstain. Motion Passes.

STRAW-POLL: Location of the April Ad-Hoc meeting:

c) Washington, DC Hosted by NIST

d) Toronto, Canada hosted by RIM

Result: a) – 6; b) – 3.

· Discussion on clause 8.5.2 and AES-128-CMAC and MIC calculation: document 11-07/139r0

There is agreement that we should accept part 1 and part 2.
We have to establish whether we will address the changes to part 3.

· Discussion on comment 576

There are inconsistencies between the security architecture and the IEEE 802.1X security architecture and state machines.

There are 5 state machines in IEEE 802.1X. Separating the key holders creates interactions across components which would mean that the PMK-R1.

· Recess until Wednesday at 8:00am.

Wednesday January 18, 2007

8:00am

Call to order

The comment resolution document is number 11-06/1895r13
Discussion on document 11-06/0087r1

This document was presented and updated to fix errors.

The PRF’s we are currently using take order into account ensure that the prf ( a&b) does not equal a prf (b&a). This proposal does not have this property.

Our key construction contatenates identities where the order is different.

We never call the KDF with the key twice.

There is a theorem in the paper supporting this proposal that the vprf is equivalent to the sprf.
The assumptions and requirements behind the PRF do not appear to be the same as the assumptions and requirements behind that NIST assumes to validate a KDF. That being said, the PRF may be fine.

This construction will be an excellent KDF. However if you transpose the inputs, you could expose the KDF to an attack.

We should discuss this with the authors of the paper before we accept this submission.

There are great benefits to this construction. The two concerns are: whether our usage of the KDF is correct; and whether this construction will be acceptable to NIST.

NIST can consider the use of AES-CMAC for this mode of operation. NIST require non ambiguous encoding of the KDF.

There is no cryptographic reason why you couldn’t use AES-CMAC as a PRF.

We have already fixed the label and context, so this is not a problem.

An attacker may be able to use this property to mount an attack.

The only way you could make this attack is to change the implementation.

We need to ensure that prevention against reordering is not a NIST requirement.

MOTION at 8:14am: To accept the submission of document 11-07/0087r1 and instruct the editor to incorporate the editing instructions into the draft.
By:  Dan Harkins
Second: Keith Amann
Discussion:

· Submissions should use the “replace” in the draft.

· Lily Chen will investigate whether this construction does not pose security issues.
· We should accept this before the security review.

· We should defer until the March meeting before we incorporate into the draft. We have to make sure that we can get FIPS approval.

· We should wait until another meeting until we get feedback from NIST.

· Well respected cryptographers have recommended that IEEE 802.11r adopt this KDF.

· NIST has not approved this construct as a PRF.

CALL THE QUESTION: 3 – Yes; 4 – No; 0 – Abstain. Fails.

· NIST is looking to examine which is an approved KDF.
· This algorithm is both efficient and elegant. It is fine to use it as a PDF; however we need to ensure that is an approved KDF.

· It may take a long time to get approval from NIST for this algorithm.

CALL THE QUESTION

Result: 5 – Yes; 4 – No; 3 – Abstain. Motion Fails.

· Discussion on submission of document 11-07/137r0 by Dan Harkins

One of the problems with the Mobility Domain identifier is what value manufacturers will place a default value. We should place an informative note in the standard to suggest a default value.

The default value issue would be the same regardless of the 48 bit value.

It’s unlikely that the value for the mobility domain would be enabled by default.

Setting the mobility domain value is outside the scope of the standard. 

MOTION at 9:11am: To accept the submission of document 11-07/0137r0 and instruct the editor to incorporate the editing instructions into the draft.

By:  Dan Harkins

Second: Nancy Cam-Winget
Discussion:

· None.

Result: 13 – Yes; 0 – No; 0 – Abstain. Motion Passes.

MOTION at 9:14am: To resolve comment 60 in document 11-06/1895r13 with “Accepted. Text changes in document 11-06/1895r13.”

By: Bill Marshall

Second: Nancy Cam-Winget

Discussion:

· None.

Result: Motion passes by unanimous consent.

· Discussion on submission of document 11-07/139r0 by Jouni Malinen

MOTION at 9:19am: To accept the “Part 1” and “Part 2” parts of submission 11-07/139r1 and instruct the editor to incorporate the editing instructions into the draft.

By: Jouni Malinen

Second: Kapil Sood

Discussion:

· None.

Result: 8 – Yes; 0 – No; 3 - Abstain. Motion passes.

· Discussion on comment 18:
There are also cases where the STA wants to trigger a full reauthentication with the Authentication Server. We could use the R0 Key Holder of the current access point.

When the key lifetime expires, the STA has to go through a full Initial Association.

There is text in the draft at the end of 8A.3.1 which describes the procedures when the key lifetime expires.
There is the capability for the STA to trigger a “roam to self”.

The fact that the STA knows the key lifetime indicates

The difference in IEEE 802.11i allows re-authentication without re-association.

We need to add text to address how EAPoL-Start a re-authentication.

It’s not enough just to know the key lifetime.

We need a submission to address how a STA can trigger a re-authentication using an EAPoL-START.

Jouni Malinen and Kapil Sood will work on a submission to address this issue.

· Flaws in GTK encapsulation in the FTIE

There is no RSC field in the FTIE

The GTK key wrapping uses RC4, which requires an IV

We need new fields in clause 7 to address this.

We do not use IEEE 802.1X for key transmission. We could drop RC4 as the key wrap.

We need to revisit key wrapping and create a submission to deal with it.
Jouni Malinen and Nancy Cam-Winget will create a submission to deal with this issue.

· Discussion on TK being set before any MIC validation in FT

The key is configured before the MIC is validated.

Nowhere in the baseline draft do we describe the interactions from the IEEE 802.1X key management and the IEEE 802.11 MAC.

IEEE 802.1X deals with ports; IEEE 802.11 deals with association.

IEEE 802.11i opens the .11 port before .1X.

IEEE 802.11r opens the .1X port before .11

We may leave ports open to support “roam to self”.

You could move the SET-KEYs to after the MIC verify
Wednesday January 18, 2007

1:30pm

Call to order

The comment resolution document is number 11-06/1895r15
The current agenda is document number 11-07/0088r4.

· Motions on previously revised comments contained in document

MOTION at 1:41pm: Revise the resolution to comment #1067 in 11-07/1895r13 to “Counter. Clause 7.1.3.1.8, and 9.14 deleted. Pics entry PC35.15
By: Bill Marshall

Second: Jouni Malinen 

Discussion:

· None.

Result: 9 – Yes; 0 – No; 2 - Abstain. Motion passes.

RECONSIDER THE PREVIOUS MOTION: The motion contains the incorrect document number.
MOTION at 1:44pm: Revise the resolution to comment #1067 in 11-06/1895r15 to “Counter. Clause 7.1.3.1.8 and 9.14 deleted. Pics entry PC35.15.”

By: Bill Marshall

Second: Jouni Malinen 

Discussion:

· None.

Result: 9 – Yes; 0 – No; 1 – Abstain. Motion passes.

· Discussion on comment 1071

MOTION at 1:49pm: To resolve comment 1071 of document 11-06/1895r15 with “Counter. 7.1.3.1.8 and 9.14 removed.”

By: Bill Marshall

Second: Rajneesh Kumar.

Discussion:

· None.

Result: 8 – Yes; 0 – No; 2 – Abstain. Motion passes.

· The resulting text from comment 896 in clause 8A.6

There were other numerous changes to the draft that when combined, make the text unreasonable.

Kapil Sood has volunteered to prepare this text.

This gives the editor the power to make editorial changes.

The changes to this clause could alter the meaning of the clause.

Kapil Sood will like to help make the changes.

It is responsibility of the task group to give instructions to the editor to make changes.

The task group should fulfill its obligation to provide text to address this comment.

MOTION at 2:01pm: Empower the editor to fix the text of 8A.6 resulting from comment #897, and adjust the comment resolution accordingly.

By: Bill Marshall

Second: Rajneesh Kumar.

Discussion:

· The task group is doing its job if it empowers the editor in this manner.
· It’s the editor’s task to make these types of changes.

· The task group has the opportunity to review the changes when it empowers the editor to create a new draft.
· The task group has had the opportunity to provide text to the draft.
Result: 5 – Yes; 3 – No; 3 – Abstain. Motion fails.

· Discussion on issue 99 comments


REQUEST FOR RULING FROM THE CHAIR:

Whereas, the IEEE-SA Operations Manual, in 5.4.3.1, states

“The ballot shall provide the following choices:

a) Approve (Affirmative). This vote may be accompanied by comments suggesting corrections and improvements. Action on such comments is left to the discretion of the Sponsor.

b) Do Not Approve (Negative with comment). This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined.“,

and, whereas comments submitted as part of Letter Ballot 91 identified as “Technical Issue #99” in 11-06-1895-15-d4-comments.xls do not contain sufficient detail to the proposed resolution so that the specific wording of the changes can be determined,

I therefore request a ruling from the Chair that the above identified comments except for comment 1071 be declared invalid.

The Chair has taken this under advisement.
There may be topics that we may need to address.

We can discuss these topics at any time.

In the last chair’s ruling, the comments were ruled invalid but anyone is free to bring submissions to address the topics.

We are free to resolve issues with TGr at any time, regardless of whether there is a comment or not.

Ruling comments as invalid has nothing to do whether we are going to re-circulation or not.

· Discussion on the issue 99 comments:

Comment 124
We have voted twice on adding text to clause 5 and each time it has failed.

Comment 179 and 197 is a question of procedure

 Its outside the scope of work for TGr.
Comment 237

The commentor will take a look at the comment and get back to the group if there is an issue. 

Comment 247

The comment cites a use case that the task group considers invalid.
Comment 265

The intent is to make “over-the-DS” mandatory; and “over-the-air” optional.

This comment deals with the PICS.

“over-the-DS” is optional to use.

STRAW-POLL: Should “over-the-air” be always enabled if FT was enabled?

Result: 11 – Yes; 2 – No; 2 – Abstain..

STRAW-POLL: Should “over-the-DS” be made optional to implement? 

Result: 5 – Yes; 7 – No; 2 – Abstain.

The arguments for “over-the-DS” are similar to the arguments for “pre-authentication”

Comment 291
The value is contained in a MIB variable.

This comment is on clause 7, which does not contain that type of information.

MOTION at 2:58pm: To resolve comment 291 in document 11-06/1895r15 with “Counter. Clause 7 is not the proper place to describe this. Description added to Annex D by acceptance of 11-07/0126r1”.

By: Jouni Malinen
Second: Michael Montemurro.

Discussion:

· None.
Result: 7 – Yes; 0 – No; 1 – Abstain. Motion passes.

Comment 361
Clause 7.5 has a large table which need to be updated with IEEE 802.11r action frames if the task group is willing.

IEEE 802.11k did not add action frames to this table.

MOTION at 3:08pm: To resolve comment 361 in document 11-06/1895r15 with “Accept. Comment to be passed to IEEE 802.11 TGmb at an appropriate time”.

By: Michael Montemurro

Second: David Hunter

Discussion:

· None.

Result: 6 – Yes; 0 – No; 2 – Abstain. Motion passes.

Comment 421

This is similar to the issue in TGi. In TGi, the EAPol-Key state machine.

There is nothing that appears in IEEE 802.11i to indicate how the MSK gets transmitted to the RSNA Key Management.

In figure 155 in 11ma, the Authenticator state machine majically obtains the MSK and begins using it.

This state machine is the alternative IEEE 802.1X state machine.

TGr is consistent with the specification in IEEE 802.11i and 11ma.

MOTION at 3:18pm: To resolve comment 421 in document 11-06/1895r15 with “Accept. 802.1X::keyRun is the signal that the R0KH Authenticator State Machine uses for this purpose.”.

By: Jouni Malinen

Second: Michael Montemurro

Discussion:

· None.

Result: 5 – Yes; 0 – No; 4 – Abstain. Motion passes.

Comment 433

The quoted text has been removed.
MOTION at 3:22pm: To resolve comment 433 in document 11-06/1895r15 with “Counter. The text quoted in the comment has been removed.”.

By: Henry Ptasinski

Second: Michael Montemurro

Discussion:

· None.

Result: 7 – Yes; 0 – No; 1 – Abstain. Motion passes.

Comment 594
Defining these metrics is outside of the scope of the TGr standards. It’s up to an implementation.

The comment does not describe the environmental or network conditions under which this timing could be made available.

MOTION at 3:32pm: To resolve comment 594 and 600 in document 11-06/1895r15 with “Reject. Time assumptions for fast transitions are based on environmental conditions and implementation and are as such, outside the scope of IEEE 802.11. Since the key distribution protocol is out of scope of TGr, the mechanism to provide scalability for the key distribution protocol is out of scope of TGr.”
By: Michael Montemurro
Second: David Hunter
Discussion:

· None.

Result: 6 – Yes; 0 – No; 3 – Abstain. Motion passes.

· Recess until the 4:00pm session.

Wednesday January 17, 2007

4:00pm

Call to order

The comment resolution document is number 11-06/1895r15

Discussion on document 11-07/0022r1 by Kapil Sood

This document addresses no architectural changes.
Any changes to these clauses implicitly change the architecture.

This document is clearly a technical change.

There are two proposals: a symmetric and an asymmetric.

In the 802.11 base draft there are a number of places where asymmetry.

There are components which are symmetrical, but functions which are asymmetrical.
The submission makes editorial changes to the text.

The text deals with the architecture so that it is editorial.

This text would be used for a security analysis so that the text is technical.

If the language is not clear, it leads towards mis-interpretations of the architecture. Editorial changes are required to make the text more clear.

This or the other proposal would be a technical change.

We should not add new terms and abbreviations.

We could use R0KH and R1KH as the acronyms.

These are technical changes. They are not editorial.

There are two definitions of editorial and technical. It’s open to interpretation.
MOTION at 4:44pm: Instruct the editor to incorporate document 11-07/0022r1 into the TGr draft, and resolve comments # 76, 83, 302, 375, 422, 439, 460, 461, 463, 464, 466, 500, 577, 636, 978,979, 980, 981, 985, 992, 993, 994, and 997 of document 11-07/0022r1 as “Counter. Resolved by document 11-07/0022r1.”

By:  Rajneesh Kumar

Second: Kapil Sood.

Discussion:

· The purpose of this is to replace the existing comment resolutions.

CALL THE QUESTION. Result: 11 – Yes. 4 – No. 1 – Abstain. Passes.
Result:  10 – Yes; 4 – No; 2 – Abstain. Motion Fails.

· Discussion on comment resolution for Issue 99

Comment 601
A two party protocol versus a three party protocol are based on certain assumptions.

We could define binding as used in the document and insert its definition in clause 3.

A key derived from two mutually authenticated parties is bound to each party identity.
We don’t know whether the R0KH and R1KH are authenticated through a mutually trusted third party.

We should not add a definition of binding from the draft. We should leave the binding in the draft.

If would be nice if we could point to a reference for our binding description.

If the R1KH mutually authenticates with the R0KH, the R1KH identity is an input to the key derivation.

“Identity binding” does not exist in this draft.

Comment 604
For EAP Authentication, there is an assumption that the Server knows what identity to use for the authentication. If the AS and the STA agree on the identity of the middle.

In the case of IEEE 802.11r, the client has to trust the infrastructure.

We need to assume that the R0KH can authenticate the R1KH.
Comment 667

There is a comparison with the MIC message to specify that parameters should match.

We need to address this topic.

The whole purpose of including the MDIE in the request is to signal support for transition.

We need to include MDIE in the non-RSN case, do we need it in the RSN case.

We need a submission to describe parameter checking for FT parameters.

Comment 675
This is behaviour of the base specification, not IEEE 802.11r.
MOTION at 5:27pm: To resolve comment 675 in document 11-06/1895r15 with “Reject. This behaviour is part of the IEEE 802.11 base specification.”
By: Michael Montemurro
Second: David Hunter

Discussion:

· None.

Result: 8 – Yes; 0 – No; 2 – Abstain. Motion passes.

Comment 690

We need to address this issue.

Comment 706

We need a submission to describe parameter checking FT parameters
Comment 712

We need a submission that we respond with an invalid “MDID status” code.

Comment 719

The FT protocol can fail for a number of reasons.

We added text to address this case.

MOTION at 5:40pm: To resolve comment 719 in document 11-06/1895r15 with “Accepted. Text changed to “A STA shall not use any Authentication algorithm except the FT Authentication Algorithm when using the FT protocol.””
By: Bill Marshall

Second: Jouni Malinen

Discussion:

· None.

Result: 8 – Yes; 0 – No; 1 – Abstain. Motion passes.

Comment 727, 755, and 903
TGr is really pulling the GTK rather than pushing the GTK.

If the STA is associated, then it must have the same key.

The GTK is contained in Message 3 from the AP in IEEE 802.11i because the message is transmitted form the AP to the STA.
We need to confirm whether there are any security issues with what we do today.

MOTION at 5:58pm: Motion to request the technical editor to create an updated IEEE 802.11r draft 4.1.

By:  Bill Marshall

Second: Jouni Malinen

Discussion:

· None.

Result:  Motion passes unanimously.

· Recess until Thursday at 8:00am.
Thursday January 18, 2007

8:00am

Call to order

The comment resolution document is number 11-06/1895r16
Recess until 8:45am.

· TGr will go into adhoc mode until 9:55am to attempt to resolve Issue #5 comments.
· Document submission 11-07/181r00 was posted last night. It summarizes the ruling on the request yesterday.

The chair rules the comments in issue 99 out of order

· Rajneesh will organize an adhoc group to meet between now and 4:00pm.

· Recess until the 4:00pm session.

Thursday January 18, 2007

4:00pm

Call to order

The comment resolution document is number 11-06/1895r16
· We have 23 comments left in Group 5 that an adhoc group is looking to address as part of a submission.

Discussion on comment resolution spreadsheet – document 11-06/1895r16

Discussion on document 11-07/139r0 by Jouni Malinen

This document deals with re-ordering of IE’s in the management messages used for FT.

MOTION at 4:15pm: To accept the “Part 3” and “Part 4” parts of submission 11-07/139r2 and instruct the editor to incorporate the editing instructions into the draft.

By: Jouni Malinen

Second: Kapil Sood

Discussion:

· None.

Result: 11 – Yes; 0 – No; 4 - Abstain. Motion passes.

· Discussion on document 11-07/180r0 by Jouni Malinen

This submission takes into account the differences between IEEE 802.11r and IEEE 802.11i to address issues with GTK encapsulation.

The bit in the GTK Key info field is not required and should be removed. It is clear from the key descriptor.

We have the option to force the use of AES keywrap.

This re-defines the GTK sub-element for the FTIE. The GTK sub-element is an optional field.

The figures WA and WB are added in the opposite order that they are referred to in the text. This is consistent with what is in the clause.

This submission adds normative behaviour text to clause. This information should be included in a normative clause – likely clause 8.
The key length is the length of the key; the length is the length of the sub element. This is consistent with IEEE 802.11i.

We may need to explain the length fields in more detail.

We may want to pull out the GTK and make a separate IE. It may be close to to the maximum length of the FTIE.

We should calculate the length of the FTIE to make sure we do not exceed the maximum length of an IE.

· Dan Harkins has submitted 11-07/0087r2 as an update to the revised KDF. He requests that everyone review the submission and that it be included in any security review.

· Discussion on the Security Review

We are not ready for a security review at this time.

A list of proposed reviewers has been circulated to the list.

The Chair recommends that we begin the security review at the start of the Sponsor Ballot.
We should likely prepare guidelines for the participants in the security review so that we maximize our benefits from the review.

Our approach is more formal this time compared with IEEE 802.11i.

The analysis for IEEE 802.11i components was done piecemeal and took from a couple of days to a couple of months.

We are going to know at least two months in advance of the Sponsor Ballot.

We will know in advance that a Sponsor Ballot is going to take place. We could put together a Security Review list at the same time that we’re forming the Sponsor Ballot pool.

We should not put a time limit on the review. We should make it open ended.
Academic researchers often plan their summer research a couple of months in advance. It would be nice if we could give them advanced notice on the plan of review.
Although its good to leave it open ended, we should give guidance on our expectations for when we expect the reviewers to respond.

The Chair welcomes other suggestions of reviewer names to the list.

· Adjourn until the March Plenary.
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