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Change in Clause 3.97a, page 6 line 27:
Replace: “PMK-R0 key is known to only the STA and the R0 key holder and”

With: “PMK-R0 key is known to only the R0 key holder on the STA and the R0 key holder on the AP, and”

Change in Clause 3.97c, page 6 line 35:

Replace: “A 48 octet identifier that names the holder of the PMK-R0 Key.”

With: “An identifier that names the holder of the PMK-R0 Key.  This identifier is 48 octets on the AP and 6 octets on the STA.”

Change in Clause 3.97d, page 6 line 39:

Replace: “is known to both the STA and the R1 key holder and”

With: “is known to both the R1 key holder on the STA and the R1 key holder on the AP, and”

Change in Clause 7.3.2.46, page 16 line 54:

Replace: “The ANonce field contains a nonce value chosen by the R1KH.”

With: “The ANonce field contains a nonce value chosen by the R1KH on the AP.”
Change in Clause 7.3.2.46, page 16 line 57:

Replace: “The SNonce field contains a nonce value chosen by the STA.”

With: “The SNonce field contains a nonce value chosen by the R1KH on the STA.”
Change in Clause 7.3.2.46, page 16 line 61:

Replace: “The R0KH-ID indicates the PMK-R0 Key Holder with which the STA negotiated its current PMK-R0 PMKSA.”

With: “The R0KH-ID indicates the PMK-R0 Key Holder on the AP with which the STA negotiated its current PMK-R0 PMKSA.”
Change in Clause 8.4.1.1.1a, page 23 line 39:

Replace: “- R0KH-ID”

With: “- R0KH-ID of the AP within the same Mobility Domain”
Change in Clause 8.4.1.1.1b, page 23 line 59-60:

Replace: “- R1KH-ID


     - R0KH-ID ”

With: “
- R1KH-ID of the AP to which the STA is performing FT mechanism

- R0KH-ID of the AP with which STA performed the Fast BSS Transition Initial Mobility Domain Association,”
Change in Clause 8.4.1.1.2, page 24 line 31:

Replace: “or R1 Key Holder ID.”

With: “or APs R1KH-ID.”
Change in Clause 8.5a, page 28 line 51:

Replace: “It is assumed by this standard that the PSK is specific to a single STA and a single R0KH.”

With: “It is assumed by this standard that the PSK is specific to a single R0KH on the STA and a single R0KH on the AP”

Change in Clause 8.5a.1, page 28 line 64:

Replace: “the Supplicant and the R0KH shall delete”

With: “the R0KH on the STA and R0KH on the AP shall delete”

Change in Clause 8.5a.1, page 28 line 65:

Replace: “between the Supplicant”

With: “between the R0KH on the STA”

Change in Clause 8.5a.1, page 29 line 1:

Replace: “The PMK-R1 keys are”

With: “On the AP-side, The PMK-R1 keys are”

Change in Clause 8.5a.2, page 30 line 19:

Replace: “This key is mutually derived by the Supplicant and the R0KH.”

With: “This key is mutually derived by the R0KHs in the SME of the Supplicant and the Authenticator.”

Change in Clause 8.5a.2, page 30 line 23:

Replace: “derived by the Supplicant and the PMK-R0 Key holder, R0KH.”

With: “derived by the R0KHs in the SME of the Supplicant and the Authenticator.”

Change in Clause 8.5a.4, page 30 line 63:

Replace: “PMK-R0 binds the SPA, ID of the first level key holder (R0KH-ID),”

With: “PMK-R0 binds the SPA, ID of the first level key holder (R0KH-ID) of the AP,”

Change in Clause 8.5a.4, page 31 line 24:

Replace: “R0KH-ID is the 48-octet identifier of the holder of PMK-R0.”

With: “R0KH-ID is the 48-octet identifier of the holder of PMK-R0 on the AP.”

Change in Clause 8.5a.5, page 31 line 50:

Replace: “binds the SPA, first, and second level key holders:”

With: “binds the SPA, and second level key holder (R1KH-ID) of the AP:”

Change in Clause 8.5a.5, page 31 line 61:

Replace: “R1KH-ID is the 6-octet identifier of the holder of PMK-R1.”

With: “R1KH-ID is the 6-octet identifier of the holder of PMK-R1 on the target AP.”

Change in Clause 8.5a.6, page 32 line 19:

Replace: “The PMK-R0 Key Holder shall be responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain.”

With: “The PMK-R0 key holder shall be responsible for deriving a PMK-R1 key for each PMK-R1 key holder.  On the AP, the R1KHs may be distributed within the mobility domain.”

Change in Clause 8.5a.6, page 32 lines 31-36:

Replace: “Each Key Holder is assumed to be addressable as a distinct entity. Each Key Holder name is assumed to be expressed as a unique identifier within the Mobility Domain. This identifier is communicated to the STA and other key holders, and is bound into the key derivation. Each key holder name shall be mapped to a physical entity in the DS where it resides.”

With: “On the AP, each Key Holder is assumed to be addressable as a distinct entity, and assumed to be expressed as a unique identifier within the Mobility Domain. This identifier is communicated to the STA, communicated to other key holders within the Mobility Domain, and is bound into the key derivation. On the AP, each key holder name shall be mapped to a physical entity in the DS where it resides.”

Change in Clause 8.5a.6, page 32 line 37:

Replace: “The R0KeyHolder shall meet the following requirements:”

With: “The R0KH on the AP shall meet the following requirements:”

Change in Clause 8.5a.6, page 32 line 47:

Replace: “The R1KeyHolder shall meet the following requirements:”

With: “The R1KH on the AP shall meet the following requirements:”

Change in Clause 8.5a.8, page 33 line 20:

Replace: “derived by the Supplicant”

With: “derived by the R1KH on the STA”

Change in Clause 8.5a.8, page 33 line 35:

Replace: “- PMK-R1 is the key that is shared between the Supplicant and the R1KH”

With: “-PMK-R1 is the key that is shared between the R1KH on the STA and R1KH on the AP”

Change in Clause 8.5a.8, page 33 line 38:

Replace: “-ANonce is a 256 bit random string contributed by the R1KH”

With: “- ANonce is a 256 bit random string contributed by the R1KH  on the AP”

Change in Clause 8A.2, page 35 line 65:

Replace: “it shall contain the R0KH-ID and R1KH-ID,”

With: “it shall contain the R0KH and R1KH-ID of the AP,”

Change in Clause 8A.3.1, page 37 line 27:

Replace: “STA shall use the value of R0KH-ID as the NAS-ID”

With: “STA shall use the value of R0KH-ID of the AP as the NAS-ID”

Change in Clause 8A.3.1, page 37 line 36:

Replace: “The R1KH and STA then perform an FT 4-way handshake.”

With: “The R1KHs on the AP and STA then perform an FT 4-way handshake.”

Change in Clause 8A.3.1, page 40 line 48:

Replace: “R1KH”

With: “R1KH(AP)”
Replace: “Supplicant”

With: “R1KH(STA)”
Change in Clause 8A.6.1, page 52 line 59:

Replace: “- R0KH-ID shall be the value of R0KH-ID obtained by the STA”

With: “- R0KH-ID shall be the value of R0KH-ID of the AP obtained by the STA”

Change in Clause Annex D, page 101 line 30:

Replace: “This attribute shall specify the PMK-R0 Key Holder identifier of this entity”

With: “This attribute shall specify the PMK-R0 Key Holder identifier on the AP”

Change in Clause Annex D, page 101 line 56:

Replace: “This attribute shall specify the PMK-R1 Key Holder identifier of this entity”

With: “This attribute shall specify the PMK-R1 Key Holder identifier of this AP”

Change in ALL Clauses. Except in Clause 2 and Clause 3:

Replace: “R0KeyHolder”

With: “R0KH”

Change in ALL Clauses. Except in Clause 2 and Clause 3:

Replace: “R1KeyHolder”

With: “R1KH”
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Abstract


This submission provides a resolution to comments in Issue #5 (11-06-1895-04).  Some references to Key Holders in TGr draft D4.0 are unclear in context of whether the text applies specifically to the AP side or STA side of the key holders.





This submission preserves the overall SME architecture for all STAs – that the R0KH and R1KH are logical entities on all STAs.  This preservation of a uniform architectural model is critical in keeping the TGr specification consistent in behaviour with other 802.11 architectural entities.
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